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Microsoft Azure Active Directory Gallery

You can access Deltek Costpoint via a SAML-based Single Sign On with your Azure Active Directory account.
Setting up the SSO with Microsoft Azure AD is a simple, three-step process.

Step | Procedure

1 Submit the SSO Setup Service Request

2 Add and Configure Costpoint into your MS Azure Admin Portal

3 Set up your Costpoint User Accounts for MS Azure

Note: If you are already set up for SAML SSO authentication in Costpoint Cloud, you will need to set
up a second configuration for the Costpoint Mobile T&E in the Cloud. Follow the instructions in this
guide to set up your configuration. See the Deltek Costpoint Mobile Time and Expense in the Cloud
Administrator Guide for more information on Costpoint Mobile T&E in the Cloud.

Submit the SSO Setup Service Request

To submit the SSO setup service request:

1. There are various pieces of information that will be asked in the Service Request for details, click here.

2. Deltek will provide you with one XML file per Costpoint system on your account.

The files will be attached to your SSO Setup Service Request ticket. You will need these files to complete
the remaining steps.

Note: If you are a Costpoint Mobile T&E customer, Deltek will provide you with two sets of URLs
(one for Costpoint and one for Costpoint Mobile T&E).

Add and Configure Costpoint into Your Azure Admin Portal

Use the information provided in the SSO Setup Service Request to perform the initial configuration of MS Azure.

To add and configure Costpoint into your MS Azure Admin portal:
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1. Log into the MS Azure Admin Portal using the admin account with your company and select Microsoft Entra
ID.

Microsoft Azure £ search resources, services, and docs (G+/)

Welcome to Azure!

Don't have a subscription? Check out the following options.

%

\
- \\\
X
‘ Microsoft Entra ID *
Start with an Azure free trial D Access student benefits
Get $200 free credit toward Azure pro ° View ng Microsoft Entra 1D, Get free software, Azure credit, or access Az
plus 12 months of popular free service for Teaching after you verify your academic

m Free training from Microsoft m Learn more &'

Secure your application by using OpenID Conn...
6 units - 50 min

Azure services

_l_ }/ Useful links ﬂ‘ ® ”’ ;

Overview '
Create a Microsoft Entra Get started & Marketplace App Services Quickstart Storage
resource D Documentation & Center accounts

@ Pricing '

2. Click Enterprise Applications.
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Microsoft Azure R Search resources, services, and docs (G+/)

Home >

DeltekDemo.com | Overview

Microsoft Entra ID

“ + Add ’1{:? Manage tenants What's new _?‘», Preview features R'j Got feedback?
@ overview -
Breview festures @ Azure Active Directory is now Microsoft Entra 1D, Learn more B
A Diagnose and solve problems Owerview Monitoring Properties Recommendations Tutorials
Manage
Documentation
.ﬂ Users
2 Groups Microsoft Entra 1D service overview & Microsoft Entra Conditional Access (3
Microsoft Entra 1D webinar & Microsoft Entra ID Protection &
||. External Identities Microsoft Entra ID documentation 3 Azure Security Center &3
Introduction to Microsoft Entra 1D Premium & Identity Secure Score (2
a» Roles and administrators Named locations 3
@ Administrative units Authentication methods &
Multifactor authentication &
B Delegated admin partners

Microsoft Entra guides

B
e

& Enterprise applications

[0 Devices

3. To add new application, click New application.

Home > DeltekDemo.com | Enterprise applications » Enterprise applications

zz= Enterprise applications | All applications b
um= DeltekDemo.com - Microsoft Entra ID

« . ’j

+ New application O Refresh  + Download (Export) o Preview info Columns [#= Preview features 2 Got feedback?

Overview -
@ overview View, filter, and search applications in your organization that are set up to use your Microsoft Entra tenant as their Identity Provider,
# Diagnose and solve problems The list of applications that are maintained by your organization are in application registrations,
Manage ‘ 1 Search by application name or ... | Application type == Enterprise Applications < Application 1D starts with T Add filters

4. In the Browse Microsoft Entra Gallery section, enter Costpoint in the search box.
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Home > DeltekDemo.com | Enterprise applications > Enterprise applications | All applications >

Browse Microsoft Entra Gallery

Create your own application &7 Got feedback?

The Microsoft Entra App Gallery is a catalog of thousands of apps that make it easy to deploy and configure single sign-on (350) and automated user
pravisioning. When deploying an app from the App Gallery, you leverage prebuilt templates to connect your users more securely to their apps. Browse
or create your own application here. If you are wanting to publish an application you have developed into the Microsoft Entra Gallery for other
organizations to discover and use, you can file a request using the process described in this article,

|;J Costpoinﬂ X Single Sign-on : All User Account Management : All Categories : All

—:)) Federated SSO (2 Provisioning

Showing 10 of 10 results

Costpoint Catchpoint
C P Deltek Catchpoint
> I 3

5. Perform the following:
a. Select Costpoint from results panel.
b. Give it a name related to the system you are connecting to that makes sense to you and/or your users.
c. Click Create.

Wait a few seconds while the application is added to your tenant.
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Costpoint X

R'_"' Got feedback?

Loge & Mame * (1)
| Costpoint
Publisher (@ Provisioning (D
Deltek Automatic provisioning is not
supported
Single Sign-On Mode © URL @
SAML-based Sign-on https.//www.deltek.com/en/pr

Linked Sign-on oducts/project-erp/costpoint

Fead our step-by-step Costpoint integration tutorial

Industry-leading ERF software for Govt Contractors to manage
project accounting, labor management, manufacturing and business
intelligence while improving visibility, efficiency and profitability

=

The above example uses Costpoint Prod for the application name. You may want to name additional
instances Costpoint Sandbox, Costpoint, Test, or use your Costpoint system name where you log in.
Anything that will clearly identify the system you are logging into for your users will work. Since the
application definition will include that system in the configuration, you will not have the opportunity to
specify into which Costpoint system you are logging. When you access the application icon from the portal,
you will be logged into that Costpoint system directly.
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Note: For Costpoint Mobile T&E users, you must perform this step for each Costpoint Mobile T&E
environment that you would like to set up Azure for.

Note: If you already have one Azure setup for Costpoint and you would like to add another one
for Costpoint Mobile T&E, you must use a different entity ID for Costpoint Mobile T&E.

6. Once added, select Configure single sign-on.

= Microsoft Azure P Search resources, services, and docs (G+/)

Home » Enterprise applications | All applications > Browse Microsoft Entra Gallery >

Costpoint | Overview

Enterprise Application

-
)
i Overview

Deployment Plan

# Diagnose and solve problems

Manage

Il eroperties

4 Owners

& Roles and administrators
& Users and groups

3 single sign-on

& Provisioning

[}

Self-service

=] - -
ils Permissions

© Token encryption
Activity

3 sign-inlogs

7. Select SAML.

Properties

Mame (O

| costpoint D]

Application ID @

| 3da4fe1f-683d-450a-845f-6.. I |

ObjectiD @

| ef5c3a0s-f422-4505-a5fe6.. I |

Getting Started

a

1. Assign users and groups

Provide specific users and groups access
to the applications

Assign users and groups

3. Provision User Accounts

You'll need to create user accounts in
the application

Learn more

—9 2. Set up single sign on

Enable users to sign into their application
using their Microsoft Entra credentials

Get started

Y

4. Self service

Enable users to request access to the
application using their Microsoft Entra
credentials

Get started

Costpoint Cloud Configuring MS Azure




Deltek

Home > Enterprise applications | All applications > Browse Microsoft Entra Gallery > Costpoint

3 Costpoint | Single sign-on

Enterprise Application

W Overview Single sign-on (550) adds security and convenience when users sign on to applications in Microsoft Entra ID by enabling a user in
your organization to sign in to every application they use with only one account. Once the user logs into an application, that

[ Deployment Plan credential is used for all the other applications they need access to, Learn more.

# Diagnose and solve problems

Manage H B .
N Select a single sign-on method  Help me decide
I properties
L& Owners
. Disabled G SAML Co Linked
& Roles and administrators ® Single sign-on is not enabled. The user Rich and secure authentication to O Link to an application in My Apps
won't be able to launch the app from applications using the SAML (Security andy/or Office 365 application launcher.
& Users and groups My Apps. Assertion Markup Language) protocol.
D single sign-on @
& Provisioning
C  self-service

8. Click Upload metadata file.

Home » Enterprise applications | All applications > Browse Microsoft Entra Gallery » Costpoint

Costpoint | SAML-based Sign-on

Enterprise Application

R'j Got feedback?

T Upload metadata file 2 Change single sign-on mode

# Overview -
Deployment Plan Set up Single Sign-On with SAML
A Diagnose and solve problems ) . ) ) N ) . .
An S50 implementation based on federation protocels improves security, relizbility, and end user experiences and is easier to
implement. Choose SAML single sign-on whenever possible for existing applications that do not use OpenlD Connect or OAuth, Learn
Manage mare.
il! Properties
! P Read the configuration guide f for help integrating Costpoint.
& Owners o
o Basic SAML Configuration )
i, Roles and administrators & Edit
2 Users and groups Identifier {Entity ID) Required
Reply URL (Assertion Consumer Service URL)  https://CostpointURI/LoginServlet.cps
3 single sign-on Sign on URL Optional
. o Relay State (Optional) Optional
) Provisioning Logout Url (Optional) Optional
G Self-service

9. Browse to where you downloaded the *.xml files provided to you in the service request case, select the XML
file for that specific Costpoint system, and click Add.

Home > Enterprise applications | All applications > Browse Microsoft Entra Gallery > Costpoint

Costpoint | SAML-based Sign-on

Enterprise Application

Rj Got feedback?

T Upload metadata file '9 Change single sign-on mode

S Overview =
Deployment Plan Upload metadata file.

. Values for the fields below are provided by Costpoint. You may either enter those values manually, or upload a pre-
# Diagnose and solve problems configured SAML metadata file if provided by Costpoint.

Manage | "Costpoint_SP_FederationMetadata.xml”

Il properties
=

48 Owners
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10. On the Basic SAML configuration screen, the Identifier and Reply URL fields are automatically populated.
Do not edit these values.

11. In the Relay State field, enter system=<COSTPOINT SYSTEM NAME> and save the record.

This is the Costpoint system name you are logging into (for example, TESTICONFIG).

Warning: These values are case-sensitive. The word system MUST be in lowercase, and the
Costpoint system name should be in upper case.

Costpoint Cloud Configuring MS Azure
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Basic SAML Configuration ped
|_:| Save

* |dentifier (Entity ID) @
The default identifier will be the audience of the SAML response for IDP-initiated S50

Default
| https:/ftest1-cpt.deltekenterprise.com/cpweb/TESTICONFIG1 v| 0 [in]
Patterns: https://CostpointURI
* Reply URL (Assertion Consumer Service URL) @
The default reply URL will be the destination in the SAML response for IDP-initigted 55O
Default
| https://test]-cpt.deltekenterprise.com/cpweb/LoginServiet.cps v| o ]
Patterns: hitps://CostpointURI/LoginServiet.cps
Sign on URL @
Enter a sign on URL v
Relay State @
i || system=TESTICONFIG|
Logout Url @
Enter a logout url v

12. When prompted to test, click No, I'll test later since you have additional steps to complete before it will
work.

Test single sign-on with Costpoint Prod

To ensure that single sign-on works for your application, we recommend using the testing capability (in the last step) to test the changes you recently made. Would you like to test now?

No, I'll test later l

13. For each application you set up, you need to capture the App Federation Metadata Url and send that with
the corresponding Costpoint system name.
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Deltek needs this information to complete your Azure SSO setup. Add this information to your Service
Request ticket as shown in the following example. The x's will be replaced with your specific identifiers.
Repeat for each system you are configuring:

TEST1CONFIG https://login.microsoftonline.com/XXXXXXX—XXXX—XXXX—XXXX—
xxxxxxxxxxxx/federationmetadata/2007-06/federationmetadata.xml?applid=xxXXXXXK~

XXXX=XXXX=XXXX—XXXKXKXXKXXXX

Dashboard > Enterprise applications - All applications > Costpoint TEST1TEST - Single sign-on > SAML-based Sign-on

Costpoint TESTITEST - SAML-based Sign-on

Enterprise Application

« T Upload metadata file ) Change single sign-on mode 5= Test this application W Got feedback?
overview e
Getting started Set up Single Sign-On with SAML
EA Deployment Plan . ) ) ) .
piey Read the configuration guide & for help integrating Costpoint TEST1TEST.
K Diagnose and solve problems o
Basic SAML Configuration X
Manage
Identifier (Entity ID) https.//test1-cpt.deltekenterprise.com/cpweb,/TEST1TEST
! Properties Reply URL (Assertion Consumer Service URL)  hitps://test-cpt.deltekenterprise.com/cpweb,/LoginServl
ali Owners Sign on URL
v S
& Users and groups Relay State
Logout Url
3 single sign-on
2 Provisioning
N e User Attributes & Claims <
G Self-service )
Givenname user.givenname
Security surname user.surname
Emailaddress user.mail
O conditional Access MName user.userprincipalname
Unigue User |dentifier user.userprincipalname
& Permissions
O Token encryption (Preview) e N
SAML Signing Certificate rs
Activit .
iy Status Active
D signins Thumbrin -
Expiration 9/5/2022, 2:45:33 PM Copy to dipboard
iifl Usage & insights (Preview) Naotification Email ]
B audit logs I App Federation Metadata Ur I https://loginmicrosoftonline.com, | N u}]
Certificate (Base64) Download
M Provisioning logs (Preview) Certificate (Raw) Download
. Federation Metadata XML Download
Access reviews

14. After receiving this information, Deltek will complete the Costpoint backend configuration and send you a
confirmation that it has been completed.

15. Continue with the next step to set up your users.
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Attach Your Azure/Entra ID XML Certificate to Your SSO Setup Service Request Ticket

Attach the Entra ID XML certificate you created in Step 3 (Configure Entra ID) to the SSO Setup Service Request
ticket you created in Step 2 (Submit the SSO Setup Service Request).

You also need to let the cloud team if your SAML ID Attribute is an email account or a unique identifier like an
employee number. Your users will all need to use the same type of attribute.

Set Up Costpoint User Accounts for Azure Authentication

To enable logging into Costpoint with your Azure credentials, you must first modify the authentication
properties of your Costpoint user account.

To set up your Costpoint user accounts:

1. Primary SaaS Admin will need to login and adjust the authentication properties of your users.

a. GCCM Customers: Log into your Costpoint systems using the Primary SaaS Admins SAML Attribute (i.e.,
the email address(upn) or a unigue identifier).

i. When logging into Costpoint, use the SAML Attribute as the Costpoint
Username.
ii. Developers will need 2 Costpoint accounts in the DEV system, their en

d user account for testing that uses SAML and a second account that uses Acti
ve Directory as the authentication method. The attribute will be clientid.dev
eloperfirstname.developerlast name, for example 50053.Mickey.Mouse. You can f
ind more information on setting up the Cloud Active Directory for your develo
pers [here] (https://help.deltek.com/Product/Costpoint/Documentation/Cloud/Cre
ate Cloud AD Accounts for WIC Development Tool and Framework Manager Access E
ntSA.html) .

b. GCC Customers: Log into your Costpoint systems using a Cloud Active Directory (User Manager)
account that has access to the Manage Users application within Costpoint.

2. Navigate to Admin » Security » System Security » Manage Users and locate the account to modify.

3. Click the Authentication tab.

4. Perform the following:

= In Authentication Method, select SAML Single Signon.

Costpoint Cloud Configuring MS Azure 1
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= In the Active Directory or Certificate ID field, enter the user's Active Directory username in your domain.

This can be the username or the username in UPN format (for example, user@mydomain.local).
FILE LINE OPTIONS PROCESS HELP

EEENO 8hE  O0ERE 0RO S CE

# W [ Browse Applications > Admin > Security > System Security > Manage Users

= Identification New || Copy | ¥ || Delete |:||:| 101 New | 5 |:||:| Table ﬁ 2D =1EY
UserID* | TESTSAML User Nams ™ Test SAMIL User |

Information | Workflow Printing Defaults Authenfication  Web Services = User Interface
Authentication Settings 2FA Settings

Authentication Method * [SAML Single Sign-on v FIDO Single MNone
Sign-on
Password I Generate Temporary Password NobieAskkation

) Notification
Verify Password e Effective Date
Active Directory or Certificate ID test@company.com| (7] Manage User Groups PIN

in Active Directory
SAML Identity Provider TEST l

[] Allow Access fo Integration Console (] Allow Access to Extensibility Console

Company Access Module Rights

New || v |[ Form [ v

L Suppress  Suppress Suppress  Suppress Suppress
Company ID 7| | Default Taxable Entity ID | Org Security Group ID Labor 55N Cost Price AP Tax 1D Company Name Org Security Group

< >

Assigned User Groups Application Rights LUl Profiles FIDO/Biometric Devices

Eai=1E3

5. Save the record.

6. Repeat steps 3 through 5 for each user in each Costpoint system with whom you would like to use MS
Azure authentication.

Note: Repeat steps 3 through 7 for each user in the Costpoint Mobile T&E system who want to
use the Azure authentication.

7. After your Costpoint accounts are set up, go back to Azure Administration and grant permissions to use the
application you provisioned earlier, if you have not done so already.

Logging into the Costpoint User Interface Environments

Here are examples of the client URLs - the ABC needs to be replaced by your client System Name.
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Development Environment

This environment is used to build your extensions or web services as needed. Be default, Enterprise
customers have a Development environment. Essentials customers can request a WebService
Integration Console to build webservices.

URL for front end access:
GCC Customers: https://ABC-cpd.deltekenterprise.com/cpweb
GCCM Customers: https://cp-ABCO1-dev.npr.mydeltekgcc.com/cpweb

System Names: ABCDEV
Non-Production Environment

This environment is used to test your data as it goes into the cloud and for future use to test new
functionality or features of future Costpoint releases.

URL for front end access:
GCC Enterprise Customers: https://ABC-cpt.deltekenterprise.com/cpweb
GCCM Customers: https://cp-ABC-tst.npr.mydeltekgcc.com/cpweb

System Names: ABCTEST, ABCCONFIG, ABCSBOX
Production Environment

This environment is used to test your data as it goes into the cloud and for future use to test new
functionality or features of future Costpoint releases.

URL for front end access:
GCC Customers: https://ABC-cp.deltekenterprise.com/cpweb
GCCM Customers: https://cp-ABC-prd.mydeltekgcc.com/cpweb

System Names: ABCPROD
Configure Costpoint GCCM Developer Accounts for Citrix Access with Azure SSO

To enable logging into Costpoint with your Azure credentials to Citrix, you will need to configure the Citrix
application within your Azure solution.

Costpoint Cloud Configuring MS Azure 13
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NOTE: You will need to submit the Service Request for Citrix Access to establish the SAML SSO connectivity

with our Citrix, in addition to creating the Citrix Access within Entra ID.

1. Azure already has created the Citrix ADC SAML Connector application and is currently available in the
Azure portal to configure and assign to users.

2. Customer must have an Azure Admin login to the portal and select Microsoft Entra ID.

Azure services

—I— },. }, Microsoft Entra ID L

Create a Microsoft Entra
resgurce 1w
@ T View
Resources Free training from Microsoft

Secure your application by using OpenlD Conn...

Recent Favorite & units « 50 min

Mame
Useful links

Overview &
Get started &'
Documentation &
o
Pricing \

3. Search Citrix

2 Citrif ®

—3 Federated SSO  (2) Provisioning

4. Select Citrix ADC SAML Connector for Microsoft Entra ID

Costpoint Cloud Configuring MS Azure 14
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Citrix ADC SAML
Connector for Microsoft

Cll-rlx Entra ID

Citrix

D

Y

5. Select Create to create the Application

Citrix ADC SAML Connector for Microsoft E... X

51'? Got feedback?

Logo &) Mame * ()

| Citrix ADC SAML Connector for Microsoft Entra 1D

| .|_ . Publisher @ Provisioning (O
|
c I rl x . Citrix Automatic provisioning is not
supported
Single Sign-On Mode © URL @
SAML-based Sign-on https://www.citrixnetscaler.com
Linked Sign-on /

Read our step-by-step Citrix ADC SAML Connector for Microsoft Entra
ID integration tutorial

Citrix ADC

-

6. Select Set up single sign on

Costpoint Cloud Configuring MS Azure 15
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—:}) 2. Set up single sign on

Enable users to sign into their application
using their Microsoft Entra credentials

Get startec

Y

7. Select SAML

G SAML
Rich and secure authentication to

applications using the SAML (Security
Assertion Markup Language) protocol.

b

8. This will open a new page to Set up Single Sign-on with SAML.
Enter the following values in the Basic SAML Configuration
Identifier (Entity ID): https://cp-ctxO1.pss.mydeltekgcc.com

Reply URL (Assertion Consumer Service URL): https://cp-ctxO1.pss.mydeltekgcc.com

Sign on URL: https://cp-ctxO1.pss.mydeltekgcc.com
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Set up Single Sign-On with SAML

An 520 implementation based on federation protocols improves security, reliability, and end user experiences and is easier to

implement. Choose SAML single sign-on whenaver possible for existing applications that do not use CpenlD Connect or DAuth, Learn
mare.

Read the configuration guide & for help integrating Citrix ADC SAML Connector for Microsoft Entra ID.

b

Basic SAML Configuration

Identifier (Entity ID) https://cp-ctx01.pss.mydeltekgec.com

Reply URL (Assertion Consumer Service URL)  httpsy//cp-ctxD1.pss.mydeltekgec.com

Sign on URL https://cp-ctx01.pss.mydeltekgec.com
Relay State (Optional) Optional
Logout Url (Optional) Optional

9. You will need to add the developers into this new application to enable their ability to log into Citrix.

10. The SaaS Admin will need to login to Cloud AD Manager and create an AD account and grant access to DEV
Groups.
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