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Costpoint Cloud Configuring Ping

Overview

There are four steps to setting up Ping for Deltek Costpoint Cloud.

Step Procedure

1

Submit the SSO Setup Service Request

2 Configure Ping

3 Attach your Ping XML certificate to your SSO Setup Service Request
ticket

4 Configure Costpoint user accounts to use Ping for authentication

Note: If you are already set up for SAML SSO authentication in Costpoint Cloud, you will need to set
up a second configuration for the Costpoint Mobile T&E in the Cloud. Follow the instructions in this
guide to set up your configuration. See the Deltek Costpoint Mobile Time and Expense in the Cloud
Administrator Guide for more information on Costpoint Mobile T&E in the Cloud.

Submit the SSO Setup Service Request

When you submit the SSO Setup Service Request, Deltek will attach the following information to the service
request ticket.

Single sign on URL: For example, https://acme-cp.deltekenterprise/cpweb/LoginServiet.cps
Recipient URL: For example, https://acme-cp.deltekenterprise/cpweb/LoginServlet.cps
Destination URL: For example, https://acme-cp.deltekenterprise/cpweb/LoginServiet.cps
Audience URI (SP Entity ID): For example, https://acme-cp.deltekenterprise/cpweb

Default RelayState: For example, system=ACME

Note: If you are a Costpoint Essentials customer, Deltek will provide you with one set of URLs. If you
are a Costpoint Enterprise customer, Deltek will provide you with three sets of URLs.

Note: If you are a Costpoint Mobile T&E customer, Deltek will provide you with two sets of URLs (one
for Costpoint and one for Costpoint Mobile T&E).
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Configure Ping

To configure Ping:

1. Log into the Ping portal and click Add Application » New SAML Application.

Add Application =

Search Application Catalog
Mew SAML Application

Request Ping ldentity add a new application to the application catalog

2. On the Application Details screen, select or specify the following details and click Continue to Next Step.

= Application Name: Enter any name.
= Application Description: Enter the description of the application.
= Category: Select the category for the application.

= Graphics (optional): If so desired, upload a logo for the application.
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1. Application Details

Application Mame  peitek Cloud - ACME

Application Descripbion  Deliek Cloud - ACME

Calegory  nformation Technology LA

lSraphics Application loon

For use an the dock

Change

MEXT: Application Configuration (eope I Confinge o Next Step

3. Onthe Application Configuration screen, perform the following and click Continue to Next Step.

= Click Download in SAML Metadata. You need the SAML Metadata to configure the application. The
metadata is automatically populated in Costpoint.

Note: You may also download the SAML Metadata on the Review Setup screen.

= Click Select File in Upload Metadata to upload the Costpoint Metadata and to automatically populate the
following required fields:

= Assertion Consumer Service (ACS)
- Entity ID
= Application URL

Note: You must specify the fields above if you do not upload the Costpoint Metadata.
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2. Application Configuration

1 have the SAML configuration

You will need fo download this SAML metadata to configure the application:

Signing Certificate
SAML Metadata

PingCne Account Crigination Cerfificate W

Download

Provide SAML details about the application you are connecting fo:

Frotocol Version

Upload Metadata o

Assertion Consumer Service (ACS)
Entity ID

Application URL

© SAMLv 2.0 SAML v 11

Select File | ©ruse URL

hitps:/facme-cp.deltekenterprise/cpwet -
hitps./facme-cp.deltekenterprise/cpwet -

system=ACME

Single Logout Endpoint @
Single Logout Response Endpoint @

Single Logout Binding Type  © Redirect © Post

Mo file chosen

Primary Verification Certificate o

Secondary Verification Certificate @

Choose File | No file chosen

Encrypt Assertiona |

Signing @ @ sign Assertion © Sign Response

Signing Algorithm @ | RSA_SHA256 ¥

Force Re-authenticationa !

Keep the following in mind when creating your connection:
1. Both SP- and |dP-Initiated S5O are allowed
2. Map SAML_SUBJECT in your attribute contract, plus any attributes (configure them in PingOne later)
3. Allow outbound POST or redirect
4_ Allow outbound POST

Cancel

Back Confinue to Mext Step

NEXT: 550 Attribute Mapping

4. On the SSO Attribute Mapping screen, click Continue to Next Step:
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3. 50 Attribute Mapping

Map the necessary application provider (AF) attributes to attributes used by your identity provider (IdP).

Application Attribute Identiy Bridge Atmie or LEeral Yalue Required

Add new atiribute

NEXT: Group Access Cancel Back Conlines: o Mexd Shep Save & Exil

5. On the Group Access screen, search for the user group that will access the application and click Continue
to Next Step.

4. Groug Access

Select all user groups that should have access to this application. Users that are members of the added groups will be able 10 330 to this application and will
s Nz application on (her personal gock

Search

Croup Name
Damain Acdminsiralor@direcieny Ada
Usarsgndirecion Add
Casipan Tes|Group A
NEXT: Review Setup Continue 1o Mexd Step

6. On the Review Setup screen, review the setup details and click Finish.

Note: If you have not yet downloaded the SAML Metadata, download it on this screen.

Note: If you need to change any setup details, click Edit.
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5. Review Setup

Test your connection to the application

lcon @

Mame @ Deltek Cloud - ACME

Description @ Deltek Cloud - ACME

Category @ Information Technology

Connection D

Invite SAAS Admin

a917f42-b561-45c3-b835b-b40cT0C3TT6E

These parameters may be needed fo configure your connection

saasid

Issuer

idpid

Protocol Version

ACS URL

entityld

Initiate Single Sign-Cn (SS0) URL @

Single Sign-On (S50) Relay State @
Signing Certificate

SAML Metadata

Single Logout Endpaoint

Single Logout Response Endpoint
Signing @

Signing Algorthm &

Encrypt Assertion @

Force Re-authentication @

31c06af5-4da2-4b20-ac8a-19a6984ccy T2

https-ffpingone_com/fidp/cd-1009457 261 deliek
a5a31047-311f-45a1-bafe-6aedccaf>1ct
SAMLv 2.0

https-facme-cp.deltekenterprise/cpweb/LoginServiet cps

https-facme-cp.deltekenterprise/cpweb

https-fzs0.connect pingidentity. com/sso/splinitsso?saasid=51c06afe-4da2-4b20-acBa-1%a

69584cci725idpid=a5331047-311f-45a1-bafe-Gaedccafs1cE

https-ffpingone_com/1.0/51c06af6-4da2-4b20-acBa-19a6984ccT 72

Download

Download

Assertion
RSA_SHA256

false

falze

Click the link below to open the Single Sign-Cn page:

Single Sign-On

Note: For Costpoint Enterprise users, you must repeat step 1 for each Cloud Environment
(Production, Implementation/Test/Preview, Dev) that you would like to set up the Okta for.

Note: For Costpoint Mobile T&E users, you must repeat step 1 for each Costpoint Mobile T&E
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environment that you would like to set up Okta for.

Attach Your Ping XML Certificate to Your SSO Setup Service Request Ticket

Attach the Ping XML certificate you created in Step 3 (Configure Ping) to the SSO Setup Service Request ticket
you created in Step 2 (Submit the SSO Setup Service Request).

Configure Costpoint User Accounts to Use Ping for Authentication

In order to log into Costpoint with your Ping credentials, you must first modify the authentication properties of
your Costpoint user account.

To modify the authentication properties:

1. Log into your Costpoint systems using a Cloud Active Directory (User Manager) account that has access to
the Manage Users application within Costpoint.

2. Navigate to Admin » Security » System Security » Manage Users and locate the account to modify.

3. Click the Authentication tab.
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4. In Authentication Method, select Active Directory.

5. Inthe Active Directory or Certificate ID field, enter the user's Active Directory user name in your domain.

This can be the username or the username in UPN format (for example, user@mydomain.local).

6. If the user will be using SAML, select the SAML Single Sign-on check box.

7. Save the record.

8. Repeat steps 3 through 7 for each user in the Costpoint system who want to use the Ping authentication.

Note: Repeat steps 3 through 7 for each user in the Costpoint Mobile T&E system who want to
use the Ping authentication.
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