Deltek

Speed, Clarity, Contral,

Costpoint Content
Management Integration

Costpoint Content Management Integration

26 March 2026



Deltek

While Deltek has attempted to verify that the information in this document is accurate and complete, some
typographical or technical errors may exist. The recipient of this document is solely responsible for all decisions
relating to or use of the information provided herein.

This publication contains proprietary information that is protected by copyright. All rights are reserved. No part
of this document may be reproduced or transmitted in any form or by any means, electronic or mechanical, or
translated into another language, without the prior written consent of Deltek, Inc.

© Deltek, Inc.

Deltek’s software is also protected by copyright law and constitutes valuable confidential and proprietary
information of Deltek, Inc. and its licensors. The Deltek software, and all related documentation, is provided for
use only in accordance with the terms of the license agreement. Unauthorized reproduction or distribution of
the program or any portion thereof could result in severe civil or criminal penalties

All trademarks are the property of their respective owners.

Costpoint Content Management Integration



Deltek

Contents

Costpoint Content Management Integration . ............ . i e i aeeens 1
CMITeIMINOIOGY . . oottt ettt et e e e e e e e e e e e et e e e e 2
FUNCEional OVervIeW . . . ..o e 2
Overview of Linking to CMS Content Files. . ... ... e 3
Overview of Printing t0 G S . ... . e e 4
Overview of Importing Documents fromthe CMS. ... . . . i 4
Configure SharePoint Authentication. ... e 5
Configure SharePoint Site and Libraries for CML. . ... .. e e 5
Costpoint Configuration Utility: Connecting to CMS . ... .. i e e 8
Costpoint to SharePoint App Only Authentication ........... .. i e 1
Manage CoNteNt Ty RS . .. 15
Integrate CMS with Costpoint Applications and SCreens........ ..o e 20
Link Content Files . ... e 24
Use the CMS as an Alternate File LoCation. . ... ... i e 29
Maintain Content Links . ... ..o 30
Appendix 1: Configuring Office 365 SharePoint Online for Integration .......... ... ... ... ... ... ...... 32
Appendix 2: Costpoint CMI and SharePoint List View Threshold ................ . .. 42
Appendix 3: Using File System as CMS ... 45
Appendix 4: Migrating Content to New CMS Server. . ... e 47
Appendix 5: Set Up Sites.Selected Permissions for Costpoint App-Only Access to SharePoint ............ 50
Appendix 6: Set Up ‘Sites.Selected Permissions’ for SharePointin GCCHigh.............................. 52

Costpoint Content Management Integration iii



Deltek

Costpoint Content Management Integration

Overview

In today's enterprise, the demand to store non-structured content is rising exponentially. Documents, blueprints,
images, videos, and other content contain information that is just as important as database transaction records.
ECM (Enterprise Content Management) systems have become ubiquitous tools for content storage and

business decision making. According to Gartner®, the ECM market is showing steady growth of 12% per year.

To capture these trends and provide additional value to Deltek customers, Costpoint 8 includes the Content
Management Integration (CMI) framework.

Costpoint CMI supports all editions of Microsoft® SharePoint” 2007, 2010, 2013, 2016, 2019, and SharePoint in
Office 365, using a native SharePoint API, and supports other ECM systems through the CMIS API, which is a
standard specification developed by major ECM vendors and moderated by the OASIS consortium.

Note: Deltek supports integration through CMIS, but Deltek has not fully tested all ECM systems that expose
CMIS API. So far, verified CMIS integrations are: IBM FileNet P8, OpenText, Hyland OnBase, and Alfresco.

If you have other CMS system that supports CMIS and would like to integrate it with Costpoint, Deltek will work
with you and your CMS vendor to solve any issues that arise. Contact Deltek ahead of time to discuss the CMS
product you use and the level of support you will need.

The primary goal of Costpoint CMl is to provide access to the CMS (Content Management System) from within
Costpoint application screens. Access means the ability to:

= View content

= View and change content properties (metadata)

= Associate (or link) content files to Costpoint records
= Upload files to CMS

Linking is done at the business entity level. For example, a specific Costpoint voucher is linked to the image of
the scanned invoice. Regardless of the Costpoint application screen that processes or views the voucher, the
CMS invoice image is always visible and accessible after the link is created.

Costpoint CMI functionality is fully configurable. It is not activated for any Costpoint application by default, but
can be activated for most applications.

Purpose of this Guide

This guide describes how to configure and tune Costpoint CMI.
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Because SharePoint is the first CMS that is fully supported by CMI, the remainder of this guide will focus on
specific SharePoint configuration requirements and on recommendations for Costpoint to SharePoint

integration.

CMI Terminology

This document uses the following terms and abbreviations common to CMlI applications.

Term Definition

(E)CMS A third-party product (for example, Microsoft SharePoint, EMC® Documentum®, IBM®

(Enterprise FileNet®, Hyland OnBase) used to store content such as documents and other electronic

Content content files.

Management

System)

Costpoint CMI | The collection of Costpoint system applications and framework features that enable

(Content integration with a CMS.CMS Connection (or Endpoint)A CMS service point, which is a set of

Management protocol, address, and security configuration parameters used to connect Costpoint to the

Integration) CMS service.

CMS A logical storage facility for content within a CMS. The same CMS connection can provide

Repository access to more than one repository. In SharePoint, “Document Library” is the name for a
repository.

CMS Content | A category of content items or documents in a CMS. It includes a collection of attributes,

Type properties, and metadata definitions.

CMS Content | A field associated with an object in a CMS to describe that object or allow users to search for

Property content based on a property value.

Costpoint An abstract business entity defined as an integration point to CMS content types.

Content Type

Costpoint A self-contained business unit within the Costpoint system.

Application

Costpoint An application screen object in Costpoint that contains data. All screens in Costpoint require

Result Set at least one result set. Complex Costpoint application screens can contain several result sets,
organized in tree structures.

Functional Overview

Once enabled and configured, CMI brings the following features and functionalities to Costpoint applications:
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= You can link a document in Costpoint with a document in the CMS (for example, link a voucher to a scanned
image of an invoice).

= You can pre-populate Costpoint documents based on scanned documents in the CMS (for example, pre-
populate a new voucher with data extracted by Optical Character Recognition from a scanned invoice).

= You can change CMS document metadata or synchronize it with Costpoint document fields.
= You can view linked CMS documents from within Costpoint.

= Linked CMS documents stay attached to a Costpoint document as it is processed through various
applications (for example, the link for an attached invoice will be preserved when you post an invoice, and will
be available through the Voucher History application).

= You can use the CMS as a replacement for shared network folders:
= You can print from Costpoint directly to the CMS.

= You can point Costpoint pre-processors and interfaces directly to documents in the CMS.

Overview of Linking to CMS Content Files

When CMl is configured for a particular Costpoint application screen, the Attach button on the toolbar becomes
enabled. Click this button to display the Linked Content Files system subtask. This table (initially empty) displays
a list of content files from the CMS that are linked to the current Costpoint transaction record.

You can create a new association (link) from the Costpoint record to the CMS content files by entering a new
record into the Linked Content Files table. As part of the entry process, you can query CMS documents and
identify which ones to link to by viewing the document's metadata and contents.

Click the Content Data Fields link to display the content data property (metadata) subtask. Based on your CMI
configuration and CMS metadata setup, you can change the content file properties and synchronize them with
the transaction record.

All of these features are discussed in detail in this document.

[ Click to open list of CMS attachments

S Sampes_oisa 1 Gomx = e comma GErIEIE020 63 44 35 P |

SHPMTO02 Costpoint Library INWGS rSample_lmeoice]
&858 00 INVOICE AMOUNT

INVOIGE_DWTE INVOHCE DATE 12152008 ICOICE DATE |
INVOICE_ID INVCHCE 1D INOICE 1D i
VENDOR_ID WENDOR 1D KEC WENDOR 1D

VENDOR_NAME VENDOR MNAME BERMICE " WEMDOR NAME

Load Castpeint Record with Content Data Flelss

List of CMS properties for selected attachment

Costpoint Content Management Integration 3



Deltek

Content Data Fields

New || Copy | W || Delete || Form | — || [ || 3
|~ Dcafam:}gltd Fié:l.;nlgz’;::ziﬁon Value cnl"fo(;‘;xm

LOCATION |Cuntenl Location |SHPNT02:C051poinl Library |Nv03:f5amp|e_|nvoiceq |

INVOICE_AMOUNT INVOICE AMOUNT 2.3923.00 INVOICE AMOUNT }

INVOICE_DATE INVOICE DATE 1201572008 INVOICE DATE

INVOICE_ID INVOICE ID | INVOICE ID :

VENDOR_ID VENDOR 1D KBC | VENDOR 1D

VENDOR_NAME VENDOR NAME BERNICE | VENDOR NAME

Load Content Data Fields with Costpoint Record
Apply

Overview of Printing to CMS

Printing to a CMS is the same as printing to a file system. The only difference is that you can set up an Alternate
File Location as a CMS destination.

Attention: See the Use the CMS as an Alternate File Location section for more details.

Print Options X
Parameter ID | Description |
Delivery Opfions Queueing
[] System Printer [ Print to File Download [] Email ] Archive ] Local Printer Submit Batch Job
Document Locale Pages

WAl Pages |

Locale [As Generated (Enter page numbers and ranges

Print Cover Page separated by commals), e.g.-1,4,10-15)

System Printer ~ File Options Email Archive
File Options
File Type [PDF v | File Name |

Alternate File Location |

Overview of Importing Documents from the CMS

This feature is basically the same as importing from a file system. The only difference is that you can set up an
Alternate File Location as a CMS source.
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Attention: See the Use the CMS as an Alternate File Location section for more details.

EGER ElE UAacCEOREA

% [2 Browse Applications > People = Employee > Employee Interfaces > Import Employee Data

'3 Identification New | Copy [ ¥ | petete | [T0][0 ][ 1 of 1 ew | ][ |[FT] [ mabie || auery [ v | [ |[ 0] X |

Parameter ID* | Description *

File Information and Options

File Format* [Fixed-Lengih v Rate Provided in File [-None-

File Location l ADP Hire Date Location

File Name * l ADP Birth Date Location

Deletion Indicator () NULL (CSV Format) / Blanks (Fixed/ADP Format) ] Map Input File Employee ID to Payroll Service ID
(@) Asterisk (*) Create/Update Vendor Record

O Use Standard Hours to calculate the Annual Rate
Truncation Method Never truncate [] Default the Plant

Default Values

Update Existing Employees Update Existing Employees
Timesheet Cycle ) Employee Status [-None- v
Leave Cycle I FLSA Classification [-Mone- v
Default Overtime State l Rate Type r—
Workers' Compensation l Employee Type TrE——
Fay Type
l Home Organization l
GLC
l Visa Type l
Timesheet Default GLC l
Race/Ethnicity
Employee Class I l l
Plant

Configure SharePoint Authentication

Costpoint uses SharePoint Web services to communicate with SharePoint. CMI connectivity is configured using
the Costpoint Configuration Utility. CMI supports most of the SharePoint authentication scenarios including:
Windows Authentication (NTLM), Basic Authentication, and Federated Authentication utilizing ADFS. For
SharePoint in Office 365, CMI supports app-only authentication using OAUTH2.

CMI uses single user account to access SharePoint and this user must have full privileges to specific SharePoint
site that is being integrated with Costpoint.

Configure SharePoint Site and Libraries for CMI

Note: The configuration steps described here are just suggestions. Costpoint CMI should work with any
SharePoint site, but following these guidelines will make all features fully functional.
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Repository

In a CMS, the basic storage facility for content is called the repository. The equivalent SharePoint storage unit is
called a Document Library. Any reference to repository in Costpoint can be interpreted as referring to a
SharePoint Document Library. If your SharePoint deployment has multiple Document Libraries, they will be visible
from Costpoint as separate repositories.

Note: Deltek recommends using separate SharePoint Document libraries (repositories) for different document
types. While it is possible to use folders inside the library, separation by document libraries provides significantly
better performance and access control.

Content Types

A content type is a reusable collection of metadata, workflow, behavior, and other settings for a category of
items or documents in a repository. For example, you can set up and maintain separate content types for
invoices, expense reports, or purchase orders. Content types let you manage the settings for a category of
information in a centralized, reusable way.

When you use Costpoint CMI, Deltek recommends that you set up SharePoint content types, and configure
Document Libraries to use them. Using content types is not required for Costpoint CMI, but it brings additional
value by helping you manage content by using content metadata.

Note: The management of content type hierarchies is a complex subject and an awareness of it is a prerequisite
for establishing an effective ECMS taxonomy

Note that SharePoint always uses content types internally. These are built-in content types such as Page,
Picture, Document, Item, Message, and Task.

If a SharePoint document library is set up to not manage content types, all content files in the library belong by
default to the Document content type.

When the SharePoint administrator creates a custom content type, it always inherits properties from its base
type.

Important: If you are not familiar with SharePoint administration, you can let Costpoint set up document libraries
and content types in SharePoint for you. See the Automatic SharePoint Configuration in Manage Content Types
section.

Configure Content Types at the Site Level

In SharePoint, you define content types at the Site level:

Costpoint Content Management Integration 6



Deltek

_ Site Settings

Home Users and Permizsions
e ouns
Notebook E’FCF e aﬂ_tl groups
Site permissions
Documents Site collection administrators

Apps in Testing Site app permissions

Samples L ~
Web Designer Galleries
Developer Center Site columns
Recent .Site content types
Web parts
AuroraBits SharePoint List templates
Site Explorer Master pages
AP Invoices Ihen“.es
Solutions
Costpoint Invoices Compaosed looks

On the Site Content Types page, you will see a long list of predefined SharePoint content types. Here you can
create brand new content types or new types that inherit properties from existing content types.

For example, if you want to store invoices, create an Invoice content type, or if you want to store employee
resumes, create an Employee Resume content type. What defines a content type (besides its name) and
differentiates one content type from another are the content type properties, or metadata. For example, an
Invoice content type would normally have fields for a Date, Invoice number, Vendor ID, Vendor Name, Due Date,
and so on, while an Employee Resume content type would benefit from having fields for a Last, First, and Middle
Name, Address, City, State, Zip Code, Phone, and so on.

Configure Content Types at the Document Library Level

After you configure content types, it is time to configure the Document Library. Document libraries can be
organized using a folder structure, in much the same way as a disk-based file system is organized. In addition,
Document Libraries can store documents that belong to different content types.

Before you can begin using content types in a Document Library, you must enable Management of Content
Types for that library. By default, when a Document Library is first created, this option is disabled, meaning that
the library has no awareness of content types—every file stored in the library is simply considered a Document.
When you enable the option, the library recognizes content types.

To enable a library to manage content types:

1. From within the library, click Library Settings » Advanced Settings.

2. Inthe Content Types section, set Allow Management of Content Types to Yes.
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Settings » Advanced Settings

Content Types

Allow management of content types?

er to allow the

: -:=_|'|'. types on 'r’es ) No

After Content Type Management is enabled for the Document Library, you can select one or more preferred
content types for the library, from among the content types already defined for the site.

To enable select preferred content types for the libraries:
1. From within the library, click Settings » Document Library Settings.
2. Go to the Content Types area.
3. Click Add from Existing Site Content Types.

4. Move content types from the list of available content types to the list of preferred content types for this
library.

Costpoint Configuration Utility: Connecting to CMS

The Costpoint Configuration Utility lets you perform all Costpoint configuration tasks, including setting up the
connection to one or more content management systems. The utility has a number of tabs, with one dedicated
exclusively to CMS connections.

Attention: For more information about the Configuration Utility, see the Deltek Costpoint Configuration Utility
guide.
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|| Product Configuration Utility Version 8.0.0 Build 20200706 - O X

(General rSystems rWebIo-gic r[}edicated Servers rLo-gging rReporting s [ CMS |

Content Management System(CMS) Integration Information

Choose CMS Connection |SHPNT|12 |V|| Add || Clone || Remaove |

CMS Connection Information
CMSID SHPNTOZ

Name |Sharep0in12019 QC Server

APIType |Sllarep-oint Web Services | - |

Connection Url |hﬂp:.n'.n'ashv‘1DEEISites:’Costpoint

Security Mode |Window5 Authentication |v|

User |dew’cptestuser

Password |ooo.oooo | Confirm Password |esessses

Federated Authentication Parameters

Authentication Method | || Authentication Server
Max File Size 1000/ Max Query Rows 500
List Of Systems Selected CMS Is Avialable
Unassigned Systems Assigned Systems
C80QCM17SC [~ [ceomacm17 B
CBOQCO12ACS 1= |csoacmi6CTMOPP
CBOQCO12ACS2 CB0QCM17ACS1 T
CB0QCO12ACS3 C80QCM17ACS?2 ||
CBORESKDEM17 C80QCM1TACS3
CTBODEMA7RLA C80QCM17AUB
CTB0QCM17SYS1 C80QCM17AUT
CTBOQCMATSYS2 ~|  |csoQco12TEST =

pre

| Save | | Undo | | Close | | Configuration Properties

You can configure Costpoint to work with multiple content management systems simultaneously. You must
name and configure each CMS connection.
To add a new CMS:

1. Launch the Costpoint Configuration Utility.

2. Click the CMS tab.

3. Click Add to display the dialog box for the new connection.
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4. Enter data in the following fields:

= CMS ID: Enter a unique ID for the connection.
= Name: Enter a descriptive name for connection.

= API Type: For SharePoint, select SharePoint Web Services from the drop-down list. For other CMS types,
select CMIS.

= Connection URL: For SharePoint, enter the URL of the SharePoint site. For the default SharePoint site,
use the format http://servername:port (or just http://servername because the SharePoint port is usually
80). If SharePoint sites are configured and the connection should point to a specific site, enter this
parameter using the format http://servername:port/sites/SiteName. Connection can use SSL; in which
case, the URL starts with https://.

= Security Mode: Enter the Web service authentication mechanism. Available options for SharePoint are
Windows Authentication, Federated (SAML), and Federated (OAUTH?2).

= User: Enter the username. If this is an Active Directory user, enter the username in the format
domainname/username.
= Password and Confirm Password: Enter the user's password, and then re-enter it to confirm.
= Federated (SAML) Authentication Parameters: When you select Federated (SAML) for the Security
Mode, additional selection and parameters are required:
= Authentication Method: Options include Office 365 with Windows Live authentication, Office 365
with ADFS on premises, and SharePoint on premises with ADFS on premises.

= Federated (OAUTH2) Authentication: This option enables the application-only authentication with
Sharepoint in Office365.
Attention: For more information, refer to the Costpoint to Sharepoint App Only Authentication section.

= Authentication Server: This is the name of the ADFS server.

= Max File Size: This is the maximum allowed file size in kb for download of the content file from the
Costpoint screen.

= Max Query Rows: The CMS location can contain thousands of records, and it is not functional to show all
records in Costpoint. This parameter limits the number of returned rows in the Content File Lookup when
Costpoint queries rows from CMS. It is important to note that Costpoint queries all documents, and only
the number of resulting rows is limited by this parameter.

5. Click Test to validate the connection entries and attempt a connection to the CMS. If the connection
succeeds, the following message displays.

-

hessage @

)
\IJ cConnected.
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6. For each CMS connections entered, you will need to assign a list of systems in which this CMS connection
will be available in the List Of Systems Selected CMS Is Available.

Costpoint to Sharepoint App Only Authentication

Integration with Sharepoint in Office365 is possible without a username and password.

When using SharePoint Online, you can define Costpoint as an application in Azure AD and grant permissions to
SharePoint as well as to all the other services in Office 365. This model is the preferred model in case you are
using SharePoint Online.

Azure Portal

After you have access to the Azure portal https://portal.azure.com, select the Microsoft Entra ID section and
select the App registrations option.

The App registrations tab contains the list of Azure AD applications registered in your tenant. Click All
Applications. Verify if Costpoint is already registered as an Enterprise Application, and click it. If the Costpoint
application is not already registered, click the New Registration button in the upper left part of the page. Next,
provide a name for your application (for example, “Costpoint”) and click Register at the bottom.

Register an application

* Name

The user-facing display name for this application (this can be changed later).

Costpaoint o

Supported account types

Who can use this application or access this API?

@ Accounts in this organizational directory only (Contoso only - Single tenant)

O Accounts in any organizational directory (Any Azure AD directory - Multitenant)

O Accounts in any organizational directory (Any Azure AD directory - Multitenant) and personal Microsoft accounts (2.g. Skype, Xbox)

O Personal Microsoft accounts only

Help me choose..

Redirect URI (optional)

We'll return the authentication response to this URI after successfully authenticating the user. Providing this now is optional and it can be
changed later, but 2 value is required for most authentication scenarios.

Web ~ | | e.g. https://myapp.com/auth

By proceeding, you agree to the Microsoft Platform Policies =

Costpoint Content Management Integration 1
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Important: Save the values for the Application (client) ID and Directory (tenant) ID for the Costpoint app
registration. They will be needed to enter into the Configuration Utility.

Next, click API permissions in the left menu bar, and click the Add a permission button. A new page displays.
Here you can choose the permissions that you grant to this application. Choose:

SharePoint » Application permissions » Sites » Sites.FullControl.All

Click the blue Add permissions button at the bottom to add the permissions to your application. The Application
permissions are those granted to the application when running as App Only.

Note: Optionally, you can select the Sites.Selected permission option. In that case, you must assign permission
to a specific site using the PowerShell or Graph API. One of these methods is described in Appendix 5 or
Appendix 6 of this document.

> PnP Modernization Scanner - APl permissions

nins will have to consent even if they have already dor

uesting permissions. These permissions show up ¢

TYPE DESCRIPTION

Delegated  Sign in and read

1 requests statically. You may also request user cor
iee best practices for requesting permissions

behalf of all users in this directory. Granting admi
sent screen when using the application.

Request APl permissions
< All APIs
H"\' SharePoint

> https://microsoft.sharepoint-df.com/ Docs [7

J SharePoint APls are available via the Microsoft Graph APL. You may want to consider using Microsoft Graph instead.

What type of permissions does your application require?

Delegated permissions Application permissions

Your application needs to access the APl as the signed-in user. Your application runs as a background service or daemon without a
signed-in user.

Select permissions expand all
Type to search
PERMISSION ADMIN CONSENT REQUIRED
~ Sites (1)
Sites.FullControl.All

/] Yes

Have full control of all site collections @

O Sites.Manage.All Ves

Read and write items and lists in all site collections @

Sites.Read.All
a Read items in all site collections @ Yes

0 Sites.ReadWrite.All
Read and write items in all site collections @

Yes

» TermStore

b User

The Sites.FullControl.All application permission requires admin consent in a tenant before it can be used. To do

Costpoint Content Management Integration 12



Deltek

this, click API permissions in the left menu again. In the Grant consent section at the bottom, click the Grant
admin consent for button, and confirm the action by clicking the Yes button that displays at the top.

Sharepont in GCC High: Requested Sharepoint permission is in a different place. Open the APIs my organization
uses tab, and search for Office. Select Office 365 SharePoint Online and click Application permissions. Required
Sites.FullControl.All is located there.

Important: Repeat the same permission process for Microsoft Graph » Sites.FullControl. All

+ Add a permission ~/ Grant admin consent for Deltek Inc.

APl / Permissions name Type Description Admin consent requ... Status
~ Microsoft Graph (1)

Sites.FullContral.A Application  Have full contrel of all site collections Yes @ Granted for Deltek Inc.

Costpoint Configuration Utility — CMS Tab

= Select Security Mode: Federated (OAUTH2)
* The authentication method changes to Azure AD Certificate (value AzureAD-Cert) and that is the only option

= The authentication server field is editable. Leave it blank. (It can be used for some special client cases in the
future.)

= Username and Password disappear, and instead there are:
= Certificate
= Application (client) ID
= Directory (tenant) ID

= The Certificate field is read-only. If a certificate is already generated, then this field contains a certificate
thumbprint.

= Clicking the New button does the following:

= The Costpoint Config Utility generates the private key and certificate. A new certificate thumbprint
displays in the Certificate field.

= You are prompted to save the certificate to your local drive as Costpoint.cer or you can change the name.

= Fillin the Application (client) ID and Directory (tenant) ID fields with previously saved ids from the Azure
portal.

= You can save the configuration now, but a connectivity test can be performed only after the certificate is
uploaded to Azure.
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| £ Product Configuration Utility Version 8.2.0 Build 20230510 - O *

fGeneraI rSystems rWebIouic rDedicated Servers rLouging rReportinn s CMS |

Content Management System(CMS) Integration Information

Choose CMS Connection |SPO365CERT [v| | add || cione || Remove |

CMS Connection Information
CMS ID SPO365CERT

Name [sharepaint online

API Type Sharepoint APl |~

Connection Ul |nttps:/ditk.sharepoint.com/Costpoint

Security Mode  [Federated (OAUTH2) |
Condionte P ——
Application (client) ID  [45:7 020 4727~ LLuuces] Directory (tenant) 1D [c270005 T cuu s vouninaToind|

Federated Authentication Parameters

Authentication Method I:D Authentication Server || |
Max File Size 3000000 Max Query Rows 500

Back to the Azure Portal

The final step is uploading the certificate created with the Config Utility to the application registration in the
Azure portal. Click Certificates & secrets in the left menu bar. Click on the Upload certificate button, select the
CER file from your local drive, and click on Add to upload it.

o Application registration certificates, secrets and federated credentials can be found in the tabs bele
Manage

&= Branding
Certificates (1) Client secrets (1) Federated credentials (0)
%) Authentication -

ifi o e i 10M's | T W i 3
e Certificates can be used as secrets to prove the application’s identity when requesting z token. Al

g . . _
,| Token configuration T Upload certificate

2 API permissions

Thumbprint Start date
& Expose an API

FO93172EAD9ABS957 CEODFO3D3AACDACBSET33F219 9/30/2021
Hi App roles
4 Owners

Back to Costpoint Configuration Utility

After the Azure Portal app registration is complete and the certificate uploaded, you can click the Test button to
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test the connectivity to Sharepoint as well as save the configuration if it was not saved previously.

Manage Content Types

Use the Manage Content Types (SYMCMICT) application in Costpoint to launch the screen where you define
Costpoint content types and map them to CMS content types and/or folders.

Before you do this, it is very important to understand the distinction between Costpoint and CMS content types.

A Costpoint content type defines the mapping to a specific CMS content type at a specific CMS endpoint
(connection) and repository. Costpoint content types and their association with CMS content types at a specific
CMS endpoint and repository define integration points between Costpoint and CMS. They create an abstraction
of CMS content types and provide transparent operation regardless of missing or extra CMS content type
features.

Furthermore, a Costpoint content type contains properties that can, but do not have to be, mapped to CMS
content type properties. Costpoint and CMS content type properties do not have to match each other exactly. A
CMS content type can contain properties that are not relevant for integration with Costpoint. And, similarly, a
Costpoint content type might require properties that do not exist in the CMS.

All Costpoint applications that use CMI work exclusively with Costpoint content types and have no knowledge
of CMS content type properties.

Manage Content Types New || Copy | W || Delete | | |4 || o || 4of 8 Existing |_‘ P ]| b || cuey w || | || X

Identification

Content Type ID*  jyyc Description ™ ||nyeice

Content Management System

CMSID* i Use Automatic
SHPNTO2 |  Sharepoint 2019 QC Server | e o iguration

Repository Name Costpoint Library INVC3 |

Content Type Name Costpoint Type INVC3 )

Base Folder ] l

Attachment Property Attached l [ Show Only Unattached Content Files in the Lookup

Can Be Used As Costpoint File Destination [ Apply User/User Group Access Rights

Allow Content File to Be Linked to More than One Costpoint Record Autoload CMS Document Properties

Content Data Fields CMS Locations  Linked Content Files  Import Linked Content Files

> Content Data Fields New || Copy | W || Delete || Fom || Query | W ‘ [ma | R X|

onten Content Data CMS Content Lockup Data

@ Field ID © Field Description Property Position Type Length Queryable Viewable
INVOICE_AMOUNT INVOICE AMOUNT INVOICE AMOUNT 5 ¥ Number v A
INVOICE_DATE INVOICE DATE INVOICE DATE 1 v Date v 2
INVOICE_ID INVOICE 1D INVOICE ID 3 v Text v 100/
VCHR_NO VOUCHER NUMBER -None- v | Number v N ‘
VENDOR_ID VENDOR ID VENDCR ID 4 v  Text v 255 Y
VENDOR_NAME VENDOR NAME VENDOR NAME 2 v Text v 255 Y

4 S
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To set up a Costpoint content type:

1.

From Costpoint, click Administration » System Administration » Content Management » Manage Content
Types.

Perform the following:

Content Type ID: Enter a unique ID (name) for the content type.
Description: Enter a descriptive name for the content type

CMS ID: Use Lookup to select one of the CMS connection IDs that you configured using the Costpoint
Configuration Utility.

Use Automatic SharePoint Configuration: This checkbox is enabled only if SharePoint is a chosen CMS. If
selected, Costpoint has complete control over SharePoint site operations: create document libraries,
content types, and columns.

Note: This option is suitable for clients who do not possess expertise in SharePoint administration and
are comfortable with Costpoint having full administrative control over associated SharePoint site.

After selecting this checkbox, the Repository Name, Content Type name, Base Folder, and Attachment
Property fields become disabled. After saving your selection, Costpoint populates the fields with
references to objects automatically created in SharePoint. The newly created SharePoint library is named
by combining “Costpoint Library” and ID of the Content Type. SharePoint Content Type is named
accordingly as “Costpoint Type” and ID. The Attached property is automatically created and assigned to
the screen. The base folder is set as root (/). The system assumes that subfolders will not be used in
SharePoint.

Manage Content Types ‘Nzw H Copy | W ||DE‘HEH H | ” ” HT"”‘|W|.”7” X |
Identification

Content Typs ID*  |NyOC1 @ Description®  (|nvaice 1
Content Management System

CMSID* 0 i ? Use Automatic

SHPNT02 ]  Sharepoint 2019 QC Server | g AUt ouration

Repository Name Costpoint Library INVOC1 )

Content Type Name Costpoint Typa INVOC1 |

Base Folder ! l

Attachment Property Attached I Show Only Unattached Content Files in the Lookup

Can Be Used As Costpoint File Destination [ Apply User/User Group Access Rights

([ Allow Content File to Be Linked to More than One Costpoint Record Autoload CMS Document Properties

Content Data Fields  CMS Locations  Linked Content Files  Import Linked Content Files

Repository Name: Select the name of the associated CMS repository. The Lookup contains a list of all
the available repositories for the CMS ID you entered.

Content Type Name: Select the name of the associated CMS content type. The Lookup contains a list of
all the available content types for the entered CMS ID and repository.

Note: It is important to emphasize that only the content types available for the specified repository will
be displayed in the Lookup.
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= Base Folder: (Optional) Enter a folder path if you want to limit the search for content to a specific root
(base) folder. By entering a folder path, you indicate that relevant content will be stored in that folder
and its subfolders. If this field is blank, then the application assumes that content belonging to this
content type can be stored anywhere in the repository.
Attention for Sharepoint Users: Sharepoint folders are just properties and not separate repositories. As a
result, all documents in all folders count towards the Sharepoint threshold. See Appendix 2: Costpoint
CMI and SharePoint List View Threshold.
Using different document libraries for different content types, not folders, is highly recommended.

= Attachment Property: (Optional) Enter a CMS content type property name. This property shows, in the
CMS, whether a content file is attached to one or more Costpoint records. Values for this property are
usually Y (the CMS file has been attached to a Costpoint record) or N (the CMS file has not been
attached to a Costpoint record). The property name must be a text string of at least one character.
Costpoint CMI will attempt to update this CMS property every time a document is attached to (or
detached from) a Costpoint record.
If this property is missing or if the field is blank, the CMI will ignore it and not report any error.

= Show Only Unattached Content Files in the Lookup: If you enter a value in the Attachment Property field
and then select this checkbox, only unattached content files will be shown in the content query lookup
when you link a content record to a transaction record.
Note: Deltek recommends that you use this option. The option allows CMS queries to perform faster and
only new, not-yet-attached documents are shown in the lookup.

= Can Be Used As Costpoint File Destination: Select this checkbox to enable the use of this content type
as a file location.
Attention: See the Use the CMS as an Alternate File Location section for more details.

= Allow Content Files to Be Linked to More than One Costpoint Record: By default, a content file can be
linked only once, but there are specific situations where it is necessary to link the same content file to
multiple records. Select this check box enable this behavior.

= Apply User/User Group Access Rights: Select this check box to apply access rights to multiple locations
for the content.
Attention: See the "CMS Locations" section for more information about locations and access rights.

= Autoload CMS Document Properties: Click this button to speed up the process of populating the
Content Data Fields subtask table. When you use this feature, CMI will pull all CMS properties for the
associated CMS content type and generate new records for the Content Data Fields subtask.
Note: This process is described in more detail in the following section.

Content Data Fields

Click the Content Data Fields link to go to a required subtask of the Manage Content Types process, where you
define properties of Costpoint content types and their mapping to CMS content type properties.
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> Content Data Fields [ New ][ copy [ ¥ [ oetee | (14114 [ roft New [ [0 J[F 1] [ abe [Gue [ v | ][4 [ 1]
Content Data Field 1D * Description *
CMS Content Property ' Lookup Position |-Mone- w
Data Type * “Select- ¥ Length
CQueryable N Viewable [] Editable
—

Properties are important because they define and differentiate content types. The Invoice content type is
defined by invoice number, invoice date, vendor name, due date, and so on. The Expense content type is defined
by expense ID, expense type, amount, and so on. For each individual content file belonging to a specific content
type, the properties store information about that content. Data stored in properties is called content metadata.

If You Use the Autoload Feature

The definition of CP Content Type Properties usually mirrors the definition of CMS content type properties. This
is why the Autoload CMS Document Properties button is useful. Click this button to populate the properties
table in Costpoint with CMS content type properties and automatically map the Costpoint and CMS properties
to each other. If you use the Autoload feature, you will probably need to delete some properties that were
automatically populated in Costpoint, because maintaining them in Costpoint does not make sense.

If a CMS property exists to store Attached to Costpoint information, delete it from the Content Data Fields table
because this property is automatically updated through the linking process.

Mapping Costpoint and CMS content type properties to each other enables metadata exchange, meaning that:

= CMS content properties can be read and modified from Costpoint screens.

= Costpoint data can be updated with CMS content metadata.

However, there are situations where mapping is impossible. Some properties are required on the Costpoint side,
but do not exist on the CMS side. For example, consider the Invoice content type. Costpoint assigns a voucher
number to each voucher created for an invoice, but that information is important and relevant only for Costpoint.
The voucher number does not exist in the invoice metadata in the CMS. Even after scanning the invoice and
extracting its information through an OCR process, you cannot expect that the voucher number exists as a
property in the CMS content. On the other hand, the voucher number is critical information for attaching
invoices to vouchers in Costpoint. That is why you create the voucher number as a property in Costpoint and
leave blank CMS property.

If You Do Not Use the Autoload Feature
If you don't use the Autoload feature, or if you are making changes to existing record, perform the following:

= Content Data Field ID: Enter unique ID (name) for the content type property in Costpoint.
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= Description: Enter a descriptive name for the content type property.
= CMS Content Property: Enter the CMS content type property to which the Costpoint property is mapped.

= Queryable: This value is pulled from the content management system and cannot be changed. The Queryable
flag determines whether or not users can search the CMS for content based on this field. If the field is not
flagged as queryable, users will not be able to include it in a CMS query.

= Data Type: Select the data type (text, number, or date) of the property. The data type for the Costpoint
property must be the same as the data type for the mapped CMS property.

= Length: This value is pulled from the content management system and cannot be changed. If the data type is
Text, the Costpoint property’s field length must match the length of the mapped CMS property field.

= Lookup Position: Select the order of appearance for this property in the content query lookup.

Attention: See the Use the CMS Content File Lookup section of the Link Content Files topic for more details on
how the Lookup Position option affects the order of the properties.

If You Use Automatic SharePoint Configuration

After you select the Use Automatic SharePoint Configuration checkbox, Autoload is no longer available. The
CMS Content Property field is disabled, and saving records in the Content Data fields result set will create
appropriate fields (called columns) in SharePoint.

Costpoint will use Description as a name, Data Type, and Length (if type is Text) to create a column in SharePoint
and assign it to the SharePoint content type.

Note: SharePoint creates columns at the site level, and they can be assigned to any content type. For that
reason, column names must be unique across the site. If the same field name is used by different Costpoint
content types, the system will attempt to reuse an existing SharePoint column. That is possible only for matching
data types and lengths; otherwise, Costpoint will display an error message.

CMS Locations

Click the CMS Locations link to go to a subtask of Manage Content Types that lets you associate multiple
locations with a content type. A location can be a different folder, another content type and repository, or even
another CMS system.

Note: This subtask is used only when you need to set up multiple CMS locations or to configure restricted
access rights; a default location is already entered in the content type master record and is enough when you
need only one location.

Also, the subtask assumes advance knowledge and control over CMS, and Deltek does not recommend using it
with Automatic SharePoint Configuration.

For example, you might set up multiple locations when content files from different time periods are stored in
different places in the CMS, or when a CMS system upgrade is performed or a new repository installed. You can
use a new location for all new documents, but the old location must stay active. Content files in the old location
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are linked to Costpoint and you do not want to lose those links.

Location parameters entered here are the same as the parameters for the default location. But if you set up
locations here, a default location is no longer relevant for searching and linking. The default location must be
entered again here as one of many locations.

The CMS content type and its properties from each location must match the default CMS content type. You
cannot map to locations with different CMS content types. Costpoint will check to make sure that differences
do not exist when you save the location.

i Manage Content Types > CMS Locations Mew || Copy | W || Delete |:||:| 1 of 1 Exisfing |:H:H:| Table || Query v‘ BT x

CMS Location ID* 1

CMsID* ISHPNT 02| Q| Sharepoint 2019 QC Server |

Repository Name * Costpoint Library INVOC1 l
Content Type Name * Costpoint Type INVOC1 l
Base Folder / l

Assigned Users/User Groups

Additionally, locations can be combined with user rights that are defined in the Assigned Users/User Groups
subtask:

Manage Content Types > CMS Locations > Assigned Users/User Groups New || Copy | W || Delete || Form || Query | W ||[F || ™
— User |

- User Grc.tun’r Name Type Rights ™ Company *

3| CPSUPERUSER Asaka, Leslie S CPA User ‘ Modify Links v |ALL

There might be some restricted CMS areas that only a limited group of users can access. By specifying user
rights for locations, you can prevent unauthorized users from searching, viewing, and modifying link content
from the restricted location. User rights for location can be None, View, or Modify Links (Full).

If you do not have multiple locations, but you still need to define user rights to an overall content type, you must
enter a location that is the same as the default and define user rights for it.

Linked Content Files

Click the Linked Content Data Files link to go to a Content Type maintenance subtask. This subtask is described
in the Maintain Content Links section.

Integrate CMS with Costpoint Applications and Screens

After content types are established, you can begin integrating Costpoint content types with Costpoint
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applications so that you can link CMS content files to Costpoint records, view and modify content metadata,
view content, and so on.

Costpoint applications usually contain multiple application screens, organized in a tree hierarchy. Any application
screen in the application hierarchy can be integrated with a CMS. By default, CMl is invisible for all applications
and application screens.

Define Application and Content Links

You configure integration using the Manage Application/Content Links (SYMCMIAL) application.

To use this application, from Costpoint, click Administration » System Administration » Content Management »
Manage Application/Content Links.

In the header area of the application screen, you define the basic linking—associate application X and

application screen Y with content type Z.

% Manage Application/Content Links. Wew || Copy | ¥ || Detste
Identification

Application * APMVCHR | Manage Accounts Payable Vouchers I

Result Set * VCHRHDR | Accounts Payable Vouchers |

Confent Type* NV I nvoice I
Allpw New Centent Links in this ApplicationResult Set ontent Froperty Mismaich
8 Allew Conient Link Deletions in this Application/Resuli Sei ® Do Mot Validate Give Errar

[ Allow Updates to Content Propery Flelds In this Application/Result Sat Give Warning date Content Fils

P party PP 9 Update Content File

Allsw Costpoini Record to Be Linked o More than One Content File with this Centent Type

Sei Camera as the Default Source on moblle devices Default Sou

[«.]

Shaw Scan button ® Lacal Fila Alternate File Location

Dafauit Contant Typa

Aulckad Conent Type Data Fiekis Autoloat CosIpoint Screen DUects

Enter the following information on the screen:

= Application: Select the appropriate Costpoint application.
= Result Set: Select one of the application screens that are part of the application.
= Content Type: Select one of the content types that you have configured.

= Allow New Content Links in this Application/Result Set: Select this checkbox to allow the creation of new
links to CMS content files for the application screen.

= Allow Content Link Deletions in the Application/Result Set: Select this checkbox to allow users to delete
existing CMS links, if they have the user rights to do so.

= Allow Updates to Content Property Fields in this Application/Result Set: Select this checkbox to allow users
to update CMS content metadata from the Costpoint application screen.

= Allow Costpoint Record to Be Linked to More than One Content File with this Content Type: Select this
checkbox to allow more than one CMS content file of the given content type to be linked to the same
application screen record.
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= Set Camera as the Default Source on mobile devices: Select this checkbox to make the camera on your
mobile device the default method to attach documents. This setting is active by default. Clear the checkbox
to disable the setting

= Show Scan button: Select this checkbox to enable the Attach & Scan option in the Choose File window and
the Scan function in the Linked Content Files subtask when users attach documents to records in this
application/result set.
Attach & Scan enables users to link the document to a record and populate the record with information
scanned from the document. They must click Save to save and link the file.
Note: The Attach & Scan button only displays in applications that are integrated with an ICR tool. Currently,
only Manage Accounts Payable Vouchers in Costpoint Accounting supports the Attach & Scan feature

= Default Content Type: Select this checkbox to set the current Content Type as the default for the selected
Result Set. You can select only one default content type per result set.

= Default Source: Specify the default location of content files for the application/result set. Select Local File
when most files for the application/result set need to be uploaded to Costpoint. When a user attaches a
document to a record, Local File is pre-selected in the Choose Source field in the Choose File window.
Select Alternate File Location when most files are already uploaded to Costpoint. When a user attaches a
document to a record, Alternate File Location is pre-selected in the Choose Source field in the Choose File
window.

= Content Property Mismatch: When a content file is linked to a Costpoint record, CMI will compare the CMS
content file properties with mapped application screen fields. If CMI detects a mismatch in their values,
Costpoint will act according to this setting by either ignoring the mismatch, displaying a warning message,
displaying an error message and forbidding the attachment, or eliminating the mismatch by performing the
silent update of CMS content file properties with Costpoint data values.

Map Application Screen Fields to Content Type Fields

For each linking that you set up between an application screen and a content type, you must also map the
screen fields to content type fields. Since you have already mapped Costpoint content type fields to CMS
content type properties, this new mapping defines the complete path from the application screen fields to CMS
content properties. Use the following buttons to simplify and accelerate entry:

= Autoload Content Type Data Fields: Click this button to load the Content Data Fields table with Content Type
fields. To complete the configuration, you must fill in mapped Costpoint screen objects. This is usually the
more convenient action.

= Autoload Costpoint Screen Objects: Click this button to load the Content Data Fields table with the
Costpoint application screen objects. To complete the configuration, you must fill in mapped Content Type
properties. This action is less likely to be used because there could be many more screen objects than
Content Type properties.
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e i [ | v ][ e [14] 4 [zo=mo [ S] b o) oo oo ] —
Content Data Field Information S — pereamsssnnns —ces T
SrEnEr AR INVOICE_AMOUNT ] INVOICE AMOUNT ]
Editable
CMS Content Property  INVOICE AMOQUNT l
Data Type Number Length I
Viewable ¥ I Queryable vy l

[[) Use to Link Content to Costpoint Records

Costpoint Screen Information

Screen Object ™ | INVC_AMT ] Nve_AmT )
Screen APMVCHR_VCHRHDR l Enter A/P Vouchers

Table VCHR_HDR ] Voucher Header )

Column INVC_AMT ] invoice Amount )

Primary Key N l Data Type  Number Length 17'

Key Linking Fields

The most important option on this screen is the Use to Link Content to Costpoint Records option, which
identifies the content data fields that will be used as key values for linking content.

To understand the significance of this setting, it is important to understand the CMI linking process. CMI does
not use database keys, nor does it link CMS content to database tables. CMI links CMS content to Costpoint
business entities.

For example, the business entity "voucher" can appear in multiple Costpoint applications. As vouchers are
processed in Costpoint, they actually travel from one application to another. If a voucher is linked to a CMS
scanned invoice in the Enter Voucher application, you want to maintain this linking after the voucher is posted
and exists only in Voucher History. For this reason, you need to establish a unique identifier for the voucher and
use it as a key.

Assume that the unique identifier is a voucher number. If you configure multiple Costpoint applications to
integrate with the Invoice content type and establish the voucher number as the key linking value, all
applications will show the invoice attached to the voucher even though only one application actually created the
link.

Note that by using the four Allow... checkboxes on the Manage Application/Content Links screen, you can fine-
tune linking rules by making some applications read-only for CMS content. Some applications will be able to
create links to CMS files while the read-only applications will only be able to view them.

Of course, the “voucher number” field must exist in Costpoint content type data fields, but it does not matter if
"voucher number” does not exist in CMS content type properties. When the content link is saved, CMI saves the
value of the Costpoint key field and the pointer to the content file in CMS. The content link is visible whenever
key fields are matched. This is why it is important to properly define key fields.

Good candidates for key fields are application screen primary keys. If a field is a primary key for an application
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screen, it is marked on the Content Data Fields screen as Primary Key equals Y.
Selecting Mapped and Key Linking Fields
Mapped and key fields are usually chosen from an associated screen (result set). There are occasions where a

key field does not exist in the associated screen, but it is defined in the parent screen. In that scenario, you can
select the key field from the parent screen.

Link Content Files

After you have set up the integration between a Costpoint application/screen and CMS, you can begin attaching
documents from the CMS to Costpoint records.

The Attach button will now display on the toolbar of any application screen that is configured to work with CMS.

New | Copy | ¥ | Delete || Allach '1 [l ot t b0

Attach
Drder 0 Tvpe™ [Purchase Order View Linked Content Files usb

Note: Permissions to modify linked content files are dependent on design and security restrictions of the parent
record. If the parent record does not permit updates or deletes, the Linked Content Files table will be read-only.

For editable records, additional restrictions can be set in the Manage Application/Content Links (SYMCMIAL)
application.

See Content Files Linked to a Record

To see all CMS content files attached to the current Costpoint records:

1. Select a record from the Costpoint application screen.

2. On the Application Toolbar, click the Attach arrow and select View Linked Content Files.

The Linked Content Files table displays, listing all the content files attached to the record. If you select voucher
123, for example, and then click the Attach arrow » View Linked Content Files, you see all documents attached to
voucher 123.

Costpoint Content Management Integration 24



Mew || Copy | W || Delete || Form || query | ¥ ||[F || —

1 Content Content CMS Flle
Type * File Name * Status Notes Modified

INVC Sample_Invoicel.docx OK user's comment 08/18/2020 03:44:38 PM

Content Data Fields

Information about attached documents is stored in the Costpoint database. When the Linked Content Files table
opens, it connects to CMS to find the attached file. If the file is found, then the CMS File Status field displays
OK. If the file cannot be found, the field displays Missing. If the CMS system gets shut down or if Costpoint is
unable to connect to it for some reason, the CMS File Status field displays Error.

Links created in one application/result set for the specific content type are visible in other applications if both
applications have defined linking rules to the same content type. When you link a content file to a record, the link
is created using the key values defined using the Use to Link Content to Costpoint Records option in the
Manage Application/Content Links (SYMCMIAL) application.

Attention: For more information on this option, see the Integrate CMS with Costpoint Applications and Screens
section.

Attach a New Content File

When you click Attach, the Choose File window displays. In the Choose File window, you can either upload a
document and attach a file from your computer, scan the document with your computer or mobile camera, or
just attach the document from the alternate file location in Costpoint.

Choose File X

Flease select the source from which you would Bke to attach an image or document. You can either use your device camera
(Camera), upload a file from yowr device (Local File), or provide a link 1o the document (Altemnate File Location). Afler processing is
complate, you can access the linked contant filas in tha Linked Contant Files sublask

Choose Source CiCamara ® Local Fila Alterniata File Location
File Mama Choosa File | Mo flle chosen
Target Location fott CF Supes’ Usar(POATTACH -
Motes

Chveramite
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If your mobile camera is your preferred source for attaching documents, you can make it the default source by
selecting the Set Camera as the Default Source on mobile devices checkbox on the Manage Application/
Content Links screen.

If you choose Alternate File Location, you can click View on the Lookup screen to review the file before you link
it to the Costpoint record.

Attention: For more information about viewing files, see the Open and View Content Files section.

Tip: Selecting a file can be challenging because your CMS might contain thousands, if not millions, of content
files from which to choose. Fortunately, if you configured CMI carefully, your choices are already narrowed
down. If you have carefully organized CMS repositories, content types, and folders, your pool of possible files is
already limited. Furthermore, you can choose only those files with a content type that is valid for the current
application screen.

You can also choose to exclude any files that are already attached. This exclusion is based on the Attachment
Property field in the Manage Content Types (SYMCMICT) application. When a content file is linked to a
Costpoint record, the Attachment Property is set to Y. You can choose to exclude all files with an Attachment
Property of Y from future content queries. To set up this exclusion, use the Show Only Unattached Content Files
in the Lookup option in the Manage Content Types application.

CMS lookup will never return more rows than it is set in the Costpoint configuration parameter Max Query Rows.

To attach a new content file:
1. Select a record from the Costpoint application screen.
2. On the Application Toolbar, click Attach.
3. Select the source from which to attach the image or document.

4. Based on the source selected, specify the file name and target location or the source location and file
name.

Attention: For more information about queries, see the "Run a CMS Content File Query" and "Use the CMS
Content File Lookup" sections.

5. (Optional) Before you attach the file, enter notes about the attachment in the Notes field.

6. If multiple content types are associated with the application screen, make sure to select a correct Target
Location.
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7. Click Attach to plainly attach the file to the record or click Attach & Scan to link the document to the record
and populate the record with information scanned from the document.

Note: The Attach & Scan button displays in applications that are integrated with an ICR tool. Currently, only
Manage Accounts Payable Vouchers in Costpoint Accounting supports the attach and scan feature.

8. Repeat steps 3 to 8 to attach additional files to the same record, if needed.

Your ability to attach multiple files to a single record is controlled by the Allow Costpoint Record to Be
Linked to More than One Content File with this Content Type option in the Manage Application/Content
Links (SYMCMIAL) application.

Attention: For more information on this option, see the Integrate CMS with Costpoint Applications and
Screens section.

Run a CMS Content File Query

If you know the name of a file, you can just enter the name in the Content File Name field without running a
query on property data, or you can enter part of the name and Lookup will display matching filenames.

But if you do not know the filename. you can use a query to further filter your selection of available content files.
The Query dialog box looks the same as a standard query dialog box, but it functions differently.

Before you run the query, your selection is already limited to a specific content type. But remember that a
content type can be stored in multiple locations. The query will be executed against, and matching content files
returned from, all predefined locations. If you do not have access rights to a specific location, it will be excluded
from the query.

Use the CMS Content File Lookup
Results of a query are displayed on the CMS Content File Lookup screen. The Lookup application screen has

many columns that contain data about content files originating from the CMS. The first columns are the default
columns that always display in the Lookup.

Lookup Query ¥ | |8 x
— Content File Modified Modified Checked Qut Created Respository
- Name Title Version Date By By By File Size CMs Name
| Sample_Invoice1 docx |/_" | ‘08-’1 8/2020 |de\'\cptestuser | ‘adsde\tekcom‘-palricklo |91 KB |SHPNTUZ |CoStp0int Library INVC3
< »
View
S e e d]

You can also add up to seven additional columns to reflect the metadata properties used in your own CMS. You
set up these columns using the Lookup Position settings in the Manage Content Types (SYMCMICT) application.
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Respository CMS Already
Name Location  Folder Attached?] INVOICE DATE WENDOR MAM INVOICEID VENDOR ID INVOICE AMOUN
Costpoint Library INVC3 Y 1211572008 BERMICE KBC 8898.00

You should be aware that the presented data comes from the CMS system, and performance of the response will
be faster if the query result contains a smaller number of files. This is why it is very important to properly define
the content query conditions.

Open and View Content Files

To open and view a file from the Lookup screen, select the file, and click View. The file opens using the default
system application on the user’s workstation that is registered for that file type. For example, if the content file is
a PDF document, it will likely open using Acrobat Reader. If it is a JPG image, the registered image viewer will
open the file. It is up to the users (or the administrator) to make sure that the proper system applications are
registered on the user’s workstation as default viewers for the CMS content.

Note: By default, content files over 10MB cannot be viewed because that would put too much of a burden on the
Costpoint CMI and application server. Max file size value can be modified using “Max File Size” parameter in
Costpoint Configuration Utility.

This limit applies only for viewing. There is no size limit for content file linking.
Review Content Data Fields

After you select a CMS content file from the lookup or after linking, you can view its properties. Click the
Content Data Fields link on the Linked Content Files screen.

Content Data Fields Mew || Copy | W || Delete || Form || — [[[(J|| %
2 Conte_nl .Content [!BL.? CMS Content
Data Field Field Description Value Property
LOCATION |Conlent Location |SHPNT02:Costpoint Library |ch3zf55mp|e_|nuo1
INVOICE_AMOUNT INVOICE AMOUNT 8,898.00 INVOICE AMOUNT
INVOICE_DATE INVOICE DATE 12/15/2008 INVOICE DATE
INVOICE_ID INVOICE ID | INVOICE ID
VENDOR_ID VENDOR ID KBC |VENDOR ID
VENDOR_NAME VENDOR NAME BERNICE | VENDOR NAME
— o s

These fields are defined for a particular content type in the Manage Application/Content Links (SYMCMIAL)
application. Only fields that are mapped to a CMS content property and marked as Viewable are displayed. Data
appears in the appropriate column based on data type (text, number, or date). If a field is marked as Editable, you
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can change its value and save the change into the CMS system.

The first row, named Location, is not a content data field; it is the unique URL for the content file. This URL is in
the form:

Endpoint:Repository:/Folder/FileName.ext

This URL can also be used to identify a content file for linking to a Costpoint record instead of using the lookup
and query process. This feature is particularly useful when a Costpoint application is accessed using a Web
service integration.

Synchronize Content Data Fields and Application Screen Fields

The Content Data Fields screen contains two buttons for synchronizing content fields with application screen
fields:

= Load Costpoint Record with Content Data Fields: Click this button to update the Costpoint application screen
with the values from the CMS content file properties. Click Save to save these values.

= Load Content Data Fields with Costpoint Record: Click this button to update the Content Data Fields screen
with values from the Costpoint application screen. Click Save to save these values.

Synchronizing content metadata with the application screen data is an optional feature configurable in the
Manage Application/Content Links (SYMCMIAL) application. The administrator can choose to ignore
discrepancies, show warnings but continue, or disable saving if values do not match.

Note: If you use the Update Content File option on the Content Property Mismatch screen and Define
Application and Content Links, this synchronization is performed automatically. See the Define Application and
Content Links section in the Integrate CMS with Costpoint Applications and Screens topic for details.

Use the CMS as an Alternate File Location

Many Costpoint applications require access to a file system. The file system can be a simple storage area, such
as a local or network drive, but it can also be a CMS repository, such as a SharePoint document library.

The Costpoint Alternate File Locations (SYMFLOC) application, part of System Administration » File
Management, lets you define the file locations that can be used by a Costpoint application as a source or
destination for files. This application creates an internal abstraction of a location that can be implemented in
different ways.
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v

Manage Alternate File Locations New || Copy | ¥ || Delete
Alternate File Location ID*  |qye ® Name™®  |nyoice Destination ]
URL/Folder
Content Management System Interface
Content Type INVC Ul Invoice l
CMS Location l
CMS 1D SHPNTO2 l Sharepoint 2019 QC Server
Repository Name Costpoint Library INVC3 I
CMS Folder |
Assigned Users/User Groups New || Copy | W || Delete || Query | W || —
User !
User Group ™ Name Company*
Permit full access all modules (AL LI Q

To define an alternative file location:

1.

Take one of the following actions:

If you are identifying an existing folder on a local or network drive, enter its URL or path in the URL/
Folder field. That is all you need to do.

If the location is in your CMS, leave the URL/Folder field blank and complete the fields in the Content
Management System Interface area:

« Content Type: In the Manage Content Types (SYMCMICT) application, you defined the content types
and their integration with your CMS. If you selected the Can Be Used as Costpoint File Destination
option for a content type, that content type will be available for selection here.

= CMS Location: If the content type was defined as having multiple CMS locations, select one of them.
If in the content type has only one CMS location, leave this field blank.

= CMS Folder: (Optional) If you want to specify a particular folder within the CMS location, enter the
URL or path to the folder

The remaining fields on this screen are for informational purposes only and cannot be edited.

Maintain Content Links

Costpoint users and administrators should be aware that Costpoint CMl is a loosely coupled integration. This
means that Costpoint has full control over the integrity of its database system. Any change to transactional data
is fully controlled by Costpoint. Even direct changes to Costpoint database tables are verified using strict
referential integrity rules and triggers.

Your CMS is a standalone and independent software system with its own user interface and probable integration
with other environments. Costpoint cannot control nor automatically detect changes in the CMS. Still, there are
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some Costpoint maintenance options that enable detection and deletion of possible inconsistencies between
Costpoint and CMS.

Problems sometimes arise when content files are moved or deleted in the CMS.
When Content Is Moved

If the move operation is done properly in the CMS, the impact to Costpoint is minimal. All content management
systems (including SharePoint) have content move operations that enable a content file to retain its unique ID as
it moves from one place to another. If you use this move functionality, all existing links to content files remain
functional.

However, administrators should be aware of a few issues. The move will not be successful from a CMI
perspective if the new location is not defined for the content type that is being moved. You need to define the
new location for the content type if you want links to continue working. You may also need to review and update
user rights for the new location so that the appropriate users have access to the content.

Note: Deleting content in one CMS location and creating it in another is not a proper move operation. This
sequence creates new content, meaning that Costpoint is longer be able to find the linked content file.

When Content Is Deleted
If content files are deleted in the CMS, they are lost forever. All links to these files become orphan records. In
most cases, you can assume that users have deleted content files because they are no longer needed. Therefore,

you can assume that the links to deleted content files are irrelevant and should be deleted, too.

Delete Orphan and Unwanted Links

Costpoint provides a maintenance subtask in the Manage Content Types (SYMCMICT) application. If you select
a content type and open the Linked Content Files screen, you can see all the links to CMS content files created
for the content type. For each link record, you can see when the link was created, who created it, in what
application/result set it was created, and what linking keys were used.

| Manage Content Types > Linked Content Files Delete || Form | Query | W || [F || — |[J|| X ‘
|7 Time User Content File Name Application Result Set Link Keys Notes

10/17/2018 01:45:10 PM | SHRESTHA mp_60_2008.pdf POMMAIN  (POMMAIN_POHDR|PO_ID = 012618-1PO_RELEASE =0 |Ma
10/22/2018 03:18:20 PM  SHRESTHA2 Lead Time logic in MRP.docx POMMAIN |POMMAIN_POHDR PO_ID = 101817-1PO_RELEASE =0 Test attaching for vend2 Ma
10/22/2018 04:44:34 PM  CPSUPERUSER mp_60_2008.pdf POMMAIN |POMMAIN_POHDR PO_ID = 101817-1PO_RELEASE =0 Ma
10/25/2018 10:08:37 AM  SHRESTHA1 PO 131037 pdf POMMAIN |POMMAIN_POHDR PO_ID = 101817-1PO_RELEASE =0 testing Shrestha1 uploaded doc attach Ma

4 " »

Delate All Queried Links | Find/Delete Content Files Missing in CMS
Content Data Fields
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| Manage Content Types > Linked Content Files Delete | | |4 ||« ||2of 4 Existing |_| PPl Table | cuey | v | B3| [|X [
Time 10/22/2018 03:18:20 PM User  SHRESTHA2
Content File Name | aad Time logic in MRP.docx View
Application POMMAIN Link Keys  PO_ID = 1018171
PO _RELEASE =0

Manage Purchase Orders
Result Set POMMAIN_POHDR

Enter POs - Main Form
Notes

Content Data Fields

Use this screen to view content, view content data fields, and delete links if necessary by using the following
buttons:

= Delete All Queried Links: Click this button if you simply need to start over. This operation will mark all records

for deletion. To complete the delete operation, click Save.
Warning: Do not perform this operation unless you are sure that you want to delete all links for the selected
Costpoint content type. This is a non-reversible operation that deletes all links to CMS files.

» Find/Delete Content Files Missing in CMS: Click this button to verify the existence of a content file in the
CMS for every link record listed on the screen. Records with non-existent content files are deleted. To
complete the delete operation, click Save.

Appendix 1: Configuring Office 365 SharePoint Online for
Integration

This appendix describes the steps to set up content types in SharePoint to enable Costpoint to communicate
with them.

Step 1: Create a Site
Create a site under which content types are to be created. Since content types are children of a site, they

cannot be shared with another site. However, they can be shared to sub sites of that site. If you have a site set
up already, you can skip this step.
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Step 2: Create Content Type
Now that you have a site, you can set up the custom content type(s) within the site.
To set up custom content types:
1. Select Site Settings from the drop down on the top right.
2. On the Site Settings page, click Site content types.
H> Test Costpoint DMS Costpoint Test Subsite 1 # EDIT LINKS
Site Settings
Home Users and Permissions Look and Feel
Notebook People and groups Title, description, and logo
Site permissions Quick launch
Documents Access requests and invitations Top link bar
R t Site collection administrators Tree view
ecen Site app permissions Change the look
Customer Invoices
Site Contents Web Designer Galleries Site Actions
Site colymns Manage site features
# EDIT LINKS Site content types I Save site as template
\.mr‘ts Enahla coarch ranfionratinn avnart

List templafl Manage the collection of content types, which enables consistent handling of content across sites. }

3. Onthe Site Content Types page, click Create at the top.
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H> Test Costpoint DMS Costpoint Test Subsite 1

# EDIT LINKS

Site Settings » Site Content Types o

Lt =i Create
Notebook
Site Content Type
Documents
Business Intelligence
Recent

Excel based Status Indicator
Customer Invoices

Fixed Value based Status Indicator

Site Contents Report

# EDIT LINKS SharePaint List based Status Indicator

SQL Server Analysis Services based Status Indicator

4. Onthe New Site Content Type page, do the following:

= Enter the Name and Description.

= In the Parent Content Type section, select Document Content Types in the first drop-down list and

Document in the second drop-down list.

Parent

Common Indicator Columns
Common Indicator Columns
Document

Common Indicator Columns

Common Indicator Columns

= Specify an existing group to which it belongs, or create a new group. Group is just an identifier to easier

identification.

Test Costpaint DMS Costpoint Test Subsite 1 # EDIT LINKS

Site Content Types » New Site Content Type o

Name and Descripticn

Type a name and description for this content type, The description will be shown on
the new button,

Group

Specify a site content type group. Categorizing content types into groups will make it
easier for users to find them,

Step 3: Create Content Type Columns

Name:
Invoice
Description:

Customer Invoice

Parent Content Type:

Select parent content type from:
Document Content Types

Parent Content Type:
Document v

Description:
Create a new document,

Put this site content type into:

®) Existing group:

Costpoint Content Types

v

New group:

Now that you have a custom content type, you can create custom columns. Custom columns are defined at the
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site level and are associated with (assigned to) any content type under the same site.

To create custom columns:

1. Go back to the site Settings page and click Site columns.

[ Office 365

E> Test Costpoint DMS Costpoint Test Subsite 1
Site Settings

Home Users and Permissions
Motebook People anrd groups

Site permissions
Docurments Access requests and invitations

site collection administrators

Recent - o
Site app permissions

Customer Tnvoices

Site Cantents Web Designer Galleries
| Site columns
# EDIT LINKS e content types
Web parts

List templates
Master pages

# EDIT LINKS

Look and Feel

Title, description, and logo
Quick launch

Top link bar

Tree view

Change the look

Site Actions

Manage site features

Save site as template

Enable search configuration export
Reset to site definition

Delete this site

2. At the topic of the Site Columns page, click Create to create a new site column.
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Home & EDIT UNKS

Site Columns » Create Column o

Home Name and Type Column name:

MNotebook Invoice Amount

uments

The type of information in this column is:

Racent single line of text
Big Multiple lines of text
ManyFiles Choice (menu to choose from)
} =) Number (1, 1.0, 100)
Backup Invoices Currency (5, ¥, €)
Online Invoices Date and Time

Lockup (information already on this site)
Site Contents pun . '

Yes/No (check box)
Recycle Bin Person or Group
Hyperlink or Picture
# EDIT LINKS Calculated (calculation based on other columns)
Task Qutcome
Full HTML content with formatting and constraints for publishing
Image with formatting and constraints for publishing
Hyperlink with formatting and constraints for publishing
Summary Links data
Rich media data for publishing
Managed Metadata

Put this site column inta:

# Existing group:
Costpoint Columns T

T OO

3. Enter a Column name, and select the data type.

4. Inthe group section, you can include this column in an existing group or create a new group.

Similar to Content Type, Groups for a site column is for easy grouping, identification, and searching.

5. Repeat this procedure to create additional columns.

When complete, the columns display on the Site Column page in the group specified.
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Costpoint Columns

Invoice Amount Mumber
Invoice Date Date and Time
Invoice Number Single line of text

Linked in Costpoi Single line of text
Vendor ID Single line of text
Vendor Name Summary Links
Voucher No Number

Custom Columns

Step 4: Associate Content Type with Site Columns

To associate content type with site columns:

1. Open the new Content Type created earlier.

2. On the Site Content Type page for this content type, scroll down to the Columns section and click Add
from existing site columns.
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Site Content Types . Site Content Type

Site Content Type Information
Marmes Vendor
Description:
Parent:
Group:

Settings

= Name, gescriptian, and g

& Wk settin

& Dulete e content type

& Indormation managemsnt po weitine

= [ e ermaticn Parsd setting

Col afrarys

Mame File

Title single line of tewt
& Add from existing site colummns

& Add from new site column

o Codignm onder

3. Onthe Add Columns page, filter the column group, and add the desired columns to this content type.

Test Costpoint DMS # EDIT LINKS

Site Content Type » Add Columns o

Select Columns

. . . . Select columns from:
Select from the list of available site columns to add them to this

content type. Costpoint Columns 'I

Available columns: Columns to add:
Invoice Amount -

Invoice Date

Invoice Mumber

Linked in Costpoint Lile

Vendor ID

Vendor Name

Youcher Mo

Column Description:
Mone

Group: Costpoint Columns
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Step 5: Create a Document Library

The Document Library is where you store documents that Costpoint will communicate with for retrieving,
viewing, and linking.

To create a document library:
1. Go to the site and click Site Contents.

2. On the Site Content page, click add an app.
Home A EDIT UNKS

Site Contents

otc Libraries and other Apps

Backup Invaoices

MicroFeed Online Invoices

dified 2 years ago dified I weeks ago

3. On the Your Apps page, click Document Library to create a new document library.

Home # EDIT LINKS

Site Contents » Your Apps

| Find an app /0|

Adding Document Library x
Noteworthy
Pick a name Name:
You can add this app multiple times to your site, Give it a unigue | |
name.
8
. Advanced Options Create Cance
Document Library Custom List
Popular built-in app Popular built-in app Popular built-in app Popular built-in app
App Details App Details App Details App Details
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Step 6: Associate Document Library with Content Type

To associate a document library with content type:
1. Open the document library.

2. Click the Library tab on the top left, and click Library Settings on the ribbon.

3. On the Library Settings page, click Advanced settings.

Home # EDIT LINKS

Online Invoices » Settings

List Information

Name: Online Invoices

Web Address: https://dltk.sharepoint.com/Costpoint/Online Invoices/Forms/Allltems.aspx

Description:

General Settings Permissions and Management Communications

]

@ |List name, description and navigation Delete this document library @ RS55 settings

o Versioning settings

]

Save document library as template

o Advanced settings

]

Permissions for this document library

]

o Validation settings Manage files which have no checked in version

o Column default value settings

]

Workflow Settings

o Audience targeting settings

]

Generate file plan report

]

o Rating settings Enterprise Metadata and Keywords Settings

o Form settings o Information management policy settings

4. Onthe Advanced Setting page, select Yes for Allow management of content types.
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Home # EDAT Lt

Settings » Advanced Settings

Content Types
Al management of content types?

& Yes Mo

5. Go back to the library Settings page, scroll down to the Content Type section, and click Add from existing
site content types.

Contert Typss

6. On the Add Content Types page, select a desired Content Type group, select the desired content type
from that group, and click Add to add it to this library.

Settings » Add Content Types o

Select Content Types

) ) : . Select site content types from:
Select from the list of available site content types to add them to this - =
list, Costpoint Content Types v

Available Site Content Types: Content types to add:

Invoice

Add =

Description:
Customer Invoice

Group: Costpoint Content Types
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7. Go back to the Library Settings page, scroll down to the Content Type section, and click Change new
button order and default content type.

8. On the Change New Button Order page, order the content type to be the first Position from Top. This will
make any new document uploaded into this library automatically inherit this content type.

Settings » Change New Button Order o

nt Type Order
Visible Content Type Position from Top
v Invoice v

Document 2 v

Step 7: Upload a Document

After the document library is setup, you can upload documents into this library.

To view the site columns associated with the new content type for these documents:
1. Go to this Library Settings page.
2. On the Library tab, click Modify View.

3. On the Edit View page, add the additional columns to the view.

In Costpoint, you need to set up the equivalent Costpoint content type and columns, and map them to their
SharePoint counterparts. After this is complete, documents in SharePoint can be linked to transaction records in
Costpoint, and values stored in documents in SharePoint can be retrieved by Costpoint for efficient and
accurate data entry.

Attention: Please refer to the Costpoint documentation for how to configure the Content Types setup and
column mapping in Costpoint.

Appendix 2: Costpoint CMI and SharePoint List View
Threshold

Any SharePoint administrator or power user working with large lists is familiar with the SharePoint boundary
called the List View Threshold. While a single list or library can contain millions of items, threshold is set much
lower: 5000 items for regular users, 20000 for administrators for on-prem Sharepoint, and 5000 for all in
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Sharepoint Online. It is important to understand this boundary as the View threshold, and not the List threshold.
You can fill the List with millions of items, but you cannot view them all, nor can you run a View that queries more
items than the threshold limit.

List Information

Name: ManyFiles

Web Address: https://dltk.sharepoint.com/Costpoint/ManyFiles/Forms/Allltems.aspx
Description:

List view threshold : 9983 items (list view threshold is 5000).

The number of items in this list exceeds the list view threshold, which is 5000 items. Tasks that cause excessive server load (such as those invelving all list
Learn about managing a large list or library and ensuring that items display quickly.

View is the visual presentation of list items resulting from a predefined CAML query that is run against the list.
Accordingly, a better name for this boundary would be the List Query Threshold. CAML queries are processed by
SharePoint and translated to SQL queries for execution by the SQL Server. According to Microsoft's MSDN
documentation, queries accessing (reading or writing) less than 5000 rows in SQL Server are optimized because
they require only SQL Server page level locking while queries accessing more rows require table level locking.
SharePoint database is designed with a single database table containing information about items from all lists,
and table locking can cause SharePoint farm performance problems and/or a complete server freeze. Because of
this, List View Threshold is a limitation that needs to be carefully considered.

Costpoint uses SharePoint Web services to access SharePoint objects and CAML queries to query data from
SharePoint document libraries. List Query Threshold limits the Costpoint queries in the same way as it limits
SharePoint Views.

Suggestions and Techniques for Dealing with “List Query Threshold”
Indices

Creating an index on a column that is used in a CAML query makes the translated SQL use an index in the
execution plan. When using an index, the number of rows accessed by the query can drop below the threshold,
and the query can be executed against more items than the threshold limit.

If the number of items is greater than the threshold, then you must index the two following fields:

= Content Type

= Attached in Costpoint: This is a text field with a user-defined name that is configured in Costpoint to store Y
for linked or N for not linked in Costpoint.
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Home

Settings

Use this page to view and change the indexing settings for this list. You can create a new index or remove an existing one.

Indexed Columns

Learn more about column indices.
Learn about managing large lists

You have created 2 of maximum 20 indices on this list. These indices are:

1. Content Type
2. Linked in CP

Create a new index

Costpoint Content Management Integration (CMI) framework is upgraded to take advantage of indexed columns

and optimize CAML queries. When the number of items in the library is greater than the threshold, Costpoint
divides the CAML query into sub-queries that are executed in sequence. Their results are then merged for
presentation. This process is internal and invisible for the end user who only sees that the query is executed
against all items in the library. This technique ensures successful query execution regardless of the number of

documents in the SharePoint library (list). This technique still uses indices by Content Type and Linked fields, and
indexing is a prerequisite for this upgrade to function properly.

Good Practices for Optimizing Query Performance

The best result is accomplished when following all of these suggestions:

= Use Attached in Costpoint. This limits query results to only those documents that are not yet attached to

Costpoint transaction records.

= Query by document name. If you know first letters of the document name, enter them before opening the

document lookup.

1002|2008 | 1H 1/ABC |ABC TRAVEL AGENCY | |NET 30 |
1003 2008 = : _ .
1004 2008 < le“l[:"rl\[e\':”e Title | Version Mlljl:jalt':d CMs File Size RHP:):;:DW I
1007 2008 FileGen 34525272790 txt 1211572014 | SP0365 1KB Big 0% f
1008 2008 FileGen 345027394270 txt 121152014 SPO385 1KB Big i0#f
1009 2008 FileGen 345115567727 txt 121152014 SP0365 1KB Big i0%f
1021 1994 FileGen 345240242698 txt 121152014  SPO365 1KB Big i0%f
1432 2006 FileGen 345374379599 txt 121152014 SP0365 1KB Big i0%f
1482 2006 FileGen 345482492508 txt 121152014 SPO365 1KB Big i0#f
1483 2006 FileGan 345553289886 txt 121152014 SP0365 1KB Big i0%f
1616 2008 FileGen 345698895054 txt | |121152014  [SPO365 |1KB Big i0&f
111142008 FileGen 345712282781 txt 1211572014 SPO365  1KB Big 0mt
1115/2006 FileGen 345867383334.1xt 121152014  SPO365 1KB Big 0%t
FileGen 345915458939 txt 121152014 SPO365 1KB Big i0%f
<
I Contemt
Type *
| ONLINE_INV
| ONLINE_INV
+| OMLINE_INV Eil_eGen 345 JOK |
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= Use the new configuration parameter CMS endpoint maximum query row count (cmsMaxQueryRowCount).
This parameter limits the maximum number of rows returned by Content File Query. The default value is 500.

Appendix 3: Using File System as CMS

Deltek Costpoint 8 can use the NTFS File System as the Content Management System. It is important to note
that only the NTFS file system is supported. All features that are available in integration with the CMS like
SharePoint are also available for the file system.

Deltek considers this an add-on feature, and not a suggested feature to use extensively in production. Deltek
recommends using a sophisticated CMS like SharePoint. The File System CMS can still be very functional for low
cost and low volume scenarios, or maybe for demos and evaluations of Costpoint CMI.

Configuration
You configure the File System CMS integration first as a separate CMS connection in the Configuration Utility.

After selecting File System for the API Type, all security fields are disabled. Then you select a Path to the root file
location where documents will be stored.
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List OF Systems Selected CMS Is Avialable
Unassigned Sysiems

CTIRADD

Add —>

Save Unido

& Preduct Configuration Utdity Wersion 7.1.1 Build 20151007 =NEC
e
Product | Weblogic | Dedicated Servers | Logging Reporting |~ 1S CM5 | Help
Content Management Systemd{CM5) integration Information
Chogse CMS Connection | F501 =] Add Clone Remove
CMS Connection Information

CM5ID Fs01

Name IFile System

AP Type Fille System -

Path dAemg

Security Mode

User

Paszword Confirm Password

Federated Authentication Parameters

Authentication Method Authentication Server
Max File Size 1000 Max Query Rows | 500 [ et

Assigned Systems

MY

Cloge

=-- Removi

Configuration Properties

Defining File System Content Type

Defining the Content Type in the SYMCMICT: Manage Content Types application for the File System CMS is

almost the same as for any other CMS. The differences are:

= Repository Name: There is only one repository name: Files in <path> where <path> is the configured file

system root path.

= Content Type Name: There is only one content type called File.

= Base Folder: The lookup for this field list all subfolders that exist in the configured root folder for the File CMS.
= Attachment Property: The value for this field is forced to Attached. This property is always present and

cannot be changed.

= Content Data Fields: The only major difference is in the Content Data Fields. File properties cannot be easily
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configured in the file system. You use the Identification screen to define the property structure that will be
managed by Costpoint. You must enter the value for the CMS Content Property name as text, and not
selected from the lookup. This name will be used by the file system. It can be descriptive, and does not have
to match the Field ID or Field Description that are Costpoint values.

New || Copy | W |[ Detete | [ [ |[ o [[2or22 Existing | |[ B> |[ DI || Tabie || Query v m|[O|x]

Identification
L
Content Type ID* Fg |NvC Description ™ Fila System Invoices

Content Management System

= Use Automatic
el Fs I l Sharepoint Configuration
Repository Name Flles in S/Boris/fs )
Content Type Name File l
Base Folder ! '
Aftachment Property Attached I [J  Show Only Unattached Content Files in the Lookup
Can Be Used As Costpoint File Destination [ Apply User/User Group Access Rights
[ Allow Content File to Be Linked to More than One Costpoint Record [Auluload CMS Document Properties]

Content Data Fields CMS Locations Linked Content Files Import Linked Content Files

Content Data Fields New || Copy | W || Delei= || Fom

— Content Data Content Data CMS Content Lookup Data

L Field ID ™ Field Description = Property Position Type * Length Queryable Viewable Editable
INVC_DT Invoice Date INVC_DT 5 v | Date v Y | |
INVC_ID Invoice Number INVC_ID 4 v | Text v Y
VCHR_NO Vioucher Number VCHR_NO 1 ¥  Number v i
VEND_ID Vendor ID VEND_ID 2 v | Text v i
VEND_NAME Vendor Nams VEND_NAME 3 v  Text v Y

Configuring links in the SYMCMIAL: Manage Application/Content Links application is exactly the same. This
screen is not aware of any differences between CMS types.

After you configure the application links, the File System CMS can be used as the CMS location or destination as
with any other CMS source. This means that all the features that are available for integration with SharePoint
documents are fully functional for documents in File System CMS.

Appendix 4: Migrating Content to New CMS Server

Content Management Systems are evolving rapidly. It is very probable that sooner or later you will have to make
a decision to move your existing file content to a new CMS server or version, or even to a different CMS on
premises or in the cloud.

Costpoint CMl links its transactional data to CMS files using internal identifiers that are unique to a particular
server and repository instance. After you move the content to a new server/repository, the internal identifiers are
changed and Costpoint is not able to reference the moved content with old links.

There are two ways to address this problem:
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Keep the old CMS server functional and all files that are attached there. Set up the new server and repository
with the same content type structure. In Costpoint, define two locations for the Content Type: one for old
server/repository and one for the new. The old links will stay active and accessible in Costpoint from old
server while new links can be created for content files on the new server. When setting up the location user
rights, you can completely disable adding new links for files in old location.

Create new a Content Type pointing to new server. Move all files from the old CMS server to the new CMS
server. Use the Import Linked Content Files feature to import the content file links to the new Costpoint
content type. Then delete all the links to old content type.

Import Linked Content Files

To migrate to a new CMS:

In CMS, create a new repository with the same content type definition as the old one.

Copy all the files from the old CMS repository to the new CMS repository.

For SharePoint, upload all the files to the new document library. Make sure that the newly copied files are of
the correct content type. In SharePoint, this means that you have to set the correct default content type
for the library.

Note: Sometimes steps 1 and 2 can be performed using the backup/restore utilities, but that is outside of
this guide’s scope.

Use the Manage Content Types application (SYMCMICT) to create a new Costpoint Content Type that
points to the new CMS repository (SharePoint document library).

Map the Costpoint Content Type properties to the new CMS content type.

Property names and data types must match the old content type properties. The new content type can
have more properties, but all old ones must be there.

Use the Manage Application/Content Links (SYMCMIAL) application to define the application screen links
to new content type.

All the screen links that are defined for the old content type must be also defined for the new.

Map the Content Type Properties to Screen fields.

Mapping can be the same as the old or slightly different. The only restriction is that the selected key fields
must be the same as they were for the old content type.
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Warning: If something is wrong in steps 1to 6, the import action will warn you. You can then go back and
correct the error(s).

7. Use the Manage Content Types application (SYMCMICT) application to query for the new Costpoint
Content Type, and click Import Linked Content Files.

Manage Content Types Mew || Copy | W || Delete | | |4 | < 4nf§E\|shn| |> Pl|| Tabe | |Quey w ||| || X

Identification

Content Type ID* |y @ Deseription ™ inyoice

Content Management System

cMs ID* SHPNT02 ]  Sharepoint 2019 QC Server ) e fguration
Repository Name Costpoint Library INVC3 |
Content Type Name Costpoint Type INVC3 |

Base Folder / |
Attachment Property Attached l (] Show Only Unattached Content Files in the Lookup

Can Be Used As Costpoint File Destination [J Apply User/User Group Access Rights

Allow Content File to Be Linked to More than One Costpoint Record

Content Data Fields CMS Locations Linked Content Files Import Linked Content Files

Manage Content Types > Content Data Fields New || Copy | W || Delate Form || Quary vl o —llOolx

Content Data Content Data CMS Content Lookup Data

~ Field ID* Field Description © Property Position Type * Length Queryable Viewable Editable
INVOICE_AMOUNT INVOICE AMOUNT INVOICE AMOUNT 5 v | Number - Y | |
INVOICE_DATE INVOICE DATE INVOICE DATE 1 v Date v i
INVOICE_ID INVOICE ID INVOICE ID 3 v Text Ad 100 Y
VCHR_NO VOUCHER NUMBER -None- v  Number v N
VENDOR_ID VENDOR ID VENDOR ID 4 w Text A 255 Y
VENDOR_NAME VENDOR NAME VENDOR NAME 2 v Text A4 255 Y

8. On the Import Linked Content Files dialog box, select the From Content Type (old) and To Content Type

(new).
Import Linked Content Files || || X |
From Content Type * | q l
To Content Type * INVC l Invoice I

Import Links

Close

9. Click Import Links.

Before performing the import operation, Costpoint performs the following validation steps and interrupts
the process if something is wrong:
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10.

1.

12.

= Verifies that the old and new Content Type Properties names and data types match.
= Verifies that all application/content type links are entered
= Verifies that all application/content type link keys are the same

= Verifies that all linked files exist in the new repository.

This is the longest step, and if some files are not found you have two options: upload the missing files to the
CMS, or delete the old links to files that do not exist.

If validation fails, correct the error(s) and restart the process.

After all the validation steps are successfully completed, the new links are imported.

After Import operation is completed, use the Manage Content Types (SYMCMICT) application to re-query
for the new content type.

Click the Linked Content Files subtask, and verify the count of linked files for the old and new content
types.

All imported linked files should be listed there.

After you have verified that all the links are functional for the new content type, you will have duplicate
links: one for old content type and one for the new. To clean old links you have to do the following:

a. Delete all the links for old content type in the Linked Content Files subtask of the Manage Content Types
(SYMCMICT) application.

b. Delete all the application/content type links (mappings) for the old content type in the Manage
Application/Content Links (SYMCMIAL) application.

c. Delete the old content type in the Manage Content Types (SYMCMICT) application.

Appendix 5: Set Up Sites.Selected Permissions for Costpoint
App-Only Access to SharePoint

To set up the Sites.Selected permissions:

1.

After you register the application and grant Sites.Selected permission in the Azure portal Entra ID, copy
following ids:

= Application (client) ID

= Application name
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10.

1.

12.

13.

Open Graph API Explorer at https://developer.microsoft.com/en-us/graph/graph-explorer.

In the top-right corner, click the user icon and login to your tenant.

Select the GET method and enter the following URL:
https://graph.microsoft.com/v1.0/sites/root:/sites/[CPSite]

Where CPSite is the name of the site for which to give permissions.

Click the Modify permissions tab and ensure that Sites.Read.All is consented.

Run the GET query

In the results, find the ID (long ID value) and copy it.

Change the URL to https://graph.microsoft.com/v1.0/sites/[long_id_valuel/permissions.

Click the Modify permissions tab and ensure that Sites.FullControl.All is consented.

Run the GET query.

Inspect the permissions.

Change the query type to POST.

Change the request body (replace application ID and name with actual values), and execute the POST
query.

"roles": ["fullcontrol"],
"grantedToIdentities": [
{
"application": {
"id": "[Application (client) ID]",
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"displayName": " [Application name]"

14. Run the GET query again to verify that the site permissions have been granted to the application.

Appendix 6: Set Up ‘Sites.Selected Permissions’ for SharePoint
in GCC High

Create PowerShell Application

Unfortunately, Microsoft does not permit executing the following steps in the user context. You need to create a
new Entra ID application registration for PowerShell, and run the site permissions assignments in the context of
the PowerShell app.

1. Open the Entra ID and App Registrations section.
2. Create a new application and name it as you like (i.e., PowerShell).
3. Record the values for the application (client) ID and tenant ID separately.

4. Record the PowerShell application client ID. Note, this is different than the Costpoint application ID. Tenant
ID is the same. Go to Certificates and secrets and create a new secret key. Record the secret key
separately. You will need these values later.

5. Go to API Permissions and assign the Microsoft Graph API Sites.FullControl.All to the PowerShell app.

Make sure to grant admin consent to this permission.

Note: This Sites.FullControl.All is not a permanent permission assignment used by Costpoint. This is registration
for the application that will be used to assign access to the selected site used by the Costpoint application. This
app registration (PowerShell) can later be deleted or its permissions removed once the process is completed.
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Site Permissions Assignment to Costpoint Application
Open PowerShell

Open PowerShell as Administrator, preferably PowerShell 7. Install the Graph APl module:

Install-Module Microsoft.Graph -Scope CurrentUser

If prompted for installation from untrusted source, select Y.
Authenticate PowerShell Application

The first step is to get the PowerShell OAUTHZ2 access token that will be used for all the following commands:

StenantId = "[your tenant id]"
SclientId = "[PowerShell application (client) id]"
SclientSecret = "[PowerShell application secret]"
Sresource = "https://graph.microsoft.us"
Sbody = @{

grant type = "client credentials"

client id = $clientId

client secret = SclientSecret

resource = Sresource
}
StokenResponse = Invoke-RestMethod -Uri "https://login.microsoftonline.us/$tenant
Id/ocauth2/token" -Method Post -Body S$body
SaccessToken = S$tokenResponse.access_ token

Write-Output S$accessToken

Find the Site ID

We assume that your organization will dedicate a separate site for Costpoint integration. With the Sites.Selected
option, SharePoint remains secure and inaccessible for Costpoint, except for the site that you want to assign.
After you create the dedicated site in SharePoint, you need to retrieve the site ID that is the required parameter
for permissions assignment and inspection. In this command, insert the name of the site that you want to assign
to Costpoint:

SsiteUrl = "https://graph.microsoft.us/v1.0/sites/root:/sites/[name of the site]"
$site = Invoke-RestMethod -Uri $siteUrl -Method Get -Headers @{Authorization = "B
earer SaccessToken"}

$siteld = S$site.id
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Write-Output $siteld

Inspect/Get the Current Permissions

To check the current permissions for the site, use this command:

SpermUrl = "https://graph.microsoft.us/v1.0/sites/$siteld/permissions"

Sperms = Invoke-RestMethod -Uri S$SpermUrl -Method Get -Headers @{Authorization =
"Bearer S$SaccessToken"}

SpermId = S$Sperms.value.id

Sperms | ConvertTo-Json -Depth 10

Delete the Current Permissions

If you made a mistake, you can delete the existing permission that was identified by the $permld value in the
previous step:

SpermUrl = "https://graph.microsoft.us/v1.0/sites/S$siteld/permissions/$SpermId"
Sperms = Invoke-RestMethod -Uri S$permUrl -Method Delete -Headers @{Authorization

= "Bearer SaccessToken"}

Assign full Control Site Permission to Costpoint Application

For this command, you need to replace the following placeholders in the script with the Costpoint application
name and ID from the Entra ID:

SappDisplayName = "[name of the Costpoint application]"
SappClientId="[Costpoint application (client) ID]"
Sbody = @"
{
"roles": ["fullcontrol"],
"grantedToIdentities": [
{
"application": {
"id": "SappClientId",
"displayName": "S$SappDisplayName"

Costpoint Content Management Integration



Deltek

}

"@
Sheaders = @{
Authorization = "Bearer S$SaccessToken"
ContentType = "application/json"
Accept = "application/json"
}
Invoke-RestMethod -Uri $permUrl -Method Post -Headers @{Authorization = "Bearer

SaccessToken"} -ContentType application/json -Body S$body

After the permission assignment is completed, you can run the Get permissions command again to verify
assignment. The result must be something like this:

"Qodata.context": "https://graph.microsoft.us/vl1.0/$metadata#sites ('mydeltekgcc

deV o sharepoint NS %XXXXXX—XX—XXX—XXXX—XXXXXXXXXXXXXXXXXXX—XXXXXXXXXXXXXXXXXXXXXXXX
xx') /permissions",
"value": [

{
"id": "aTowaS50fGlzLnNwLmV4dHx10TcwOWRIMS1jOWJiLTRhYTctYWQ4YSImZmMS5YmQzYWM2

OWRANWYO0ZJjY2YTMtMTBkOCOOMGU2LThkYjJItMTIyZ2jUzN2Y0ZGM1",

"roles": [
"fullcontrol"

1,
"grantedToIdentitiesvV2": [

{

"application": {
"displayName": "Costpoint",
Tid": "XXXXXXXX-XKXXX—XXXXK-XXXX-KXXXXXKXXKXXXX"
}
}
]I
"grantedToIdentities": [
{
"application": {
"displayName": "Costpoint",
Tid": "XXXXXXXX-KXXX—XXXXK-XXXX-KXXXXXKXXXXXX"

Costpoint Content Management Integration 55



Deltek

Costpoint Content Management Integration

56



	Costpoint Content Management Integration
	CMI Terminology
	Functional Overview
	Overview of Linking to CMS Content Files
	Overview of Printing to CMS
	Overview of Importing Documents from the CMS
	Configure SharePoint Authentication
	Configure SharePoint Site and Libraries for CMI
	Costpoint Configuration Utility: Connecting to CMS
	Costpoint to Sharepoint App Only Authentication
	Manage Content Types
	If You Use the Autoload Feature
	If You Do Not Use the Autoload Feature
	If You Use Automatic SharePoint Configuration

	Integrate CMS with Costpoint Applications and Screens
	Key Linking Fields
	Selecting Mapped and Key Linking Fields

	Link Content Files
	Use the CMS as an Alternate File Location
	Maintain Content Links
	Appendix 1: Configuring Office 365 SharePoint Online for Integration
	Appendix 2: Costpoint CMI and SharePoint List View Threshold
	Indices

	Appendix 3: Using File System as CMS
	Appendix 4: Migrating Content to New CMS Server
	Import Linked Content Files

	Appendix 5: Set Up Sites.Selected Permissions for Costpoint App-Only Access to SharePoint
	Appendix 6: Set Up ‘Sites.Selected Permissions’ for SharePoint in GCC High
	Open PowerShell
	Authenticate PowerShell Application
	Find the Site ID
	Inspect/Get the Current Permissions
	Delete the Current Permissions



