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Overview

Security is a critical part of any application. Applications must be secured against disclosure of confidential
information, modification, or destruction of data, misappropriation of resources, and compromise of
accountability. Implementing security measures, such as authentication, authorization, integrity, confidentiality,
and non-repudiation, can secure applications.

This document details how the preceding principles are designed and implemented in Deltek Costpoint®.

Costpoint uses both Oracle WebLogic® and Java' Authentication and Authorization Service (JAAS) frameworks
to authenticate and authorize clients who are interactive users, Web service clients, and application clients.

Authentication

Authentication verifies the identity of an application user. Costpoint performs authentication using a login
process during which the user supplies credentials, such as a username and password combination. When the
user has been authenticated, Costpoint associates a set of identities (also known as principals) with that user.
For example, the user's identities can include his or her username and group membership.

Multiple Authentication Methods Available
Costpoint supports multiple authentication methods so that:

= Internet users and local area network users can access Costpoint simultaneously.
Generally, the following categories of users access Costpoint:

= In-house users: Users who are registered in the company network (Windows Active Directory) and who
typically log into Costpoint only after passing through local network authentication

= In-house users who travel occasionally and Consultants: In-house users who occasionally log into
Costpoint from remote sites without being authenticated in the company network

= Remote Office users: Users who are not registered in the company network and who typically log into
Costpoint via remote sites only

= Companies using Costpoint often have unique security requirements. For example, one company’s rules may
require users to be authenticated on their network before accessing Costpoint. Likewise, a company’s rules
may require Windows Active Directory to log users onto Costpoint.

Costpoint Security 1



Deltek

Description of Authentication Methods

Database

This authentication method supports all Costpoint users. With this method, user credentials are stored in the
Costpoint database.

Database verification requires no extra configuration efforts.
Kerberos Single Sign-on

This authentication method supports only In-house users who are currently logged into the company network
(via Windows Active Directory). This method allows users to log into Costpoint without providing a user ID and
password on the Costpoint Login screen.

Single Sign-On through Kerberos verification requires special WebLogic Server and Windows Active Directory
configuration steps.

SAML Single Sign-on

This authentication method supports only those users that are registered within the company SAML Identity
Provider (AD FS, Azure, Okta, Ping, and so on). This method allows users to log into Costpoint without providing
a user ID and password on the Costpoint Login screen.

Single Sign-On through SAML verification requires special configuration steps to be performed in Costpoint
Configuration Utility and in SAML Identity Provider.

Kerberos Single Sign-on or SAML Single Sign-on

This authentication method supports either in-house users who are currently logged into the company network
(via Windows Active Directory) or those users that are registered within the company SAML Identity Provider
(AD FS, Azure, Okta, Ping, and so on). This method allows users to log into Costpoint without providing a user ID
and password on the Costpoint Login screen.

Single Sign-On through Kerberos or SAML verification requires special configuration steps to be performed in
Costpoint Configuration Utility, WebLogic Server, Windows Active Directory, and in SAML Identity Provider.

OIDC Single Sign-on
This authentication method supports only those users that are registered within the company OIDC (Open ID

Connect) Identity Provider. This method allows users to log into Costpoint without providing a user ID and
password on the Costpoint Login screen.
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Single Sign-On through OIDC verification requires special configuration steps to be performed in the Costpoint
Configuration Utility and in the OIDC Identity Provider.

Kerberos Single Sign-on or OIDC Single Sign-on

This authentication method supports either in-house users who are currently logged into the company network
(via Windows Active Directory) or those users that are registered within the company OIDC Identity Provider.
This method allows users to log into Costpoint without providing a user ID and password on the Costpoint Login
screen.

Single Sign-On through Kerberos or OIDC verification requires special configuration steps to be performed in
the Costpoint Configuration Utility, WebLogic Server, Windows Active Directory, and in OIDC Identity Provider.

Active Directory

This authentication method supports In-house users who are registered in the company network (via Windows
Active Directory) but not necessarily logged into the company network. A user is required to provide a user ID
and password on the Login screen to access Costpoint. This authentication method verifies passwords against
the Windows Active Directory.

Active Directory verification requires special WebLogic Server and Windows Active Directory configuration
steps.

Passkey (FIDO)

This authentication method is based on using private-key/public-key cryptography and is completely
passwordless. In order to log in, a user must possess a valid FIDO device, such as a FIDO USB key, or use a
biometric method (typically a fingerprint, facial recognition, or personal PIN).

Kerberos Single Sign-on or Active Directory

This authentication method supports In-house users and Consultants. It gives users two options for accessing
Costpoint:

* When a user is already logged into the company network (Single Sign-on Kerberos): The user can access
Costpoint without providing a user ID and password on the Costpoint Login screen.

* When a user is not logged into the company network (Active Directory): The user can access Costpoint by
entering a user ID and password on the Costpoint Login screen. This method verifies passwords against the
Windows Active Directory.

Kerberos Single Sign-on or Active Directory authentication requires special WebLogic Server and Windows
Active Directory configuration steps.
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Kerberos Single Sign-on or Database

Similar to the above Single Sign-on or Active Directory method, this authentication method supports in-house
users and consultants. It gives users two options for accessing Costpoint:

* When a user is already logged into the company network (Single Sign-on): The user can access Costpoint
without providing a user ID and password on the Costpoint Login screen.

= When a user is not logged into the company network: The user can access Costpoint by entering a user ID
and password on the Costpoint Login screen. This method verifies passwords against the Costpoint database.

Kerberos Single Sign-on or Database authentication requires special WebLogic Server and Windows Active
Directory configuration steps.

Windows Domain and Active Directory

This authentication method supports In-house users who are currently logged into the company network
(Windows Active Directory). A user is required to provide a user ID and password on the Costpoint Login screen.
This method verifies passwords against Windows Active Directory.

Windows Domain and Active Directory authentication requires special WebLogic Server and Windows Active
Directory configuration steps.

Windows Domain and Database

This authentication method supports In-house users who are currently logged into the company network
(Windows Active Directory). A user is required to enter a user ID and password on the Costpoint Login screen.
This method verifies passwords against the Costpoint database.

This authentication method requires special configuration steps to be performed on WebLogic Server and
Windows Active Directory.

Certificate Single Sign-on

With this authentication method, the user identity is verified through the X.509 certificate installed on a user’s
machine. This is a special use of the Secure Sockets Layer (SSL), where both the WebLogic server and the user
are identified by their own certificates. This is a very strong form of authentication which guarantees that a user
can log into Costpoint only from a machine that has a valid certificate installed. All communication between
server and client is encrypted. This method allows users to log into Costpoint without providing a user ID and
password on the Costpoint Login screen.

This method is targeted to support all Costpoint users. It requires special configuration steps to be performed on
WebLogic Server and on the client machine.

Costpoint Security 4



Deltek

Assign Authentication Methods to Users

Each Costpoint user has an assigned authentication method. You can assign authentication methods to users
using the Authentication tab of the Manage Users screen (SYMUSR).

= An Active Directory ID must be entered for the following authentication methods:
= SAML Single Sign-on
= Kerberos Single Sign-on
= Kerberos Single Sign-on or SAML Single Sign-on
= OIDC Single Sign-on
= Kerberos Single Sign-on or OIDC Single Sign-on
= Active Directory
= Kerberos Single Sign-on or Active Directory
= Kerberos Single Sign-on or Database
= Windows Domain and Active Directory
= Certificate Single Sign-on

= Using certain authentication methods (including Kerberos Single Sign-on, Active Directory, Kerberos Single
Sign-on or Active Directory, Kerberos Sign-on or Database, Windows Domain and Active Directory, Windows
Domain and Database) requires special configuration steps to be performed by your company’s IT team on
the WebLogic Server and Windows Domain Controller machine.

= Using SAML Single Sign-on also requires special configuration steps to be performed by your company’s IT in
Costpoint Configuration Utility and in SAML Identity Provider.

To assign an authentication method to a user:

1. Click Administration » Security » System Security » Manage Users.
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& v O Admin > Security > System Security > Manage Users

New |[Copy | W || Detete | [T ][ 1 0r 1 new [ <5 |[55 |51 ] [ Table || cuery v |m| Ol x

User ID* User Name * '

Information | Workflow Printing Defaults Authentication Web Services User Interface

Authentication Settings 2FA Settings
Authentication Method * (] Passkey (FIDO) (@ MNone
" -Select- (Z)  Mobile Application
FPassword Kerberos Single Sign-on orary Password .
Verify Password Passkey (FIDO) = i
- ) AML Single Sign-on Passkey Effective Date
Active Directory or Certificate ID  |Kerberos Single Sign-on or SAML Single Sign-on g_gups FIN

0IDC Single Sign-on

Federated Identity Provider Kerberos Single Sign-on or QIDC Single Sign-on
Database
(] Allow Access to Integration CorActive Directory ensibility Console

Kerberos Single Sign-on or Active Directory
Kerberos Single Sign-on or Database hcoess

Assigned User Groups Moedule Rights  Application Rights Ul Profiles Passkeys

'Windows Domain and Active Directory v
» = [T e =) o

+

PR PR

) PP PP Pp
Company ID™ Default Taxable Entity ID | Org Security Group 1D Labor S5N Cost Price | AP Tax ID Company Name

k| w [

2. Select a user.

3. Click the Authentication tab.

4. Enter the following Authentication Settings:

Authentication Method: Select the user authentication method (for example, Database or SAML Single
Sign-On).

Password: Enter the user password (required for Database and Windows Domain and Database
authentication methods).

Verify Password: Re-enter the same password to verify its accuracy (required for Database
authentication and Windows Domain and Database authentication methods).

Active Directory or Certificate ID: Select the user ID for login to the Windows Domain. This is required for
Single Sign-on (Kerberos, SAML, or OIDC), Active Directory, Kerberos Single Sign-on or Active Directory,
Kerberos Single Sign-on or Database, Windows Domain and Active Directory, Windows Domain and
Database, and Certificate Single Sign-on authentication methods.

Allow Application Access via Integration Service: Select this check box to allow integration clients (Web
service clients, application clients, and any other programs or services) to log into Costpoint with a
Costpoint user ID (required).

Security Realm and Authentication Providers

The WebLogic Server System Administrator configures the CPRealm security realm to support Costpoint
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authentication. CPRealm is a chain of authentication providers in which each provider or set of providers is
responsible for authenticating users of certain types, including Costpoint users and internal Weblogic users.

The following providers must be configured in the following order to support all Costpoint authentication
methods:

1. CPAuthenticator: Performs all types of authentications for Costpoint users, including Active Directory,
Database, Passkey (FIDO), Windows AD/Kerberos and SAML Single Sign-on.

2. DefaultAuthenticator: Performs authentication for built-in system WebLogic Server service accounts. This
is required for use of WebLogic Administrator console.

@ Home LogOut Preferences Record Help

Q Welcor

Homa >Summary of Sacurity Realms >CPReaim >Providers

Settings for CPRealm

Configuration | Users and Groups | Roles and Policies | Credential Mappings | Providers | Migration

Authentication | Password Validstion | Authorization | Adjudication | Role Mapping | Auditing | Credential Mapping | Certfication Path | Keystores

An Authentication provider allows WebLogic Server to establish trust by validating a user. You must have one Authentication provider in a security realm, and you can configure multiple Authentication providers in a security realm. Different types of
designed to access different data storss, such as LDAR servers or DBMS, You can also configure a Realm Adapter Authentication provider that allows you to work with users and groups from previous releases of WebLagic Server.

[ Customize this table
Authentication Providers

New | | Delete Reorder Sho

Name Description Version

CPAuthenticator Costpoint Authenticator 10

Defaultauthenticator WebLogic Authentication Provider 10

New| [Delete] || Reorder Shoy

Authentication Process at Login

The Authentication process starts with client login requests. In Costpoint, we distinguish two types of clients:
real (interactive) users and integration clients (Web service clients, rich application clients, and any other
programs or services).

Interactive User Login

There could be several distinguished authentication activities that occur in Interactive User Login mode:

= Database authentication

= Active Directory authentication

= Single Sign-On authentication through Client Certificate

= Single Sign-On authentication through Windows AD/Kerberos
= Single Sign-On authentication through SAML or OIDC

» Passkey (FIDO) authentication
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Integration Client Login

Integration clients, such as Web services and Java application clients, log into Costpoint through being invoked
by a third-party tool or program.

= Integration clients must use a real Costpoint user ID to log in.

= Allow Application Access via Integration Service check box must be selected.

= Anintegration client user identity may use one of the following authentication methods:
= Database
= Active Directory
= JWT

= SAML
Database, AD, and JWT authentication methods are based on Web Services UserName Token profile. SAML
authentication is based on Web Services SAML Token Profile.

Note: In case of UserName Token profile, the Costpoint user ID must be sent concatenated with the system
name (for example, SMITH __ DELTEKPROD).

Use two underscore characters “__" as the delimiter between the user ID and the system name.

For SAML, the default (first) system name will be used, or you can send it via a separate SAML attribute
statement or claim with the predefined name “system.”

JSON Web Token (JWT) authentication is based on the JSON Web Signature standard and private/public key/
certificate or PKl infrastructure. You must generate a private key/public certificate pair first and then link public
certificate to Costpoint user account that you want to use for web service authentication. The public certificate
will be used to verify web service credentials presented in the form of signed JWT. You upload the public
certificate using the Costpoint Manage Users function.

ERO0OENE  OOCHOREAE0ER

# % [ Browse Applications > Planning > Administration > System Security > Manage Users

Identification

User ID* IVKINA User Name * User IVKINA (Database/FIDO) qQ

Information =~ Workflow = Printing Defaults | Authentication = Web Services User Interface

Web Services Access Settings
Allow Application Access via Web Services

Authenticate with JWT

JWT Certificate

File Location l Certificate={Common Name (CN): test.ws. Issuer: CN=aleksey_ca_test, OU=cp,

O=deltek, L=herndon, ST=va, C=us. Valid from 2021-10-29 to 2022-10-29}
File Name

Validate Certificate Add Certificate Remove Certificate

Company Access Assigned User Groups Module Rights Application Rights
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Once you have the verification certificate linked to user account you can generate a JWT and have it signed
using a private key. In order to be successfully recognized and validated by Costpoint JWT must contain a few

required claims such as “sub”, “iat”, “nbf”, “exp” and “alg”. Note that for security reasons minimum required length
of RSA key must be at least 2048 and SHA256 hashing must be used.

HEADER: ALGOR M & TOKEN TYPE

“typ": "JWTY,
"kid": k1",
"alg": "RS256
}
PAYLOAD: DATA

"exp": 16440804579
"jtit: "Y7c¢78-zct2

"iat": 16446003
"nbf":
"sub":

Use signed JWT as a password in web service username token profile call. For example:

Params Authorization Headers (9) Body @ Pre-request Script Tests Settings @ Cookies

none form-data x-www-form-urlencoded @ raw binary GraphQL XML ~ Beautify

1 <spapenv:Envelope xmlns:cpw="http://wwu.deltek.com/enterprise/integration/ws/cpuwsgenericmodule” xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/
.

2

3 <sopapenv:Header>

4

5 <wsse:Security soapen stUnderstand="1" xmlns:w "http://docs.oasis-open.org/wss/2884/81/0asis-200401-wss-wssecurity-secext-1.0.xsd">

6 <wsse:UsernameToken wsu:Id="unt_MjgwNjA40GMzZGMz" xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/0asis-200481 -wss-wssecurity-utility-1.9.xsd">

7 <wsse:Username>CPSUPERUSER__CTB81DEOQ19</wsse:Usernama>

8 <wsse:Password Type="http://docs.oasis-open.org/wss/2004/01/casis-200401-wss-username-token-profile-1.
B#PasswordText " >eyl@eXAi0iJKVIQiLCIraWQi0iIrMSIsImFsZyI6I1ITMIU2ING.
ey]1eHAi0jE2NDQWMDQINzks Tmp@aST6T1k3Yzcwl XpjdDICNXdTX3IRWEVYZmcil CIpYXQi0jE2NDQuMDM2Nzks Im51 71 I6MTYBNDAWMzU10Swi c3ViTjoiQ1BTVVBFULVTRVIiFQ
F3LzNHj4_znOMOmK2gVAmbi58WcNIe-bu5zu6iwVY1b3P6JA1IjDNoIzxTxSitWY2ruRCxXxmbHABRyexetGxnxktlO@loefcct9g2EmZIKjeD25 - 5UwIbjKCvqlc9jKlszvfjIvkSl
5PiewN72beRm-c5igBaBQlJla%elnk6Aplb_G-JYQIEKOF8kn05aTG2EHKOpD12t3FGGbVWhvUWM2KAFAFputejh51MU9ymDIHR7DE09YCQCAWsGeokDUHXmxopCszrgBATHHS155@
FYPYo@wC56L9-0iCWZ7C0-GBtXFyvwSmzxNcldcc8IwpDHOad5pK_3T56rza_ZxIxcQ</wsse:Password>

9

18 </usse:UsernameToken>

11 <fusse:Security>

12 </soapenv:Header>

13

14 <sopapenv:Body>

15 <cpw: cpwwsgenericimport>

16 <cpw:systemName>CTB81DEC19</ cpw: systemtlame>
17 <cpw: companyId»1</cpw:companyId>

18 eonuedocnmants
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Two-Factor Authentication

Two-factor authentication (2FA) is an extra layer of security that verifies the identification of users using a
combination of two different components, such as the username/password component and the one-time
passcode component. The one-time, 6-digit random number passcode is either generated by Costpoint and
securely emailed to a user's email address or generated separately by a user on a mobile device through one of
the available 2FA mobile applications such as Duo Security or Google Authenticator.

Users can also use a passkey instead of having one-time passcodes. With Passkey (FIDO) credentials, there's no
looking at codes and re-typing. A user either inserts a personal Security Key into the computer's USB port when
asked or proves his/her own identity through Windows or Android PIN or even biometrics (for example, face
recognition, fingerprints, or a BLE (Bluetooth low energy) device).

Supported 2FA Models
Costpoint supports the following models:

= Email: With this model, Costpoint generates a one-time passcode and sends it to a user's email address or
mobile phone via SMS or produces a native notification on a user’s registered device. During login, the user
enters the received one-time passcode along with their username/password combination.

= Mobile Application: This model is a disconnected 2FA model where a one-time passcode is separately
generated on the user's mobile device. During login, the user enters the generated one-time passcode along
with their user name/password combination.

= Passkey: This model is a disconnected 2FA model where one-time passcodes are not generated or even
required. Instead of having one-time passcodes, users insert a personal USB stick/device into the computer’s
USB port (Yubico, Feitian, or similar USB key) or BLE device or use a biometric method such as a fingerprint,
facial recognition, or personal PIN when asked at login.
Passkeys provide protection beyond what one-time passcodes already support. For example, sophisticated
attackers could set up a lookalike site that asks a user to provide a one-time passcode to them instead of
Costpoint. Passkeys offers better protection against this kind of attack because it uses cryptography instead
of one-time passcodes and automatically works only with the website it is supposed to work with.
Note that Passkeys are supported by the latest Chrome, Edge, Safari, and Firefox browsers.

User PIN

In addition to a one-time passcode, a user may be asked to verify their identity through a personal four-digit
personal identification number (PIN). This PIN is stored in User Preferences and may be required on the login
page based on the Costpoint System Settings.

Authentication Methods

2FA can be enabled for a user with authentication method that requires entering user name/password
combination on login page. Such methods are Database, Active Directory, Kerberos Single Sign-on or Active
Directory, Kerberos Single Sign-on or Database, Windows Domain and Active Directory, Windows Domain and

Costpoint Security 10
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Database.
2FA System Settings

You can change the 2FA system settings on the Configure System Settings screen. System administrators
control the following settings:

= User PIN Required: Selecting this check box indicates that the user’s PIN is required during the login process.

= Passcode Valid For: This setting determines the time interval during which the passcode is valid.

= New Passcode Required After: This setting determines the time interval for which a new passcode won't be
required at login.

= Login Help Desk Message: This field allows the system administrator to enter a message that displays at login

when using 2FA mode.

These settings are effective for all users that have 2FA enabled on the Manage Users screen.

Login Settings 2FA Authentication

Login Help Desk Message

This is a test for help desk message on generating one-time  [7]
(] verify Employee Status at Login Passcode Valid For* 5 [Minutes v/ |Passcodefor MFA

Disable Inactive Users Period (Days)* ] (] User Pin Required
() Allow to use PIN on a mobile device New Passcode Required After 0 [Minutes v

FIDO Settings Capability URL Settings Password Complexity (Used ONLY for Database Authentication)

[ Enforce Device Attestation URL Valid For* 21 Minimum Length 8 (] Require Number

[ Encrypt offline data on laptops Password Life (Days)* 95995  []Require Mixed Case
Hours v
() Require Special Character

2FA User Setup

2FA user settings are configured on the Manage Users screen. System administrators can enable the 2FA mode
for a user and select either the Mobile Application, Email, or Passkey (FIDO) 2FA model. The user’s PIN can also
be entered here as well as on the User Preferences screen. The Effective Date field controls the 2FA start date/
time, thus allowing users to have some grace period to complete additional 2FA enrollment steps, such as
setting up and configuring a 2FA account on a mobile phone.

Costpoint Security
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# W [I Browse Applications > Planning > Administration > System Security > Manage Users

> Identification New |[ Copy [ ¥ |[ Delete || | PR ot ew [ 5](57] [ Tette [ cuey [ v [ @ ][] X |
UserID* User Name * I
Information | Workflow = P Defaults ~ Authentication  User Interface
Authentication Settings 2FA Settings
Authentication Method * [Active Directory v [ FIDO Single O None
Sign-on
Password Generate Temporary Password O Mobile Application
"@| Email
Verify Password O FIDO Effective Date g/30/2021
Active Directory or Certificate ID (0 Manage User Groups PIN
in Active Directory
[J Allow Access to Integration Console [J Allow Access to Extensibility Console [ Allow Application Access via Integration Services

Company Access Assigned User Groups Module Rights  Application Rights Ul Profiles  FIDO/Biometric Devices

With the 2FA Email option, the 2FA login mode is effective immediately. Next time a user tries to log in to the
system, a temporary passcode will be required.

With the 2FA Mobile Application mode, additional steps are required to complete the 2FA enroliment. First, the
user has to install a 2FA mobile application such as Duo Security or Google Authenticator on their mobile device.
Next, the user has to display the 2FA Activation Barcode report and scan the generated image by using the
previously installed 2FA application.

Company 1 (CS80REGM) Deltek Costp

Bl OBENE 08

% [0 Browse Applications > Admin > System Administration > SygERIET EVA - W TN (R[]

+ ldentification Current Record Information - Horizontal Layout

Current Record Information - Vertical Layout

User ID User Name ™
CPSUPERUSER Asaka, Les Queried Records Information - Horizontal Layout

User Information
Default Information Default Report Deliver, {Batch Mode|
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SuperTech, Inc.
2FA Activation Barcode e T
01.203 EM

User:

Privacy Statement
™

is confidensial informasion

And finally, the user has to run the Complete 2FA Enrollment action, which will enable 2FA mode.

[ TRl =e I ¥ Deltek Costpoint
Select this action to complete 2FA enrollment.

#& % [0 Browse Applications RS 1L System Administration Controls = Configure User Preferences 1 e
- Generate FIDO Device self-registration link — —
« Identification {14 |1 or1 exsomg [ | |l 01| | 1 || — {3 ]| X |
Show/Hide Screen Controls - R —
User ID CPSUPERUSER . Leslie SC.P.A

User Information

Default Information Default Report Delivery Options Phone

Reporting Company | Airboats Unlimited ) []System Printer 7] Download Phone  703-555-7170 2124

The next time the user tries to log in to the system, a temporary passcode will be required.

Welcome @

Username

[

Password

| One-time passcode  [sees
<8

SHOW ADDITIONAL CRITERIA

One-time passcode authentication

Permanent PIN [reee]

Leg In IorCanc&I

With the 2FA Passkey mode, additional steps are also required to complete the 2FA enroliment. First, Passkey
mode requires the user to configure one of the 2FA base or backup modes: Email or Mobile Application. This is
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necessary if the user’s device does not support Passkeys. Then they can still log in to the system with a one-time
passcode provided either through email or by the user's mobile phone. Second, the user has to register their
Passkey in User Preferences by clicking the Create Passkey button and following the onscreen instructions.

Create a passkey b 4

Create a passkey to start signing in with just your fingerprint, face, or screen
e @ lock. You can create a passkey on this device or use another device, like a
._9\_. phone or hardware security key.
=]

Learn more

The next time the user tries to log in to the system, the Passkey will be required.

Install 3,

USERNAME Windows Security
VKINA . 0
Maklng sure It's you

PASSWORD Please sign in to ashv1463.ads.deltek.com.

This request comes from Chrome, published by Google LLC.

Remember me

Please enter your security key PIN.

Please wait R ‘ L’e: arity Key PIN |

-+ ADDITIONAL CRITERIA
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PIN Authentication on Mobile Device

Users that run Costpoint on mobile devices may be able to log into the product by just providing a 4-digit PIN
instead of a password. This feature must first be enabled/allowed by the System Administrator in the Configure
System Settings application.

To enable Login with PIN on a mobile device:
1. Click Administration » Security » System Security » Configure System Settings.
2. Go to the Corporate Settings subtask, and click the Security Settings tab.

3. Select the Allow to use PIN on a mobile device checkbox and save changes.

<img src="./media/imagel7.png" style="width:6.5in;height:2.25in" />
<p>&nbsp; </p>

At the very first login only, a user on a mobile device will still be prompted to provide a password to verify their
identity.

@ s//costpointteea.deltek.com [

Deltek Costpoint

Username
DEL_MGR

Password

System @
TET0RLADBM!1

Log In

L

HIDE ADDITIONAL CRITERIA

-_App\icarion Li]
TMMTIMESHEET

Company @

After the correct password is provided and verified, the user will be given the option to store PIN for next login.
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T.491%M 6:54 PM

@ 3//costpointteea.deltek.com K|

Re-enter your PIN code to confirm:

BN

Note: PIN protection is optional and can be

| *

skipped.
1 2 3
4 5 6
7 8 9
0 «—

After the PIN is confirmed, the same user on the same mobile device will be able to log into Costpoint by
providing the PIN only. The password won't be required.

@ ://costpointteea.deltek.com K|

Welcome
Enter PIN to log in:

LU
1 2 3
4 5 6
7 8 9
0 «—
Reset PIN
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Timesheet: Jones, Deltek M
_DEL MGR Open 01/20/2017

Add Line to Favorites ‘ -gf |V L New v J [Form ]
] Proj
Bl Lab Mon Tue
Description Project Cat Or [1/16/17 | 1/17/17
Missle 20002 1
Command
Siok LEAVE SCK U
Vacation LEAVE.VAC 1
Regular
Overtime
Total
« > < >

Set-Up Steps Required for Each Authentication Method

If you want to use the Costpoint Database authentication method, you do not need to perform any extra
configuration steps. However, all other authentication methods require some special configuration.

Each of the configuration steps is described later in this guide.

Authentication Method

Configuration Steps Required

Database

None

Active Directory

Windows Active Directory Setup

Passkey (FIDO) None
SAML Single Sign-On SAML Setup
OIDC Single Sign-On OIDC Setup

Kerberos Single Sign-On

Single Sign-On Setup (Windows AD/Kerberos)

Kerberos Single Sign-On or SAML Single
Sign-On

Single Sign-On Setup (Windows AD/Kerberos) and SAML Setup

Kerberos Single Sign-on or Active
Directory

Single Sign-On Setup (Windows AD/Kerberos) + Windows Active
Directory Setup

Kerberos Single Sign-on or Database

Single Sign-On Setup (Windows AD/Kerberos)

Windows Domain and Active Directory

Single Sign-On Setup (Windows AD/Kerberos) + Windows Active

Costpoint Security

17



Deltek

Authentication Method Configuration Steps Required
Directory Setup
Windows Domain and Costpoint Single Sign-On Setup (Windows AD/Kerberos)
Database
Certificate Single Sign-on Certificate install on the client machine

Windows Active Directory Setup

To enable authentication of Costpoint users with Windows Active Directory:

1. Configure the Windows Domain Controller and Active Directory.

The Active Directory service is the distributed directory service that is included with the Microsoft®
Windows Server operating system. It enables centralized, secure management of an entire network. A
domain controller is a server that is running a version of the Windows Server operating system and has
Active Directory installed.

Attention: For more information on how to set up the Domain Controller and Active Directory, refer to
Microsoft documentation.

2. Update the Windows Active Directory settings using Configuration Utility:
a. Click Add on the Weblogic » Security tab to enter a unique name for the LDAP server.
b. Enter the domain name, the domain controller hostname, and the port.

c. Click Test to verify the connectivity to LDAP server.
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4| Product Configuration Utility Version 7.1.1 =NAEN X
Product | Weblogic | Dedicated Servers Logging rRenorting s | CMS |

=

e
Lockout Enabled Lockout Threshold |5 Lockout Duration (min) (30 Lockout Reset[)Non {min) |5

r Authentication Providers
\ Select Authentication Provider |AD{AIISystems} |v|| Add || Clone || Removi |

|Active Directory (AD) |~ | | |

AD Dom |esdtest1.com | Host Addressip [105.32.17 | port 389 | SsL

| SP Federation Metadata XML |

SP Entity ID{URL)

IdP Federation Metadata XML

Load/Default All Parameters | | Load Certificates Only |

SP Initiated Sign-in (use Costpoint login page)
® Disabled

) WSFED WS-FED Endpoint URL

) SAML Sign-in URL
Sign-out URL

rWindows AD/Kerberos Single Sign On (S50)

[]Enable $SO KeyTab Folder

- Authentication Troubleshooting
[] Log Authentication Debugging Details [ | Log Kerberos Login Details

Attention: For detailed information about the Costpoint Configuration utility, see the Deltek Costpoint 8.2
Configuration Utility Guide.

Note: You can configure multiple LDAP servers/domains. A user will be authenticated against each server/
domain until authentication succeeds.

Update User Setup

The Costpoint Administrator must also assign the Active Directory authentication method to each user who will
use it. Use the Manage Users (SYMUSR) application to make this assignment.

To assign the Active Directory authentication method to a user:

1. Click Administration » Security » System Security » Manage Users.

2. Select a user.
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Click the Authentication tab.

Enter the following Authentication Settings:

= Authentication Method: Enter Active Directory.

= Active Directory or Certificate ID: Enter the Active Directory user ID.

Save your changes.

Repeat these steps for any users who should have Active Directory authentication.

a Browse Applications > Admin

'3 Identification

User ID*
Information | Workflow

Authentication Settings

Password

Verify Password

Authentication Method *

Active Directory or Certificate ID

Alluw Access to Inlegration Console

efaults

DOCRNOREAE

> Security > System Securily > Manage Users

User Name *

Authentication  User Interface

|Active Directory w| [ SAML Single
Sign-on

Generate Temporary Password

Manage User Groups
in Active Direclory

Allow Access to Extensibility Console

New || Copy | ¥ || Delete |:|| . :::| Table || Query v| ™1

2FA Settings

[J FIDO Single None
Sign-on
() Mobile Application
O Email
FIDO Effective Date

PIN

Allow Application Access via Integration Services

Company Access  Assigned User Groups ~ Module Rights  Application Rights

1t O

X |

Ul Profiles

| deksey_sso

! Alowed RODC Password Replication ..
LAP_VOUCHERS

) Boris

| Cert Publishers

, Costpant

 Costpaintshared

) Couser

|, Deried RODC Passord Replicaton ..
 DiscaverySearchiMalbox {09 19BADS...

User

Security Group - Domain Local
Security Group - Universal
User

Security Group - Domain Local A r Properties ﬂn

User
User
User
Security Group - Domain Local
User

Members in this group can...

General | Members | Member Of | Managed By |
Ohject | Securty Abute Edtor

Hrutes:

sAMAcoouniType 268435456 = (GROUP_OBJECT)
secretary <ot set>
securtyldentiier <ot seb>
securtyProtocal <ot set>
showhAddressBook  <not set>
showhAdvancediie..  <not set

slDHistory <ot sef>
submissionCortlength <ot set>
subRefs ot set>
supplementalCredenti... <ot set>
systemFlags <ot seb>
lagetAddress ot e =

telephoneNumber <ot set> _H
Edi Fter

’Tl Cancel | Logly | Help |

|, Dnsidrins Security Group - Domain Local
|, DnslpdatePraxy Security Group - Global
|, Domain Adnins Security Group - Global
| Domain Camputers Security Group - Global
!, Domain Cantrolers Security Group - Global
|, Domain Guests Security Group - Global
|, Domain Users Security Group - Global
"Enterpnse Adrins Security Group - Universal
|‘H Reat-orly Domain Cantrol .. Securiy Group- U |
 Exchange Online-AppicationAccount ~ Lser
FederatedEmal 44088173414, User
| Group Policy Creator Onners Security Group - Global
i Guest User
 ivkina_ldap User
skibigt User
) lezstro_ldap User
\ leastro_sso User
)ldap 1 User
) ldzn2id User
) iz idap User
i Migration, 83e7716-2011-43e4-9b..,  Lser
Sequrity Group - Domain Local

LRAS and IAS Servers

SETETS TG ooy G
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7. Repeat the above step for each Costpoint group that needs to be synced up with Active Directory group.

User Groups
rd 5 i . Active Directory 1D
ser Group 1D Name (sAMAccountName)
v ALL Permit full access all madulas A
v| AMUSRGRP tast AllUsr2 =
| BILLMGR Billing Managers BiliingManagers
| CPE CF USER GROUPR 1 CPE
| CPE2 CP USER GROUP 2 CPE2
| DMOIRECTORS DN Directars DmDirs v
Assign Users to Grou
Assign Users to Group | New |
Ed User * Name Company *
2016AE1 Abate, Amanda ALL A
9439 Will, Thomas R ALL :
9441 Scally, Janice P 1
ACODILLA ANMNE CODILLA ALL
ACODILLA_ES ANNE CODILLA ALL
ACODILLA_FR ANMNE CODILLA ALL
ACORIZA Aileen Alcoriza ALL
ADDBA Bernardo, Flana ALL
ADDMA Faord, Crystal ALL v

SAML Single Sign-on Setup

Costpoint can be configured to act as a SAML Service Provider to allow users to log into the system in SAML
Single Sign-On (SAML SSO) mode. In this scenario, users do not provide credentials such as password or MFA
on the Costpoint login page. Instead, AD FS or Azure Active Directory or any other SAML compliant server acts
as a SAML Identity Provider responsible for verifying the user’s identity.

There are two sign-in scenarios in case of SAML SSO:

= Costpoint initiated sign-in (SP-initiated sign in).
= SAML Identity Provider (AD FS, Azure, or other) initiated sign-in (IdP-initiated sign in).

Costpoint Initiated Sign-in

The following table outlines the steps for Costpoint initiated sign-in.
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1

The user goes to the Costpoint login page and provides a user name. The user does not type the
password but instead tabs out of Username field or clicks the Log In button.

Deltek.

USERNAME

PASSWORD APPLICATION VALIDATION FREQUENCY
Enter a vaid password ? Feid

SYSTEM COMPANY LANGUAGE

CJRemember me

©2018 Deltek, Inc. Mobile QR Code Help Legal Statement

Costpoint redirects the user to the AD FS or Azure or other SAML server login page where the user
provides credentials (user name, password, biometrics, certificates, MFA, and so on).

We have a new sign-in experiencet x
Try it now

Costpoint

Work or school, or personal Microsoft account

alekseyivkin@delteko365.0n...

Keep me signed in

Can't access your account?

The user's identity is verified by SAML provider (AD FS, Azure, or other), and a SAML authentication
token is issued. The user is redirected back to Costpoint, where Costpoint verifies the SAML
authentication token. If token is valid, the user is allowed into Costpoint.

SP initiated sign-in in Costpoint is done through SAML or WS-FED protocols. After initiating the sign-in process,

the SAML Provider verifies user credentials. Upon successful verification, the SAML Provider issues SAML
assertion to the Costpoint login module. The Costpoint login module verifies the SAML assertion and lets the

user into the system upon successful verification.

The System Administrator can always disable Costpoint Initiated sign-in through Costpoint Config Utility »
Weblogic » Security » Authentication Provider settings.
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| £ Product Configuration Utility Version 8.2.0 Build 20251119 - o w

General Systems Weblogic | Dedicated Servers | Logging | Reporting us | cMms

Main 'f Security |

r User Lockout Options.
[¥] Leckout Enabiled Lockout Threshold |5 Lockout Duration (min) |30 | Lockout Reset Duration (min) |5

Authentication Providers

- : . |

Select Authentication Provider |AZURE ( All Systems | - Add | | Clone |  Remove | & |
Type SAML (AZURE} - L_| For native "Costpoint Time and Expense® app only
AD Domain [ | Host Addressap Port [ use ss1 Test
SP Entity ID{URL) :hHDS:-'."I.I 5207902_82 5P Federation Metadata XML

L
ldP Federation Metadata XML ;1| onmetadata2007-06 ederationmetadata xmi?appid=TTb0826-2138-4227-0626-2e 1606481 cE:

i Load/Default All Parameters Load Certificates Only

SP Initiated Sign-in (use Costpoint login page)
® Disabled

) WS-FED WS5.-FED Endpoint URL

) SAML Sign-in URL
Sign-out URL
[+] Enable SAML Sign-out

The System Administrator can also disable the redirect from the Costpoint login page to the SAML Provider login
page due to company security restrictions. To do this, the System Administrator needs to modify the Costpoint
enterprise.properties configuration file and run the “Rebuild Global Settings>Reload All Settings” function.

The IdP initiated sign-in flow described next is always enabled.
Identity Provider Initiated Sign-in

The following table outlines the steps for Identity Provider initiated sign-in.

Step | Description

1 The user logs into the SAML Provider (AD FS, Azure, or other) portal.
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Step | Description

2 The user clicks the Costpoint application icon configured in SAML provider portal.
B® Microsoft cos‘rpomﬁ?;s;{ R
Apps O search apps

n Costpoint Azure portal

3 SAML provider (AD FS, Azure, or other) issues a SAML authentication token and redirects the user to
Costpoint, where Costpoint verifies the SAML authentication token. If the token is valid, the user is
allowed into Costpoint.

The Costpoint-side configuration process may vary depending on which SAML Identity Provider is selected to
verify users’ credentials. Generally, the overall process consists of three main parts:

1. Update the Costpoint Configuration Utility to add the SAML server to act as a SAML Identity Provider.

2. Select and configure SAML Server (AD FS, Azure, or other) to act as the SAML Identity Provider. You can
select only one SAML Identity Provider for this configuration.

3. Activate SAML SSO mode for Costpoint user accounts.
Configure SAML Single Sign-on between Costpoint and SAML IdP
Setting up SAML Single Sign-on between Costpoint and SAML Identity Provider requires changing configuration

on both sides. Typically, you start configuring initial settings in Costpoint Configuration Utility. Then, having
Costpoint (SP) SAML metadata, you complete IdP setup.
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Finally, having |dP SAML metadata, you return to Costpoint Configuration Utility and complete Costpoint (SP)

SAML configuration. Both parties, Costpoint and IdP, have their own SAML metadata. Usually, SAML metadata is
defined through FederationMetadata.xml file. You generate Costpoint FederationMetadata.xml using one of the
approaches:

1.

Download Costpoint FederationMetadata.xml from your Costpoint Server public URL.

Open browser and navigate to Costpoint FederationMetadata.xml URL. For example:

= http://us202268:7009/FederationMetadata/2007-06/FederationMetadata.xml
= http://myhost/CPWeb/FederationMetadata/2007-06/FederationMetadata.xml

This URL is public. You don't have to be logged in into Costpoint to download FederationMetadata.xml.

[ us202268:7009/FederationMetar X +
FederationMetadata/2007-06/FederationMetad f“w\

&« c O Mot secure | us202268:7009/| tadata/2007-0 data.xm
M gmail deltek misc ___/ = | B S|

= - e —— .
=] A e e ) ” ‘= ClUsers\alekseyivkiniDow... | | i 59 €83
AV S

File Edit View Favorites Tools Help

<7xml version="1.0" enceding="UTF-8"7>
- <md:EntityDescriptor xmlns:md="urn:oasis:names:tc:SAML:2.0:metadata"
entityID="http:/ /localhost:7009">
- <md:RoleDescriptor xsi:type="fed:ApplicationServiceType"
protecclSuppertEnumeration="http:/ fschemas.xmlsoap.org/ws/2005/02/trust
http://docs.oasis-open.org/wsfed/federation/200706"
xmins:xsi="http://www.w3.0org/2001/XMLSchema-instance"
xmins:fed="http:/ /docs.oasis-open.org/wsfed/federation/200706">
- =fed:TargetScopes=
- <EndpointReference xmins="http://www.w3.0rg/2005/08/addressing">
<Address=http:/ /localhost:7009 < /Address =
</EndpointReference:
L FederationMetada..xml </fed:TargetScopes>
- «fed:PassiveRequestorEndpoint>
- <EndpeintReference xmins="http://www.w3.org/2005/08/addressing">

0 DeltekCostpal

up <Address>https: [ flocalhost:7009/LoginServilet.cps</Address>

a- DeltekCostpal </EndpointReference:

«/fed:PassiveRequestorEndpoint:»
e DeltekCostpd| </md:RoleDescriptor>
- =md:S5PSS0ODescriptor
a 0 DeltekCostpal protecolSuppertEnumeration="urn:oasis:names:tc:SAML:2.0:protocol”
WantAssertionsSigned="true" AuthnRequestsSigned="false":
r VE DeltekCostpal <md:MamelDFormat>urn:oasis:names:tc:SAML:1.1:nameid-
. format:emailAddress</md:MNameIDFormats=
a DeltekCostpg) <md:AssertionConsumerService isDefault="true" index="0"

Location="https:/ flocalhost:7009/LoginServiet.cps"
Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST"/=
</md:SPSS0Descriptor>
«</md:EntityDescriptor=>

s DeltekCostpal

fif  DeltekCostpol

0 DeltekCostpal

‘act

Generate Costpoint FederationMetadata.xml using Costpoint Configuration Utility.

Within Costpoint Configuration Utility, go to Weblogic »Security » Add SAML Authentication Provider and

click SP Federation Metadata XML. Follow the instructions to generate the Costpoint
FederationMetadata.xml file.
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Product | Weblogic rDedicated Servers |/Logging |/Reporling ns CMS |
Main Security

rUser Lockout Options
Lockout Enabled Lockout Threshold |5 Lockout Duration {min) |30 Lockout Reset Duration (min) |5

r Authentication Providers
Select Authentication Provider |ADF $1 (C¥1RADO ) | - | | Add | | Clone | | Remove |
Type |SAML (ADFS) [~] | | \
AD Domain Host Address/IP Port [Juse S5L Test ™
SP Entity ID{URL) |hﬂp:s’flocalhost?009 \ | | SP Federation Metadata XML | '

i - - o
IdP Federation Metadata XML |htlps:ﬁ[y0ur adfs host]J’Federanonrﬂetadata!MFederatlonrdetadata.xml /
i__
| Load/Default All Parameters | | Load Certificates Only |

| £| Generate Costpoint Federation Metadata XML | & |

tion Costpoint Federation Metadata XML file. You can use this file to set up Costpoint application within your SAML Provider

[

g 5 used for

Enter Folder |citemp

P

Message | |

@ Costpoint_SP_FederationMetadata.xml file was created.

[Windows AD/Kerberos Single § ‘

[ Enable S0 KeuTah Ei

§Qv| . v Computer Qrstem (C) » temp » ) v |Jv’| Search temp
Organize * & Open ~ E-mail urn Mew folder 4==
w0 Favorites blame

Bl Desktop | _temp
4 Downloads 5T

15| Recent Places Costpoint_SP_Federation Metadat_aM

3. Login to Costpoint and open System Integration Account (SYMINTGR) application.

Follow the instructions on the screen and generate the Costpoint FederationMetadata.xml file on either one
of the integration tabs available (for example, ADFS, Azure or SAML (Other) integrations).

Use Costpoint (SP) Federation Metadata XML to register Costpoint SAML application/connection within your
SAML IdP. You can either upload the Costpoint FederationMetadata.xml file or update the settings manually
using your SAML IdP console.

After you have set up Costpoint SAML application/connection within your SAML IdP, you can generate or
download IdP Federation Metadata XML. Then, having the IdP Federation Metadata XML file, you return to
Costpoint Configuration Utility and complete SAML setup.

Configure SAML Single Sign-on between Costpoint and Microsoft AD FS

1. Open Costpoint Configuration Utility and navigate to Weblogic » Security.
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2. Click Add to add new (SAML) Authentication Provider.

Provider can be added for a specific system or for all systems.

3. Enter a unique name for the Authentication Provider.

(General | systems | Weblogic | Dedicated Servers | Logging | Reporting | IS | CMS |

Main Security

r User Lockout Options

Lockout Enabled Lockout Threshold |5

| Lockout Duration gmin) |30

r Authentication Providers

SP Entity ID(URL)

IdP Federation Metadata XML

SP Initiated Sign-in (use Costpoint login page)
) Disabled

) WS-FED WS-FED Endpoint URL

) SAML Sign-in URL
Sign-out URL

Select Authentication Provider |ACTIVEDIRECTORY (Al Systems) [v| | ada | | cione | | T |
Type [Active Directory (AD) | v |
AD Domain |ads.de|tek.com |£] Add New Authentication Provider

]
X ress/P @

Enter New Authentication Provider id |AD FS

Select System For new Authentication Provider

) All Systems W Specific |CTBsDMDEM16

Parameters

~Windmue ANIKarharne Sinnla Sinn Mn (€SN

4. For the Type, select SAML (ADFS).
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General Systems Weblogic rDedicated Servers rLogging rReporting s CMS|
Main Security

rUser Lockout Options

Lockout Enabled Lockout Threshold |5 | Lockout Duration (min} |30

A ication Providers
Select Authentication Provider |ADFS { CTBBOMDEN16 ) [~] | Add | | Clone | | Remove |
Type |SAML (ADFS) |~
AD Domain |ads.deltek.com| | Host Address/IP

SP Entity ID{URL) |hﬂps:s’s’us205535:?010

IdP Federation Metadata XML |https:h'[y0uradfs hostlFederationMetadata/2007-06/FederationMetadata xml

| Load/Default All Parameters

SP Initiated Sign-in {(use Costpoint login page)
() Disabled

) WS-FED WS-FED Endpoint URL

) SAML Sign-in URL
Sign-out URL

r Windows AD/Kerberos Single Sign On (S50)

Enable S50 KeyTab Folder |C:J’deltek,l'coslpointl'smkeytabs

r Authentication Troubleshooting

[_] Log Authentication Debugging Details [ | Log Kerberos Login Details

5. Optional. Enter the AD Domain name.

Domain is your company’s SAML IdP (Windows AD) domain. It is used as a hint only to build the SAML user
logon name during SAML IdP initiated sign-in. The system concatenates the Domain value with the Active
Directory ID entered on the Manage Users. For example, if the Active Directory ID from the Manage Users
configuration is john.smith and the Domain is us.mycompany.com, the system will use
john.smith@us.mycompany.com as a default value for the SAML user account logon name on the SAML IdP

login page.
Note: A user can always modify the SAML user account logon name before signing in to SAML IdP.

If the users authenticate from multiple SAML IdP domains, you can leave the Domain field blank and enter
the fully qualified user logon name for Active Directory ID on the Manage Users screen for each user (for
example, john.smith@us.mycompany.com, not just john.smith).

6. Enter the SP Entity ID (URL).

SP Entity ID (URL) is defaulted by Enterprise App External URL. You can change this value to use another
identifier for the SP Entity ID (URL). The value must conform to URL syntax and start with either http or
https protocol. For example:
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= https://my_adfs_test_system1
= https://costpoint_system_prod
= https://costpoint_system_dev

The value is case-sensitive. It must match exactly (including the case) to the Relying party trust identifier in

AD FS.

7. Click SP Federation Metadata XML and follow the instructions on the screen to generate the
Costpoint_SP_FederationMetadata.xml file.

(General rSystems |/Weblogic r[}edicated Servers rLogging |/Reporting |/IIS rCMS |

r User Lockout Options

Lockout Enabled Lockout Threshold |5 Lockout Duration (min) |30 Lockout Reset Duration (min) |5

r Authentication Providers

Select Authentication Provider |ﬁDFSICT380MDEH16} |v| | Add ‘ | Clone | ‘ Remove |

Type ‘SAML{ADFS} ‘v| | ‘

AD Domain |ads.deltek.com| | Host Address/P Port [ use sSL Test
SP Entity ID{URL) |https:/us205636:7010 | | SP Federation Metadata XML ‘

IdP Federation Metadata XML |htlps:ﬁ[y0ur adfs hostiFederationMetadata/2007-06/Federanonmaaoara

‘ Load/Default All Parameters | | Load Certificates Only ‘

SP Initiated Sign-in (use Costpoint login page)
(@ Disabled

) WSFED WS-FED Endpoint URL

) SAML Sign-in URL
Sign-out URL

8. Click Save and stop making any further changes in Costpoint Configuration Utility for now.

Navigate to your AD FS host and complete the SAML configuration on the AD FS side. Then you will return

to Costpoint Configuration Utility and finish the original setup.

9. Onthe AD FS host, open the AD FS Management tool.

10. Select Relying Party Trusts and click Add Relying Party Trust.
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B0 Eile  Action  Wiew Window Help

s ®
| ADFS Relying Party Trusts
v - -?—ENIC;‘ |ationshi Dizplay Mame Enabled Type |dentifier
414 .r.ust .e ations .Ips Device Registration S ervice ez WS-T..  wnems-drs cpdevelopment. dev. deltek...
| Claims Provider Trusts Costpaint Faviwl Yes WS- hitp:10 6.0 77009/
_| Relying Party Trusts CF2 ez WS-T..  hittp:Adalekseytest_c7lrado_new?2

| Attribute Stares 1 ‘es WST.

http: //alekzey test_c¥lrada_new
B[] Authentication Policies

11. On the Welcome page of the Add Relying Party Trust Wizard, click Start.
v Add Relying Party Trust Wizard =

Welcome

Steps
@ Welcome

‘Welcome to the Add Relying Party Trust Wizard

This wizard will help you add a new relying party trust to the AD FS configuration database. Relying parties
@ Select Data Source consume claims in securty tokens that are issued by this Federation Service to make authentication and
authorization decisions.
@ Corfigure Multifactor
Authertication Now? The relying party trust that this wizard creates defines how this Federation Service recognizes the relying
party and issues claims to it. You can define issuance transform rules for issuing claims to the relying party

@ Choose lssuance after you complete the wizard.

Authorization Rules
@ Readyto Add Trust
@ Finish

< Previous Start | | Cancel

12. On the Select Data Source page, select Import data about the relying party from a file, point to the
Costpoint_SP_FederationMetadata.xml file that you generated earlier using Costpoint Configuration Utility,
and click Next.
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% Add Relying Party Trust Wizard -
Select Data Source

Steps Select an option that this wizard will use to obtain data about this relying party: !
@ ‘Welcome . . X )

() Import data about the relying party published online ar an a local netwark:

@ Select Data Source . . . - . . .

Use this option to impart the necessary data and certificates from a relving party organization that publishes Cpt

® Configure Multi-factor its federation metadata online or on a local network. .0

Authentication Mow?

ozt name or AL

@ Choose [szuance
Authorization Aules

@ Ready toadd Trust

@ Finigh

Example: fs. contozo.com or https:/Awww. contozo. comdapp

® Import data abaut the relying party fram & file

Usze thiz option to import the necessary data and certificates from a relying party organization that has
exported its federation metadata to a file. Ensure that this file is from a trusted sowrce. This wizard will nat

validate the zource of the file.
Federation metadata file location: /

Use this option to man party arganization.

13. On the Specify Display Name page, enter Costpoint for the relying party Display name, and click Next.

G Add Relying Party Trust Wizard [x]

Specify Display Name

Steps Enter the display name and any optional notes for this relying party.

@ Welcome Display name:

@ Select Data Source |Coslp0int|

@ Specify Display Name Notes:

@ Corfigure Multifactor - N
Authertication Mow?

@ Choose lssuance
Authorization Rules

@ Readyto Add Trust
@ Finish e

14. On the Configure Multi-factor Authentication Now page, accept the default selection for Multifactor
Authentication, and click Next.
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% Add Relying Party Trust Wizard -

Steps Configure multi-factor authentication settings for this relying party trust. Multi-factor authentication is required if
@ “Welcome there is a match for any of the specified requirements.

@ Select Data Source

@ Specily Display Marme Multi-factor Authentication Global Settings
@ gomigutl_e h;!ulti-rzacto?l R equirements |sers/Groups Mot corfigured
uthentication Now?
@ Choose |ssuance Device Mot configured
Autherization Fiules Location Mot configured

@ Ready toAdd Trust
@ Finish

(® | do not want to configure multi-factor authentication settings for this relying party tust at this time.

() Canfigure multifactor authentication settings for this relying party tust.

You cah also configure multi-factor authentication settings faor this relying parky trust by navigating to the
Authentication Policies node. For maore information, see Configuing duthentication Policies.

15. On the Choose Issuance Authorization Rules page, accept the default selection of Permit all users to access
this relying party, and click Next.

%1 Add Relying Party Trust Wizard B

Choose Issuance Authorization Rules

Steps lzzuance authorization rules determine whether a uger iz per to receive claims for the relying party.

@ ‘Welcome Choose one of the following options for the initial behavior of this el party's issuance authorization ules.

Select Data Sour (®) Permit ll users to access this relying party
The izzuance autharization rules will be configured to permit all Ls

0 access this relying party. The relving
party service ar application may stil deny the uzer access.

@
@ Specify Dizplay Ma
@

Configure bMultifactor
Authentication MHow?

) Denp et

e Choosg Is_suance The izzsuance autharization rules will be configured to deny all users access ta this relying party. Y'ou must
Authorization Fules ; A A ;

later add izzuance authorization rules to enable any uzers to access thiz relying party.

@ Ready toAdd Trust

@ Finish . . i . ]
fou can change the issuance authorization rules for this relying party tust by zelecting the relying party trust
and clicking Edit Claim Rules in the Actions pane.

16. On the Ready to Add Trust page, click Next.
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& Add Relying Party Trust Wizard -
Ready to Add Trust

Steps The relying party trust has been configured. Review the following settings, and then click Mext to add the
@ Welcome relving party trust to the AD FS configuration database.

@ Select Data Source Monitoring |Identiliers Encryption | Signature | Accepted Claims | Organization | Endpoints | MNak < | *

@ Specify Display Name Specify the monitoring settings for this reling party tust
@ Configure Multi-factor

Authentication Mow? Relying party's federation metadata URL:

@ Chooze lssuance ‘ |
Authorization Fules

@ Ready toAdd Trust
@ Finish

This relying party's federation metadata data was last checked on:
< NEVE >

This relying party was last updated fram federation metadata on:
< never >

17. On the Finish page, ensure that the Open the Edit Claim Rules for this relying party check box is selected
and click Close.

L% Add Relying Party Trust Wizard En
Finish

Steps The relying party trust was successfully added to the AD FS configuration database.

@ Welcoms You can medify this relying party trust by using the Properties dialog box in the AD FS Management snap-in.

@ Select Data Source

@ Specify Display Name
® Choose Profile Open the Edit Claim Rules dialog for this relying party trust when the wizard closes
@ Configure Certificate

@ Configure URL

@ Configure [dertifiers

The next steps explain how to add an AD FS claim rule that will allow Costpoint to retrieve the group

’

membership information from AD FS AD and synchronize this information with the Costpoint user groups

data.

a. On the Edit Claim Rules for Costpoint dialog box, click Add Rule.
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[ Edit Claim Rules for Costpaint [= [ o [

Issuance Transfom Hules | lssuance Authorization Rules | Delegation Authorization Rules ‘

The following transform rules specify the claims that will be sent to the relying party.

Order  Rule Name

lssued Claims

b. On the Select Rule Template page of the Add Transform Claim Rule Wizard, select Send LDAP Attributes
in the Claim rule template drop-down list, and click Next.

n

Select Rule Template

Steps
@ Choose Rule Type
@ Configure Claim Rule

Add Transform Claim Rule Wizard [ x

Select the template for the claim rule that you want to create from the following list. The description provides
detailz about each claim rule template.

Claim rule template:

Send LDAP Attributes as Claims v

Claim rule template description:

Using the Send LDAP Attribute as Claims rule template you can select attributes from an LDAP attribute
store such as Active Directory to send as claims to the relying party. Multiple attributes may be sent as
muttiple claims from a single rule using this rule type. For example, you can use this ule template to create
a nule that will extract attribute values for authenticated users from the displayName and telephone Mumber
Active Directory attibutes and then send those values as two different outgoing claims. This nule may also
be used to send all of the user's group memberships. f you want to only send individual group
memberships, use the Send Group Membership as a Claim nule template.

c. On the Configure Rule page, perform the following:

= Claim rule name: Enter AcctNameAndGroups.

= Attribute store: Select Active Directory from the drop-down list.

= Enter two lines for Mapping of LDAP attributes to outgoing claim types:

LDAP Attribute: Select SAM-Account-Name from the drop-down list.
Outgoing Claim Type: Select Name from the drop-down list.

LDAP Attribute: Select Token-Groups — Unqualified Names from the drop-down list.
Outgoing Claim Type: Select Group from the drop-down list.
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“Y'ou can configure this rule to send the values of LDAP attributes as claims. Select an attibute store from
which to extract LDAP attributes. Specify how the attributes will map to the outgoing claim types that will be

izsued from the s,

LClaim rule name:

Rule template: Send LDAP Attributes as Claims

Attribute store:

Active Directory

Mapping of LDAP attributes bo outgoing claim types:

LDAP Attribute [Select or type to

Outgoing Claim Type [Select or type to add mare)

d. Click Finish and click Ok.

add more]

Sah-Aocount-M ame w || Mame
4 Token-Groups - Ungualified Mames v || Group
*

AD FS Costpoint Relying Party Trust is created and configured. Review Relying Party Trust settings such as

Identifier and SAML Endpoint URLs for WS-Federation and SAML Assertion Consumer Service.

Note that you can always manually change any settings of the Costpoint Relying Party Trust in AD FS

Management tool.

S e

Relying Party Trusts

Display Mame Enabled Type |dentifier

Device Registration Service Yes WET urmms-drs:cpdevelopment. dev. delbek.
Costpoint B avivwL Ter WS-T..  htp/A108.007:7009/

CF2 Yes WS-T...  hitp:falekssy_test_c7lrado_new?2
CF1 Yes WET hittp:#/aleksey_test_cFlrado_new
Costpoint Ter WS-T...  hitp://localhost: 7009

& | Frow

Endpoints | Notes | Advanced |

Wocyption | Signature | Accepted Claims |

Display name:

gfdenifens for this relying party trust

[Costpcint

Relving party identifier:

] [ e |

le: hitps: /#fs. contoso.com/ a9

Relying party identifiers.

ervices/tiust

Remove
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L1 Yes Wh-1.. hitp/Aaleksey test c/1rado
Costpoint Yes WwS-T...  hittp:/flocalhost: 7009
Costpoint Properties -
Monitoring miers cryption I Signature I Accepted Claims |
Organization Endpoints rowy Endpoints I Motes | Advanced |
Specify the end r SAkL and 'WS-FederationP assive protocols.
——
LRL Index  Binding ol
W5-Federation Passive Endpoints
https:/#localhost: 701 0/LoginS erviet. cps POST e
SAML Assertion Consumer Endpoints
httpz:/flocalhost: 701 0/LoginS erviet.cps FPOST e
[y
<] [T [ >

Add SAML...
Add WS- Federation... Remove Edit...

18. With AD FS Costpoint Relying Party Trust configured, return to Costpoint Configuration Utility and enter
IdP Federation Metadata XML.

19. Enter the URL to your AD FS server FederationMetadata.xml.

General rsystem.'. rWehIogic rDedlmted Servers rLoggmg rReporlmg s | CMS

" User Lockout Options

[v] Lockout Enabled Lockout Threshold |5 | Lockout Duration (min} |30

A ion Providers
Select Authentication Provider |ADFSICTB&OMDEM16) ‘VH Add || Clone H Remove |

e oy ||

AD Domain [ags geltek.com | Host Addressip

SP Entity ID{URL) ‘hﬂps fhus205636:7010

IdP Federation XML ‘m‘tps iyour adfs hostjFederationMetadata/2007-06/FederationMetadata xmi

| Load/Default All Parameters | | Load Certificates Only

SP Initiated Sign-in (use Costpoint login page)
(@ Disabled

) WSFED 'WS_FED Endpoint URL

O SAML Sign-in URL
Sign-out URL

20. Click Load/Default All Parameters.
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21

This will update the signing certificates and SP Initiated Sign-in parameters. Note that you can always
manually change these settings or even disable SP Initiated Sign-in (ability to log in via SAML Single Sign-
on right from the Costpoint login page).

General rsyslems rWehloaic I’Dedlcated Servers anggmg rRepomng s | CMS

Main Security

"User Lockout Options

Lockout Enabled Lockout Threshold ‘5 | Lockout Duration (min) |30

A ication Providers
Select Authentication Provider |ADFS:CTBBUMDEM15} |v|| Add || Clone || Remove |

[swors [

AD Domain |ads deltek.com | Host AddressiIP

SP Entity ID{URL) |ht‘tps:ﬁu5205535:7010

IdP Federation XML ‘hﬂps Nyour adfs hosfl/FederationMet 2007-08/FederationMetadata.xml

| LoadiDefault All Parameters | ‘ Load Certificates Only

SP Initiated Sign-in (use Costpoint login page)
(' Disabled

® WSFED WS-FED Endpoint URL |ht‘tp5'#1[| 2.21.145/adfs/ls|

) SAML Sign-in URL
Sign-out URL

|—Windows AD/Kerberos Single Sign On (S50}

Click Save.

Costpoint SAML Single Sign-on setup for Microsoft AD FS is complete. You can activate SAML SSO mode

for Costpoint user accounts.

Configure SAML Single Sign-on between Costpoint and Microsoft Azure

To configure SAML Single Sign-on between Costpoint and MS Azure:

1.

2.

3.

Open Costpoint Configuration Utility and navigate to WebLogic » Security.

Click Add to add new (SAML) Authentication Provider.

Provider can be added for a specific system or for all systems.

Enter a unique name for the Authentication Provider.
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General | Systems | Weblogic | Dedicated Servers | Logging | Reporting | s | cMs |
Main | Security

r User Lockout Options

Lockout Enabled Lockout Threshold |5 Lockout Duration {min) (30 Lockout Reset Duration (min) |5

r Authentication Providers
Select Authentication Provider |ACTIVEDIRECTORY (Al Systems) |v | | Add || clone | | Remove |
Type |Active Directory (D) ¥ | | |
AD Domain ads.deltekcom | | 4| Add New Authentication Provider X
5P Entity ID{URL}) Enter New Authentication Provider Id [AZURE1 |
1dP Federation Metadata XML Select System For new Authentication Provider
[ Loaang O Alsystems @ Specific; |CTBSOMDEM16 I~
SP Initiated Sign-in {use Costpoint logi
|
{® Disabled

2 WS-FED WS-FED Endpoint URL

) SAML Sign-in URL
Sign-out URL

4. Forthe Type, select SAML (AZURE).

[‘General | Systems | Weblogic | Dedicated Servers | Logging | Reporting | IS | CMS |
Main Security

r User Lockout Options

Lockout Enabled Lockout Threshold (5 Lockout Duration {min) |30 Lockout Reset Duration (min) |5

r Authentication Providers

Select Authentication Provider |AZURE1 { CTBSOMDEM16 ) |v| | ada || cione || Remove |
T ] (R

=KD Toman ! Fost Address/IP Port [use ssL
SP Entity ID(URL) |nttps-//us205636:7010 | | sPFederation Metadata xmL |

IdP Federation Metadata XML | |

| LoadiDefault All Parameters | | Load Certificates Only |

SP Initiated Sign-in {use Costpoint login page)
® Disabled

) WS-FED WS-FED Endpoint URL

) SAML Sign-in URL Enter WS-FED Endpoint URL or leave blank

Sign-out URL

5. Optional. Enter the AD Domain name.

Domain is your company’s SAML IdP (Windows AD) domain. It is used as a hint only to build the SAML user
logon name during SAML IdP initiated sign-in. The system concatenates the Domain value with the Active

Costpoint Security 38



Deltek

Directory ID entered on the Manage Users. For example, if the Active Directory ID from the Manage Users
configuration is john.smith and the Domain is us.mycompany.com, the system will use

john.smith@us.mycompany.com as a default value for the SAML user account logon name on the SAML IdP
login page.

Note: A user can always modify the SAML user account logon name before signing in to SAML IdP.

If the users authenticate from multiple SAML IdP domains, you can leave the Domain field blank and enter
the fully qualified user logon name for Active Directory ID on the Manage Users screen for each user (for
example, john.smith@us.mycompany.com, not just john.smith).

6. Enter SP Entity ID (URL).

SP Entity ID (URL) is defaulted by Enterprise App External URL. You can change this value to use another

identifier for the SP Entity ID (URL). The value must conform to URL syntax and start with either http or
https protocol. For example:

= https://mytestsystem1
= https://costpoint_system_prod
= https://costpoint_system_dev

The value is case-sensitive. It must match exactly (including the case) to the Identifier (Entity ID) in Azure.

Click SP Federation Metadata XML and follow the instructions on the screen to generate the
Costpoint_SP_FederationMetadata.xml file.

General Systems Weblogic rDedicated Servers rLogging rReporting s CMS|
Main Security

r User Lockout Options

Lockout Enabled Lockout Threshold |5 Lockout Duration {min) (30 Lockout Reset Duration {(min) |5

ation Providers
Select Authentication Provider [AZURE1 { CTBSOMDEM16 ) |v|| Add || Clone || e |
Type |sAML (AZURE) I~] | |
AD Domain deltek.onmicrosfi.online.d Host Address/IP Port =

SP Entity ID(URL) |hﬂps:s’!us205535:?010 | | SP Federation Metadata XML |

IdP Federation Metadata XML | FETER T e DT 0 DU C oSty

| LoadiDefault All Parameters | | Load Certificates Only |

SP Initiated Sign-in {(use Costpoint login page)
(@ Disabled

) WS-FED WS-FED Endpoint URL

) SAML Sign-in URL
Sign-out URL
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10.

1.

Click Save and stop making any further changes in Costpoint Configuration Utility for now.

You have to navigate to the Microsoft Azure Admin Console and complete the SAML configuration on the

Azure side. Then you will return to Costpoint Configuration Utility and finish the original setup.

Open the Microsoft Azure Admin Console using <https://portal.azure.com>.

Navigate to Azure Active Directory » Enterprise Applications » All Applications.

& C ( @ https://portal.azure.com/#blade/Microsoft AAD_IAM/StartboardApplicationsMenuBlade/AllApps/menuld/

™ gmail deltek $ misc [ hotmail & news

L Search resources, services, and docs

« 'ome > aleksey.test > Enterprise applications - All appliCiweps

Create a resource Enterprise applications - All applications
ctory

alekseytest - Azure Ative Direc

M Home
wrSpplication  EZ Columns
B8l Dashboard @ oOverview

All services Application Type Applications status Application visibility
Manage Enterprise Applications ~ Any v Any - m m

B All applications

* FAVORITES

First 50 shown, to search

of your applications, enter a display name or the appli

88 All resources
£} Application proxy

N#) Resource groups NAME HOMEPAGE URL OBJECTID
£ User settings
@ App Services ConcurTestl https://www.concur.com/ aaafcas6-2505-4801-a6a3-dbfbSlelbcts
P : Security
unclionanps Costpoint (Local Test - C7IRADO) 27539c6e-Ba62-4600-b311-80alecTBacc3
- O Conditional Access
W SQL databases .
() Costpoint app_registration http://us202268:7009 05d35136-9d2¢-410f-95b8-182c94¢1363d
4 Azure Cosmos DB Activity
cp_test fc595112-59b4-43e7-8edf-711130371dd6
8 virtual machines D sign-ins
NetSuite OpenAirTest http://www.openair.com 7c9dc47c-500a-4846-85¢5-6271664138e9
€ Load balancers Bl Audit logs
. ﬂ Office 365 Exchange Online http://office.microsoft.com/outlook/ cb2cd63d-5f90-489a-84a7-58313025a35
B storage accounts Access reviews
Office 365 Management APIs 097d22b5-Tf7a-4cb9-8948-¢53240e30ce6.

Click + New Application, select the Add from the gallery option, and type Costpoint.
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Home > aleksey.test > Enterprise applications - All applications > Categories > Add an application

Categories

All (3176)

Business management (402)
Collaboration (456)
Construction (7)

Consumer (44)

X Add an application

Add your own app

HEE Application
you're
developing

Register an app you're
working on to integrate
it with Azure AD

=,“. On-premises
Wy application

Configure Azure AD
Application Proxy to
enable secure remote

access

Non-gallery
application

Integrate any other
application that you
don't find in the gallery

Content management (153)
CRM (155)

Data services (149)
Developer services (109)
E-commerce (75)
Education (147)

ERP (92)

Finance (258)

Health (63}

Add from the gallery

Costpoint

NAME

Costpoint

ications ma

CATEGORY

ERP

12. Click the Costpoint gallery template published by Deltek, accept default name Costpoint in the Name field,

and click Add.

Il applications > Categories > Add an application > Costpoint

Add an application

Add your own app

=.. Application
iy you're [ 1
developing

=,". On-premises
application

Configure Azure AD

Register an app you're
working on to integrate

it with Azure AD access

Add from the gallery

Application Proxy to
enable secure remote

# X Costpoint O
Addappp

=ll Nonjga[\ery
¥l application

Integrate any other
application that you
don't find in the gallery

Costpoint

1 applications matched "Costpoint”.

NAME

Costpoint

CATEGORY

ERP

Deltek

Industry-leading ERP software for Govt
Contractors to manage project accounting,
labor management, manufacturing and
business intelligence while improving

visibility, efficiency and profitability

Use Microsoft Azure AD to enable user

access to Costpoint.

Requires an existing Costpoint
subscription,

PublishE
Deltek
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13.

14.

Click Assign a user for testing, or go to Costpoint » Users and groups on the left pane and click Select and

Assign to select and assign users and/or user groups to have access to Costpoint.

# https://portal.azure.com/#blade/Microsott AAL_IAM/ManagedAppMenuBlade/Users/appld/t234t f5a-tcbb-4bba-abtc-1U8U/8abBabd/objectld/2 /53Ycbe-BabZ

L Search resources, services, and docs -

Home > aleksey.test > Enterprise applications - All applications > Costpoint (Local Test - C71RADO) - Users and groups

Costpoint (Local Test - C7IRADRO

Enterprise

feltek $ misc ﬂf hotmail @ news

ers and groups

pplication

ZZ Columns

Overview
appear on the access panel for assigned users. Set 'visible to users?’ to no in properties t

7 Getting started

all users & groups, r a display name.

Deployment Plan
DISPLAY NAME OBJECT TYPE
Manage

X o aleksey.ivkin@sampleco100.onmicrosoft.com Ivkin ~ User
Properties

Users and groups

Single sign-on

Application proxy

Click Configure single sign-on, or go to Costpoint » Single sign-on on the left pane and click on SAML on

the right.

deltek $ misc ﬂ“ hotmail ¥ news

R Search resources, services, and docs > u.—‘v L:p 55.3 ?

Home > aleksey.test > Enterprise applications - All applications > Categories > Add an application > Costpoint - Single sign-on

Costpoint - Single sign-on

Enterprise Application

Select a single sign-on method  felp me

Overview

t; Getting started

Deployment Plan ® Disabled SAML
User must manually enter their Rich and secure authentication to
Manage username and password. applications using the SAML (Security

Assertion Markup Language) protocol

Properties

.
M Owners

ﬁ Password-based ( O) Linked

Password storage and replay using a Link to an application in the Azure
web browser extension or mobile app. Active Directory Access Panel and/or
Office 365 application launcher.

I Application proxy

G Self-service
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15. Click Upload metadata file, select the Costpoint_SP_FederationMetadata.xml file that you generated earlier
using Costpoint Configuration Utility, and click Add.

R Search resources, services, and docs > biEyd [,9 53 ?

Home > Costpoint - Single sign-on > SAML-based sign-on

Costpoint - SAML-based sign-on

se Application

i Overview .
" Welcome to the new experience for confjfuring SAML based SSO. Please click here to provide feedback. =

T Getting started

Deployment Plan

Set up Single Sign-On with SAML - Preview

Manage Read the configuration guide @ for help integrating Costpoint.
Properties
N ° Basic SAML Configuration ra
M Owners
Identifier (Entity ID) Required
' Users and groups Reply URL (Assertion Consumer Service URL) Required

D Single sign-on Sign on URL
Relay State
2 Provisioning Logout Url
" Application proxy
£ Search resources, services, and docs : ) aleksey.vkin@sample...

ALEKSEY.TEST

Home > Costpoint - Single sign-on > SAML-based sign-on

Costpoint - SAML-based sign-on

pplication

€7 Upload metadatafile D Change single sign-on mode  %x Switch to the old experience

i Overview

Upload metadata file.
7i" Getting started

Deployment Plan

% tor the fields below are provide oint. You may either enter those values manually, or upload a pre-configured SAML metadata file if provided

Costpoint.
Manage
Properties [ “Costpoint_5P_FederationMetadataxmi” I
4 Owners
D Single sign-on Sign on URL
Relay State
@ Provisioning Lagout Url

16. It will populate all The SAML required fields populate based on values from the
Costpoint_SP_FederationMetadata.xml file.

You can always correct these values manually if needed.
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misc @2 hotmail

Home > aleksey.test

B news

R Search resources, services, and docs

aleksey.ivkin@sample
ALEKSEY:

> Enterprise applications - All applications > Costp:

Basic SAML Configuration

Costpoint - SAML-based sign-on

Enterprise Application

B overview
i Getting started

Deployment Plan

Manage
Properties

w4 Owners
Users and groups

2D single sign-on

Hsave

« |

T Upload metadata file

4, e otn Identifier (Entity ID) (Required) @
elcome to the

http://us202268:7009

Reply URL

Reply URL (Assertion Consumer Service URL) (Required) @

https://us202268:7010/LoginServlet.cps

Sign on URL
Relay State

= ldentifier (Entity ID): The value must be unique across all applications registered within Azure. It is case-
sensitive and must match exactly (including the case) to the SP Entity ID (URL) in Costpoint
Configuration Utility.

= For Reply URL, enter the HTTPS/SSL Costpoint host/address URL ending with /LoginServlet.cps. This
URL will be used by Azure to send the SAML token back to Costpoint.

= For Relay State, enter the Costpoint login system name as system=<your system name> (for example,
system=C71RADO).

(Preview)

Reply URL (Assertion Consumer Service URL) (Required) @
Basic SAML Confi |
+ | https://us202268:7010/LoginServiet.cps
Identifier (Entity IC
Reply URL (Assertii
Sign on URL
Relay State

Logout Ur Sign on URL (Optional) g

User Attribut

Givenname|

Relay State (Optional) @

Surname

Emailaddress

Name
Unique User Ident

Enter a logout url

SAMI Sianina Ce

17. Leave everything else as-is on the screen, and click Save to save the BasicSAML Configuration.

R Search resources, services, and docs,

Home > aleksey.test >

Costpoint - SAML-based sign-on

Enterprise Application

= overview
1’ Getting started

Deployment Plan

Manage

Basic SAML Configura®

Enterprise applications - All applications > Costp

H Save

-Save
Iden!\'ler (Entity ID) (Requj

« $ Upload metadata fily

.
A4 Welcome to the new expe

Set up Single Sign-C

Read the configuration guid

— Danl 1IDI (A cenrtinm Fanc

sen 1IDIY (Dar.

trmar Can

deadY
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18.

If you use Manage User Groups in Active Directory for your Costpoint users, scroll down to the User
Attributes & Claims section and click Edit.

Set up Single Sign-On with SAML

Read the configuration guide @ for help integrating Costpoint.

(1]

a. Click Edit for Groups returned in claim.

Basic SAML Cenfiguration

Identifier (Entity ID)

Reply URL (Assertion Consumer Service URL)

Sign on URL
Relay State

User Attributes & Claims

Givenname
Surname

MName
Group
Unigue User Identifier

User Attributes & Claims

= Add new claim

Name identifler yzlus,

Group

http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/givenname

http://schemas.xmlsoap.org/ws/2005/05/identity/claims/name

https://us202268:7010

https://us202268:7010/LoginServiet.cps

system=C71RADO

user.givenname
user.surname

user.mail
user.userprincipalname
user.groups
user.userprincipalname

VALUE
user.groups
user.mail
user.givenname

user.userprincipalname

b. On the Group Claim dialog box, select Security Groups for Which groups associated with the user should
be returned in the claim; choose Group ID or sAMAccountName (only if groups synchronized from an on-
premises Active Directory using AAD Connect Sync 1.2.70.0 or above) as Source Attribute; and then select
the Customize the name of the group claim check box under Advanced Options and enter Group in the
Name (required) field.
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Group Claims (Preview)
Manage the group daims used by Azure AD

Which groups asscciated with the user should be returned in the claim?
( ) Mone

( ) Al groups

(®) Security groups

) Distribution lists

) Directory roles

* Source attribute

| Group ID ~

Advanced options
Customize the name of the group claim

Mame (required)
Group

MNamespace {optional)

D Emit groups as role claims @

c. Save your changes.
Security Groups will now be returned as part of SAML assertion.

User Attributes & Claims

+ Add new claim

Mame identifier value: user.userprincipalname [nameid-format:emailAddress]

Groups returned in claim:  SecurityGroup

VALUE

Group user.groups

Attention: For more details on how to configure group claims for applications with Azure Active Directory,
refer to the following link:

https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-fed-group-claims

19. Scroll down to the SAML Signing Certificate section and copy the App Federation Metadata Url.

Costpoint Security 46


https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-fed-group-claims

Deltek

[ [

Costpoint - SAML-based sign-on
Enterprise Application

« $ Upload metadata file 9 Change single sign-on mode z) Switch to the old experience Y= validate this application

;i Owners =
Af' Welcome to the new experience for configuring SAML based SSO. Please click here to provide feedback. =

Users and groups
f’ 9 P UsSEl ALLILULES O Lialllls ~
Y Single sign-on .
) gle sig Givenname user.givenname
2 Provisioning Surname user.surname

Emaila user.mail

Application proxy user.userprincipalname

Unique User Identifier user.userprincipalname

C  Self-service

Security
SAML Signing Certificate

) Conditional Access

N Status Active
#in  Permissions F4269EDDI7EAB14BAEGT986C32084EDBE3770B94
Expiration 4/1/2022, 6:51:32 PM Click to copy

O Token encryption (Preview)

Ification Email aleksey.ivkin@sampleco100.onmicrosoft.com

App Federation Metadata Url Imi?appid =315ebb63-6ca2-408b-a6c3-5196adad704d|

Activity
Certificate (Base64) Download
D sign-ins ificate (Raw) Download
: sl
B Audit logs Federation Download

20. Return to Costpoint Configuration Utility and enter IdP Federation Metadata XML.

Enter/paste the App Federation Metadata Url that you just copied in Azure.

General | Systems | Weblogic | Dedicated Servers | Logging | Reporting | IS | CMS

{Usel Lockout Options

Lockout Enabled Lockout Threshold ‘5 | Lockout Duration {min) (30 Lockout Reset Duration (min) |5

Provider

select Provider [AZURE (CTBBODEO12 ] [~] | Clone ‘ ‘ Remove ‘
Type SAML (AZURE) -

AD Domain [sampleco100.cnmicrosoft.com | Host AddressiP

SP Entity ID(URL) |https #us205636 80 N I

|dP Federation Metadata XML |ntips:/ogin. mi line.com/c28fc7 d0-dcB5-412a-3896-d1d322f22d03Mederationmetadata/2007-06federationmetadata xm| ?appid=f419df7 d-8892-46a7-9695-b2f2c 1050922

‘ Load/Default All Parameters ‘ | Load Certificates Only

SP Initiated Sign-in (use Costpoint login page)
® Disabled

© WS.FED WS-FED Endpoint URL

© SAML Sign-in URL
Sign-out URL

~Windnws AMVKarharae Sinale Sian Nin (

21. Click Load/Default All Parameters.

This will update the signing certificates and SP Initiated Sign-in parameters. Note that you can always
manually change these settings or even disable SP Initiated Sign-in (ability to log in via SAML Single Sign-
on right from the Costpoint login page).
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[‘General | systems | Weblogic | Dedicated Servers | Logging | Reporting | NS | CMS.
( Main | Security
User Lockout Option:
{ [v] Lockout Enabled Lockout Threshold ‘5 ‘ Lockout Duration (min) |30 Lockout Reset Dure
Select Authentication Provider |AZURE { CTBS0DEO12) [~] | Add ‘ | Clone ‘ | Remove |

Type SAML (AZURE) ﬂ
AD Domain ‘samplecnmn onmicrosoftcom Host AddressilP

SP Entity ID{URL) |nttps:/us205636_80

IdP Federation Metadata XML ‘mtps Mogin.micros oftonline.comic286c7d0-dc85-412a-a896-d1d322f22d03federationmetadata/2007-06/federationmetadata.xmi?appid=Ff4 19df7 d-8892-46a7-9695-b2f2c1050022

| LoadiDefault All Parameters. ‘

‘ Load Certificates Only

SP Initiated Sign-in (use Costpoint login page)

(® Disabled

) WSFED  WS-FED Endpoint URL

S g Select SP Initiated Sign-in Opti
Sign-out URL ele nitiates ign-in Uption

dp
‘Which one would you like to select?

Enable SSO KeyTab Folder |C./deltek/costpoint/80/keytabs

{Wmdows ADIKerberos Single Sign On (S50)

Metadata XML file is containing information for both SP Initiated Sign-in options: WS-FED and SAML.

x

’V [_] Log Authentication Debugging Details [ | Log Kerberos Login Details.

22. Select SP Initiated Sign-in method.

You can disable it or choose between WS-FED or SAML protocols.

["General | Systems | Weblogic | Dedicated Servers | Logging | Reporting [ IS | CMs
Main |~ Security
User Lockout Options
[ ] Lockout Enabled  Lockout Threshold |5 | Lockout Duration (min) |30
> _— iders
Select Authentication Provider |AZURE ( CTBRODEO12 ) ‘v|| Add H Cione || Remove |

Type SAML (AZURE;
AD Domain |samp|eco1DU.onmicrosoﬂ.com

Host Address/P

SP Entity ID(URL) |ht‘tps Nlus205636_80

IdP Federation Metadata XML

https:/login.microsoftonline.com/c286c7d0-dc85-412a-a896-d1d322f22d03federationmetadata’2007-06/federationmetadata xml?appid=f4 19df7d-8892-46a7-9695-b2f2c105b 0.

Load/Default All Parameters | | Load Certificates Only
R
SP Initiated Sign-in (use Costpoint login page)
 Disabled
() WSFED WS-FED Endpoint URL
(® SAML Sign-in URL |ht‘[psh‘\ngin microsoftonline.com/c286c7d0-dcB5-4123-3896-d1d322f22d03/saml2
Sign-out URL |m'tps:h'\ogm.m\crosoﬂonlme.comchSEchU-chE-Mza-aBQE-md322ﬂ2d03fsam\2
[m;
— r

23. Click Save.

Costpoint SAML Single Sign-on setup with Microsoft Azure is complete. You can activate SAML SSO mode

for Costpoint user accounts.
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Configure SAML Single Sign-on between Costpoint and Other SAML Identity Providers

Besides using predefined SAML IdPs such as Microsoft AD FS and Microsoft Azure, SAML Single Sign-on can be
configured for any other SAML IdP. For example, you can use PING-Federate, Okta, F5, and so on.

Same as with AD FS or Azure, you start with Costpoint Configuration Utility and generate the

Costpoint_SP_FederationMetadata.xml file. Then you navigate to your SAML IdP Admin Console and register the
Costpoint application/connection on the IdP’s end. If your SAML IdP allows for SP metadata upload, the process
becomes automatic in the same way it is with Microsoft AD FS or Azure. If SP metadata upload is not supported,

you enter the Costpoint SP data manually based on the values from the Costpoint_SP_FederationMetadata.xml
file.

Then you return to Costpoint Configuration Utility and finish the original setup.

To enable SAML Single Sign-on with SAML (Other) IdP:

1. Open Costpoint Configuration Utility and navigate to WebLogic » Security.

2. Click Add to add new (SAML) Authentication Provider.

Provider can be added for a specific system or for all systems.

3. Enter a unique name for the Authentication Provider.

General Systems Weblogic rDedicated Servers rLogging rReporling s [ CMS |
Main Security

r User Lockout Options

Lockout Enabled Lockout Threshold |5 | Lockout Duration (min} |30

r Authentication Providers

Select Authentication Provider [ACTIVEDIRECTORY (All Systems) |v| | Add |I| Clone || Remove |

Type |Active Directory {AD) | - |

|£: | Add New Authentication Provider X @

t Address/IP |ditkdc
Enter New Authentication Provider Id |F5 |

Select System For new Authentication Provider

AD Domain |ads.dellek.com

SP Entity ID(URL)

IdP Federation Metadata XML

) All Systems (@ |Specific: |CTBBUMDEM1S ‘v|

SP Initiated Sign-in (use Costpoint login page)

WS-FED Endpoint URL

Sign-in URL
Sign-out URL

|—Windows AD/Kerberos Single Sign On (S50}
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4. For the Type, select SAML (OTHER).

General | Systems | Weblogic | Dedicated Servers | Logging | Reporting | IS | cMS |
Main Security

rUser Lockout Options

Lockout Enabled Lockout Threshold |5 | Lockout Duration (min) |30

r Authentication Providers
Select Authentication Provider |F5 { CTBBOMDEM16) |v| | Add | | Clone | | Remove |
Type |SAML (OTHER) -
AD Domain |test.ser\.'er.com| | Host AddressilP

SP Entity ID{URL) |hﬂps:s’!us205535:?010

IdP Federation Metadata XML |

| Load/Default All Parameters

SP Initiated Sign-in (use Costpoint login page)
(@ Disabled

) WSFED WS-FED Endpoint URL

) SAML Sign-in URL
Sign-out URL

5. Optional. Enter the AD Domain name.

Domain is your company's SAML IdP (Windows AD) domain. It is used as a hint only to build the SAML user
logon name during SAML IdP initiated sign-in. The system concatenates the Domain value with the Active
Directory ID entered on the Manage Users. For example, if the Active Directory ID from the Manage Users
configuration is john.smith and the Domain is us.mycompany.com, the system will use
john.smith@us.mycompany.com as a default value for the SAML user account logon name on the SAML IdP
login page.

Note: A user can always modify the SAML user account logon name before signing in to SAML IdP.

If the users authenticate from multiple SAML IdP domains, you can leave the Domain field blank and enter
the fully qualified user logon name for Active Directory ID on the Manage Users screen for each user (for
example, john.smith@us.mycompany.com, not just john.smith).

6. Enter SP Entity ID (URL).

SP Entity ID (URL) is defaulted by Enterprise App External URL. You can change this value to use another
identifier for the SP Entity ID (URL). The value must conform to URL syntax and start with either http or
https protocol. For example:

https://mytestsystem1, https://costpoint_system_prod, https://costpoint_system_dev.

The value is case-sensitive. It must match exactly (including the case) to the Identifier (SP Entity ID) in your
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SAML IdP.

7. Click SP Federation Metadata XML, and follow the instructions to generate the
Costpoint_SP_FederationMetadata.xml file.

rGeneraI rSystems rWeblogic rDedicated Servers rLogging rReporting rIIS |/CMS |

(“Wain | Securty |

r User Lockout Options

Lockout Enabled Lockout Threshold (5 Lockout Duration (min) |30 Lockout Reset Duration (min) |5

r Authentication Providers

Select Authentication Provider |F5tCTBBUMDEM15} |"H Add H Clone H Remove |

Type | SAML (OTHER) I~ | ‘

AD Domain ltest server.com | Host Address/P Port [Juse ssL Test
SP Entity ID{URL) |https:ﬂu52tl5535:?0'10 i SP Federation Metadata XML |

IdP Federation Metadata XML |

| Load/Default All Parameters | ‘ Load Certificates Only ‘

SP Initiated Sign-in (use Costpoint login page)
i@ Disabled

) WS-FED WS-FED Endpoint URL

) SAML Sign-in URL
Sign-out URL

8. Click Save and stop making any further changes in Costpoint Configuration Utility for now.

You have to navigate to your SAML IdP Admin Console and complete the SAML configuration on its side.

Then you will return to Costpoint Configuration Utility and finish the original setup.

9. Keep in mind the following key things when configuring Costpoint application within your SAML |dP:

= Costpoint application Identifier (SP Entity ID): The value must be unique across all applications

registered within your SAML IdP. It is case-sensitive and must match exactly (including the case) to the

SP Entity ID (URL) in Costpoint Configuration Utility.

= For Reply URL (Assertion Consumer Service URL/ACS URL), enter the HTTPS/SSL Costpoint host/

address URL ending with /LoginServlet.cps. This URL will be used by your SAML IdP to send the SAML
token back to Costpoint.

= For Relay State, enter the Costpoint login system name as system=<your system name> (for example,
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system=C71RADO).

10. Return to Costpoint Configuration Utility, and enter IdP Federation Metadata XML.

If your SAML IdP supports dynamic URL to IdP Federation Metadata, use this URL and enter it here. If

dynamic URL is not supported, download the IdP Federation Metadata file to your local machine so that it is

available and can be accessed by Costpoint Configuration Utility.

| £ Product Configuration Utility Wersion 7.1.1 EIE
("Product | Weblogic | Dedicated Servers | Logging | Reporting | IS | CMS |
[ Wain | Securt |

rUser Lockout Options

Lockout Enabled Lockout Threshold |5 Lockout Duration {min) |30 Lockout Reset Duration {min) |5

rAuthentication Providers
Select Authentication Provider |F5 { C71RADO ) |~ | add | | Clone | | Remove |
Type SAML (OTHER) [~] | |
AD Domain testl.com Host AddressiP Port [1Uuse SSL Test

—

| Load/Default All Parameters | | Load Certificates Only |

5P Initiated Sign-in {use Costpoint login page) |Load Al Infarmation fram file |

{#) Disabled

() WS-FED WS5-FED Endpoint URL

0 SAML Sign-in URL
Sign-out URL

11. Click Load/Default All Parameters.

This will update the signing certificates and SP Initiated Sign-in parameters. Note that you can always
manually change these settings or even disable SP Initiated Sign-in (the ability to login via SAML Single

Sign-on right from the Costpoint login page).

SP Entity ID{URL}) |http:IIus7n77ﬁR'?DU£_ | | SP Federation Metadata XML
! IdP Federation Metadata XML |CWorklSecuribdadfz-samfa app md.xml
o

Costpoint Security

52



Deltek

( General | Systems | Weblogic | Dedicated Servers | Logging | Reporting | IS | CMS |

[ Main_|* Security

r User Lockout Options

Lockout Enabled Lockout Threshold (5 Lockout Duration (min) |30 Lockout Reset Duration (min) |5

r Authentication Providers

Select Authentication Provider |F5 ( CTBSOMDEM16 ) v| | aw || cione || Remove |

Type |SAML{0THER] ‘v| | ‘

AD Domain ltest server.com | Host AddressiP Port [J use sSL
SP Entity ID(URL) |nttps /ius205636:7010 | | sprederation Metadata xmL |

IdP Federation Metadata XML |W.f5 app md.xml

| LoadiDefault All Parameters | I ‘ Load Cenrtificates Only ‘

SP Initiated Sign-in (use Costpoint login page)
) Disabled

) WS-FED WS-FED Endpoint URL

w SAML Sign-in URL |https:ﬁp0rtaI—sts.Idss.com.n'samIIidp!pmﬂIe:’redirectorpostfsso

Sign-out URL |https:ﬁp0rta|-sts.ldss coma’saml!idp| Enter SAML Sign In URI_|

12. Select the SP Initiated Sign-in method.

You can disable it or choose between WS-FED or SAML protocols.
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General Systems Weblogic rDedicated Servers rLogging rReporting s | CMS |
Main Security

rUser Lockout Options

Lockout Enabled Lockout Threshold |5 Lockout Duration (min) |30 Lockout Reset Duration (min} (5

r Authentication Providers

Select Authentication Provider |F5 (CTBSOMDEM16) v | Add | | Clone | | Remove |

Type |SAML (OTHER) [+] | |

AD Domain test.server.com | Host Address/iP Port [Juse SSL
SP Entity ID(URL) |hitps//us205636:7010 | | SP Federation Metadata XML |

IdP Federation Metadata XML |\\\f5 app md.xml |

| Load/Default All Parameters | | Load Certificates Only |

SP Initiated Sign-in {use Costpoint login page)
() Disabled

) WS-FED WS-FED Endpoint URL

® SAML Sign-in URL |htlps:h’portaI—sts.ldss.com:’samh’idp:’proﬂlefredirectorposb'sso |
Sign-out URL |https:ﬁp0rta|—sts.ldss comisamlfidp| Enter SAML Sign In URL | |
e s Tae)

Enable S50 KeyTab Folder |C:/deltek/costpoint/80/keytabs

~ Anthanticatinn Tranhlachantinn

13. Click Save.

Costpoint SAML Single Sign-on setup with SAML (Other) IdP is complete. You can activate SAML SSO
mode for Costpoint user accounts.

Multiple SAML Providers

In most cases, having a single SAML provider is sufficient. However, there are situations where users from
different identity providers need to authenticate to the system. Costpoint supports adding multiple SAML
providers to address such requirements.

You can assign a specific SAML provider to each user account by updating the Federated Identity Provider field
in Administration » Security » System Security » Manage Users. If the Federated Identity Provider field is left
blank, the first (default) SAML provider will be used to authenticate the user.
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= Manage Users

User ID* JOHN-D

Information  Workflow  Printing Defaults ~ Authentication Web Services  User Interface

Authentication Settings

Authentication Method * SAML Single Sign-on

Password
Verify Password

Active Directory or Certificate 1D john.d@mycompany.com

Federated Identily Provider AZURE I

Activate SAML SSO Mode for Costpoint Accounts

1. Click Administration » Security » System Security » Manage Users.

2. Select a user.

3. Click the Authentication tab.

4. Select the SAML Single Sign-On authentication method to allow the user to log into Costpoint in SAML
SSO mode.

5. For Active Directory ID or Certificate ID, enter the ID to reference the user account name within company
IdP.
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User ID* JOHN-D User Mame *

Verify Password

Agtive Directory of Certificale 1D john d@mycompany. com Manage User Groups
. in Active Directory

Federated |dentity Frowider I

SAML Assertion Validation and SAML Certificates
The SAML SSO authentication process involves these three parties:

= User
= SAML Identity Provider or IdP (Azure, AD FS, Okta, Ping)
= SAML Service provider or SP (Costpoint application)

A user makes a request to the Costpoint application. Costpoint then requests authentication from the IdP. The

Infonmalion Workflow  Printing Defaults  Authentication Web Semvices | User InlerMace

Authentication Seftings
Authentication Melhod * SaML Single Sign-on hd
Password Generate Tern:-nrar:.- Fassword

IdP sends a SAML assertion to Costpoint. Costpoint validates the SAML assertion. Then based on the validation
results, it either grants or denies user access to Costpoint. If the user was not already logged in with the IdP, the

IdP may prompt the user to authenticate before sending a SAML assertion to Costpoint.

A SAML assertion is the key element that tells Costpoint that a user is who it claims to be. SAML assertion

contains all the information necessary for Costpoint to confirm user identity, including the source of the
assertion, the time it was issued, and the conditions that make the assertion valid.

When Costpoint validates SAML assertion, it must perform the following steps:

1. Parse the XML document, which includes structure validation based on the supplied schema.

2. Validate the SAML assertion audience restriction, which confirms that the SAML assertion was issued

specifically to Costpoint.

3. Validate the SAML assertion starting date/time and expiration time.
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4. Validate the SAML assertion subject, which confirms that the user principal name from the subject matches
the username from the Active Directory ID field on the Manage Users screen in Costpoint.

5. Validate the SAML assertion digital signature, which verifies the overall authenticity and integrity of the
SAML assertion.

The successful validation of the message digital signature confirms that the message integrity, making sure that
not a single bit of the message was tampered with or changed while in transit.

It also involves verifying the SAML certificate that proves the signature. Costpoint may only trust a SAML
certificate that is trusted or confirmed either by the global Java certificate trust store or by the local Costpoint
certificate trust store.

The global Java certificate trust store is part of the standard Java installation and typically contains all the well-
known commercial root certificate authorities used for SAML. If for any reason you changed default password to
the global Java certificate trust store (\jre\lib\security\cacerts), you must also reflect the change in Costpoint.

Run the Costpoint Configuration Utility and update the Java Trust Store Password on Weblogic » Main tab.
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|£ | Product Configuration Utility Version 8.1.0

[ General | Systems | Weblogic | Dedicated Servers | Logging | Reporting | IS | cMS |

Main Security

r General Configuration

Product Application Deployment Type Single Server

Product Application Path Chdeltek\costpointid T\applications\enterprise
rWeblogic delteke Domain Configuration
r Server(s)
Select Server |DESenrer |v|| Add || Remaove |{‘.Iuster
Listen Address |us205536 | Listen Port ’W SSL Port W
Server Logging

Logging Level Log File Name C:/deltekicostpoint/@1/logs/DEServer.log
Limit Number of Retained Log Files Number of Log Files to Retain |7 File Size (kB) |500

r Cluster(s)

Select Cluster | |~]

Cluster Address

r Database (JDBC) Connection Pools
Select Pool |CTa1 QCM175Y52_ADMIN | = |

Initial Capacity |0 Maximum Capacity 100 Capacity Increment |2

rMiscellaneous Options

Admin Server Frontend Host | | Frontend Port Frontend SSL Port
[] lgnore Hostname Verifications Java Trust Store Password |

Please enter Java Trust Store Password if it was changed :

| Save ‘ ‘ Undo ‘ | Close | | Configuration Properties

In case your IdP SAML certificate is not trusted by the global Java certificate trust store and you receive “a
certificate cannot be trusted” error during SAML login, you can add your root certificate into the Costpoint local
certificates trust store and, therefore, make your SAML certificate trusted.

You can update the Costpoint local certificates trust store and add your root certificate via Costpoint »
Configure System Settings » Corporate Settings » Trusted Root Certificates » Add Trusted Root Certificate.
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orporate Settings

General Settings ~ Security Settings

Login Settings 2FA Authentication
Login Help Desk Message
Disable Inactive Users Period (Days) * 0 [J  User Pin Required
Verify Employee Status at Login Passcode Valid For * 5 [Minutes w
Allow to use PIN on a mobile device New Passcode Required After * 0 ‘m
FIDO Settings Capability URLSettings- Password Complexity (Used ONLY for Database Authentication)
() Enforce User Verification URL Valid For * 12 Minimum Length 8 [J  Require Number
(] Enforce Device Attestation [ours v Password Life (Days) * 0 [0 Require Mixed Case

() Encrypt offline data on laptops @] Require Special Character

Offline Access Applicatpns Trusted Root Certificate:
New || cow | ¥ || Detete || querv | ¥ |

Company Logos
Loao Loao Loao 1
Trusted Root Certificates Delete || Form | | Query
i Alias Description Certificate
TEST1 |Cer‘(|ﬁcate:{C0mm0n Name (CN): aleksey_ca_test. Issuer: C
YUBICO Certificate={Common Name (CN): Yubico U2F Root CA Seria
Adc
Certificate File Location CERT_LOCATION l
Certificate File Name my_root_cert.crt '

Certificate Alias CERTY Add Trusted Root Certificate

Update SAML Provider Settings in Costpoint Cloud

Costpoint Configuration Utility allows you to configure Costpoint Single Sign-On authentication via SAML
Identity Provider. Deltek highly recommends that Costpoint Administrators use this tool to make changes related
to such configurations.

However, there may be use cases when Costpoint Administrators have limited access to the Costpoint/
Weblogic server environments and therefore, may not always run Costpoint Configuration Utility. Typically, this
is the case when Costpoint is deployed in the Cloud.

As an alternative to Costpoint Configuration Utility, the Costpoint Administrator can use the Manage System
Integration Accounts (SYMINTGR) application that provides some limited capabilities to update SAML Identity
Provider settings.

To use Manage System Integration Accounts to update SAML Identity Provider settings:
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1. Click Administration » Security » System Security » Manage System Integration Accounts.

2. Click SAML Identity Providers to open the subtask.

A % O Admin > Security > System Security > Manage System Integration Accounts

System Integration Accounts n |

General Information  Twilio Integration

Click on each tab or subtask to update accounts information for different integrations. Each tab will be visible only if integration data already exists in Costpoint Configuration Utility
NOTE:Some of the changes will only take effect after running Rebuild Global Settings

GovWin |Q Integration SAML Identity Providers 0IDC Identity Providers Bank Integration

Type AD Domain 1P Federation Metadata URL SP Entity 1D (URL)
Azure | sampleco00 onmicrosoft com hitps:/ogin. i 1| ntips 7ius205636_s2

3. You can update the following SAML Identity Provider integration settings:

= AD Domain: This setting is optional. The AD Domain is your company’s SAML |dP (Windows AD) domain.
It is used as a hint only to build the SAML IdP user logon name during sign-in. The system concatenates
the AD Domain value with the Active Directory ID entered on the Manage Users screen. For example, if
the Active Directory ID from the Manage Users screen is john.smith and the AD Domain is
us.mycompany.com, the system will use john.smith@us.mycompany.com as a default value for the SAML
user account logon name on the SAML IdP login page.
If the users authenticate from multiple IdP domains, you can leave the AD Domain field blank and enter
the fully qualified user logon name for Active Directory ID on the Manage Users screen for each user (for
example, john.smith@us.mycompany.com, not just john.smith).

= |dP Federation Metadata URL: This is the URL that points to the SAML IdP metadata. The value must
conform to URL syntax and start with either http or https protocol.

= SP Entity ID (URL): This is the Costpoint application identifier within the IdP. The value is defaulted by
Enterprise App External URL from the Costpoint configuration. You can change this value to use another
identifier for the SP Entity ID (URL). The value must conform to URL syntax and start with either http or
https protocol (for example, https://my_adfs_test_system1, https://costpoint_system_prod).

4. Click Generate SP Federation Metadata XML to generate the SP Federation Metadata XML File and later use
it as a starting point to load Costpoint application metadata into IdP.

5. Click Load IdP Certificates to load the IdP Certificates into the Costpoint configuration.
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5P Federation Metadata XML -
File Location IdP Certificate File Location IdP Certificate File Name

7 | | |

Generate SP Federation Metadata XML Load Idp Certificates

OIDC Single Sign-on Setup

Costpoint can be configured to act as an OIDC Service Provider to allow users to log into the system in OIDC
Single Sign-On (OIDC SSO) mode. In this scenario, users do not provide credentials, such as password or MFA,
on the Costpoint login page. Instead, Azure Active Directory or any other OIDC-compliant server acts as an
OIDC Identity Provider responsible for verifying the user’s identity.

Open ID Connect (OIDC) is an authentication protocol based on the OAuth2 protocol (which is used for
authorization). OIDC uses the standardized message flows from OAuth2 to provide identity services. The OIDC
authentication flow is very similar to the SAML authentication flow with a different protocol in use. Same as with
SAML, the authentication of the user must take place at an identity provider where the user's session or
credentials will be checked. In addition to authentication, the user can be asked for consent. Consent is the
user’s explicit permission to allow an application to access protected resources. Consent is different from
authentication because consent only needs to be provided once for a resource. Consent remains valid until the
user or admin manually revokes the grant.

OIDC is a lightweight, easy to configure, and more modern authentication protocol in comparison to SAML. Most
modern applications are now using OIDC instead of SAML for single sign-on authentication.

Same as with SAML, OIDC allows a user to log into an application using SP-initiated sign-in as well as IdP-
initiated sign-in.

For SP-initiated sign-in, the user starts on the Costpoint login page, gets redirected to the company IdP, enters
IdP credentials, obtains a valid OIDC token, and, finally, gets redirected back to Costpoint.

For IdP-initiated sign-in, a user starts on the company IdP portal. From there, the user clicks the Costpoint
application icon/link and gets redirected to Costpoint.

Configure OIDC SSO between Costpoint and OIDC IdP
Setting up OIDC Single Sign-on between Costpoint and OIDC Identity Provider requires changing the

configuration on both sides. Typically, you start configuring the initial settings in IdP and then, having IdP
metadata, you complete the setup on the Costpoint side.
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Configure OIDC SSO between Costpoint and Microsoft Azure

To configure OIDC SSO between Costpoint and Azure:
1. Navigate to Azure Active Directory (Microsoft Entra ID) » App Registrations » All Applications.
2. Click New Registration.

3. Onthe Register an application screen, take the following actions:

= Name: Enter the name for the application (for example, Costpoint-OIDC).
= Supported account types: Select the default value of Accounts in this organization directory only.

= Redirect URI: Select Web as the platform and enter the Costpoint LoginServlet.cps URL (for example,
https://host/LoginServiet.cps).

Azure will send the OIDC authentication token to this URL.

Microsoft Azure P search resources, servi

Home > aleksey.test | App registrations >

Register an application

*Name

The user-facing display name for this application (this can be changed later).

Costpaint-0IDC

Supported account types
Whe can use this application or access this API?
(®) Accounts in this organizational directory only (aleksey.test only - Single tenant)

O Accounts in any organizational director Microsoft Entra ID tenant - Multitenant)

O Accounts in any organizational directory
Xbox)

v Microseft Entra ID tenant - Multitenant) and personal Micresoft accoun
O Personal Microsoft accounts only
Help me choose..

Redirect URI (optional)

we'll return the authentication response to this URI after successfully authenticating the user. Providing this now is option:
changed later, but a value is required for most authentication scenarios.

Web ~ ‘ ‘ https://us205636.ads.deltek.com/CPWeb82/LoginServiet.cps

4. Click Register.

5. On the newly created app registration screen, click Authentication.
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Save.

Home > aleksey.test | App registrations » Costpoint-OIDC

] Costpoint-OIDC | Authentication =

:

B overview
Quickstart
#" Integration assistant

Manage

& Branding & properties

&7 Got feedback?

Rediract URIs

The URIs we will accept as destinations when returning authentication responses (tokens) after successfully authenticating or signing out users. The redirect
URI you send in the request to the login server should match one listed here. Also referred to as reply URLs. Learn more abeut Redirect URIs and their
restrictions !

https://us205636.ads.deltek.com/CPWeb82/LoginServiet.cps ]E

Add URI

6. On the Authentication screen, select the ID tokens (Used for implicit and hybrid flows) checkbox, and click

3 Authentication

Certificates & secrets
Front-channel logout URL
Token configuration
This is where we send a request to have the application clear the users session data. This is required for single sign-out to

©- API permissions wark correctly.
@ Expose an AP e.g. https://example.com/logout s
i App roles

Implicit grant and hybrid flows
&8 Owners N - N
Request a token directly from the authorization endpoint. If the application has a single-page architecture (SPA) and

doesn't use the autharization code flow, or if it invokes a web API via Javascript, select both access tokens and 1D tokens.
Far ASP.NET Core web apps and other web apps that use hybrid authentication, select only ID tokens. Learn more about
M Manifest tokens.

dl. Roles and administrators

Support + Troubleshooting Select the tokens you would like to be issued by the authorization endpoint:

D Access tokens (used for implicit flows)
& Troubleshooting

ID tokens (used for implicit and hybrid flows)
& New support request

Supperted account types

Whe can use this application or access this API?

@ Accounts in this organizational directory only (aleksey.test only - Single tenant}

(O accounts in any organizational directory (Any Microsoft Entra ID tenant - Multitenant)

7. On the app registration page, click Overview.

8. In the Essentials section of the Overview screen, copy the Application (client) ID for later use.

You will need this value to complete OIDC setup in Costpoint Config Utility.
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Home ) aleksey.test | App registrations »

Costpoint-OIDC

« [l Delete &) endpoints & Preview featuras

B oveniew
A Essentials
& Quickstart
, Display name + Costpoint-OIDC Client credentials
# Integration assistant X
Application (client) 1D : 62ccB34d-e507-4302-85eb-d649c72desh4 Redirect URIs
Manage Object ID : bd81c2e7-6fa7-4263-bb9b-e2bd9698bbES Application 1D URI
5 Branding & properties Directory (tenant) ID : c286¢c7d0-dc85-4122-a896-d1d322f22d03 Managed applicationin ... :

Supported account types : My organizatien only

D Authentication

Certificates & secrets
:|| Token configuration will need to be upgraded to Microsoft Authentication Library (MSAL) and Microsoft Graph. Leam more
9 AP| permissions
Get Started  Documentation
@ Expose an API —

+ Add a certificate or secret

+ 1web, 0 spa, 0 public client

+ Add an Application ID URI

Costpaint-0IDC

@ Starting June 30th, 2020 we will no longer add any new features to Azure Active Directory Authentication Library (ADAL) and Azure Active Directory Graph. We will continue to provide technical support and security updates

Tip: Select the application ID and click the Copy to clipboard icon that displays. Paste the ID into a
temporary text file for quick reference when you complete OIDC setup in Costpoint Config Utility.

9. On the menu at the topic of the Overview screen, click Endpoints.

10. Copy the OpenID Connect metadata document URI for later use.

You will need this value to complete OIDC setup in Costpoint Config Utility.

Endpoints

OaAuth 2.0 authorization endpoint (v2)

Copy to clipboard

[ httpsiilogin.microsoftonline.com,/c286c7d0-dc85-412a-a896-d 1d322f22d03/cauth2,/v2.0/authorize

=]

Oauth 2.0 token endpoint (v2)

| https.//login.microsoftonline.comy/c286c7d0-dcas-412a-ag896-d1d3z22f22do3rcauth2/v2.0/token I |
Oauth 2.0 authorization endpoint (v1)
| https://login.microsoftonline.com/c226c7d0-dc85-412a-a296-d1d322f22d03 /oauth2/authorize Ih|
OAuth 2.0 token endpoint (v1)
| hittps.//login.microsoftonline.comyc286c7do-dc85-412a-ag896-d1d3z2z2fz2do3/cauth2/token I |
OpenlD Connect metadata document

Stiv | https://login.microsoftonline.com/c286c7d0-dc85-412a-3896-d 1d322f22d03 /v2.0/ well-known /openid-canfiguration m |
Microsoft Graph APl endpoint
| https://graph.microscft.com I |
Federation metadata document

-

= | https://login.microsoftonline.com/c286c7d0-dc85-412a-a896-d1d322f22d03 federationmetadata /2007 -06/federationmetadata.om| o |

ari ) )
wWs-Federation sign-on endpoint
| https.//login.microsoftonline.comyc286c7do-dc85-412a-ag96-d1d3z2zfz2do3 /wsfed ﬁjl
SAML-P sign-on endpoint
| https://login.microsoftonline.com/c286c7d0-dc85-412a-3896-d1d322f22d03/samliz o™ |
SAML-P sign-out endpoint
| https.//login.microsoftonline.comy/c286c7do-dc85-412a-ag96-d1d3zzfz2do3ssamiz I |

Tip: As with the application ID, use the Copy to clipboard icon to copy the URI and paste it into the
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temporary text file for later use.
11. Open Costpoint Configuration Utility to register the new OIDC Authentication Provider.

12. Navigate to WebLogic » Security, and click Add to a add new (OIDC) Authentication Provider.

13. Onthe Add New Authentication Provider dialog box, take the following actions:

= Enter Authentication Provider Id: Enter a name for the new authentication provider.

= Select System For new Authentication Provider: You can add the provider to All Systems or a Specific

system. If you add the provider to a specific system, select that system using the drop-down field.
| £:| Add New Authentication Provider it

Enter New Authentication Provider ld |DIDCAZURE| |

Select System For new Authentication Provider

) All Systems ® Specific: CTB82DEO19 =

| Ok | | Cancel |

14. Click Ok.

15. On the Weblogic » Security screen, take the following actions:

= Type: From drop-down list, select OIDC (Open ID Connect).
= OIDC Application ID: Enter the application ID from step 8 above.

= OIDC Config EndPoint: Enter the endpoint URI from step 10 above.

Tip: If you copied the application ID and endpoint URI to a temporary text file, you can quicky copy and
paste the information into the corresponding fields.

= OIDC User ID Claim Name: Leave the default value of email for this field.

Enable OIDC Sign-out: Select this checkbox so that when users log out of Costpoint, they also log out of
Open ID Connect.
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|| Product Configuration Utility Version 8.2.0

(General rSystems rWebIogic rDedicated Servers rLogging rReporling s | CMS |

rUser Lockout Options

Lockout Enabled Lockout Threshold |5 Lockout Duration (min} |30 Lockout Reset Du

rAuthentication Providers

Select Authentication Provider |OI}CAZI.HE(CTBB2I]E019) |'| ‘ Add | ‘ Clone | | Remove ‘
Type ‘DIDC{Dpen 1D Connect) ‘V| [] For native 'Costpoint Time and Expense’ app
0IDC Application ID |52cc834d—e5U?—d-SU2—859b—d849c?2d95b4 | Host AddressiIP Port

0IDC Config EndPoint |1ps:J'Ilogin.microsoﬂonline.coms’c2aﬁc?dﬂ-dcaﬁ—412a-aSQE—d1d322f22d03;‘\.'2.Df.weII—I(n0wm’0penid-conﬂgurati0n| |

0IDC User ID Claim Name ‘emﬂil |" Enable OIDC Sign-out

16. Click Save to register the new OIDC authentication provider in Costpoint Configuration Utility.

Limit User Access to Costpoint

By default, all users in your organization directory will have rights to access Costpoint, but you can limit access
rights to Costpoint for specific users or groups.

To limit access rights to Costpoint:

1. Return to the Azure Active Directory (Microsoft Entra ID) portal.

2. For the authentication provider, navigate to Enterprise Applications » Properties.

3. Change the Assignment Required setting to Yes.
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Home > aleksey.test | Enterprise applications » Enterprise applications | All applications » Costpoint-OIDC

'|! Costpoint-OIDC | Properties

Enterprise Application

“ Save X Discard j Delete R'j Got feedback?
B Overview =
View and manage application settings for your organization. Editing properties like display information, user sign-in
Deployment Plan settings, and user visibility settings requires Global Administrater, Cloud Application Administrator, Application
Administrator roles. Learn more.
#. Diagnose and sclve problems

If this application resides in your tenant, you can manage additional properties on the application registration.

Manage ) )

. Enabled for users to sign-in? @ 'Z No )

1l Properties —

2 Owners Name * (@ | Costpoint-0OIDC -/|
& Roles and administrators Homepage URL (O | https://us205636.ads.deltek.com/CPWeb82/LoginServlet.cpstoidcaidp... [ |
- —

A8 Users and groups Loge ©

D Single sign-on

& Provisicning
8 application proxy Selact a file | E
C self-service Application ID @ | 62ccB34d-2507-4502-85eb-0649¢72desh4 a] |
------ i Chject 1D @ | 11b21bf1-8df5-479d-81cf-7e500ace50b1 D |
Security -
Assignment required? O No )
& Conditional Access
. 5
Visible to users? @ No )

o .
« Permissions

@ Token encryption Notes @

Activity
3 sign-inlogs

fifl Usage & insights

E Audit logs

M Provisioning logs

4. Go to Enterprise Applications » Users and groups to allow specific users and groups access to the
Costpoint application.

Configuring IdP-initiated SSO

To configure IdP-initiated sign-in:

1. Return to the Azure Active Directory (Microsoft Entra ID) portal.

2. For the authentication provider, navigate to Enterprise Applications » Properties.

3. Change the Visible to users setting to Yes.
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Home > aleksey.test | Enterprise applications » Enterprise applications | All applications » Costpoint-OIDC

'|! Costpoint-OIDC | Properties

Enterprise Application

« save X Discard [3] Delete S Got feedback?

B Overview =
View and manage application settings for your organization. Editing properties like display information, user sign-in

Deployment Plan settings, and user visibility settings requires Global Administrater, Cloud Application Administrator, Application
Administrator roles. Learn more.

#. Diagnose and sclve problems

If this application resides in your tenant, you can manage additional properties on the application registration.

Manage ) )

. Enabled for users to sign-in? @ 'Z No )

1I! Properties ) ’

8 ouners Neme* @ [ costpoint-oiDC v

& Roles and administrators Homepage URL (O | https://us205636.ads.deltek.com/CPWeb82/LoginServlet.cpstoidcaidp... [ |

) -

&2 Users and groups Loge ©

D Single sign-on

& Provisicning

8 application proxy Selact a file |E

C self-service Application ID @ | 62ccB34d-2507-4502-85eb-0649¢72desh4 a] |
. Object ID @ | 11b21bf1-8df5-479d-81cf-Te500ace50b1 ID|

Security ~

Assignment required? @O
& Conditional Access

o . Visible to users? O
« Permissions

@ Token encryption Notes @

Activity
3 sign-inlogs

fifl Usage & insights

E Audit logs

M Provisioning logs

4. Navigate to App Registration » Branding & properties.

5. Inthe Home page URL field, enter the URL that points to your Costpoint LoginServlet.cps.

Add URL query parameters idp and system to specify your Costpoint OIDC Authentication Provider name
and Costpoint System. For example:

https://myserver.com/CPWeb82/LoginServlet.cps?oidc&idp=0OIDCAZURE&system=CTB82DEO19
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57 Costpoint-OIDC | Branding & properties =

|/’3' Search | it &' Got feedback?
B Overview

Mame * (@ | Costpoint-01Dd| |
& Quickstart

. Logo Mone proviced

# Integration assistant

Upload new loge @ Select a file =
Manage P go L | | .
5= Branding & properties Home page URL @ | https://us205636.ads.deltek.com/CPWeb82/LoginServiet.cpsioidc&idp=0IDCAZURE... |
3 Authentication Terms of service URL () | e.g. https://example.com/termsofservice |

Certificates & secrets . - -
Privacy statement URL (O | e.g. https://example.com/privacystatement |

iI! Token configuration

Service management | |
-2~ APl permissions reference (@

Multiple OIDC Providers

In most cases, having a single OIDC provider is sufficient. However, there are situations where users from
different identity providers need to authenticate to the system. Costpoint supports adding multiple OIDC
providers to address such requirements.

You can assign a specific OIDC provider to each user account by updating the Federated Identity Provider field
in Administration » Security » System Security » Manage Users. If the Federated Identity Provider field is left
blank, the first (default) OIDC provider will be used to authenticate the user.

Deltek Costpoint FILE LINE OPTIONS PROCESS HELP

S G ER 008E E - 068 OR

& W O E Admin > Security > System Security > Manage Users

» Manage Users

User ID* JOHN-D

Information  Workflow  Printing Defaults  Authentication Web Services  User Interface

Authentication Settings

Authentication Method * OIDC Single Sign-on

Password

Verify Password

Aclive Direclory or Cerificate 1D lohn d@mycompany com
Federated ldentity Provider AUTH Q
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Activate OIDC SSO Mode for Costpoint Accounts

To activate OIDC SSO mode:
1. Click Administration » Security » System Security » Manage Users.
2. Select a user.
3. Click the Authentication tab.

4. For Authentication Method, select OIDC Single Sign-On to allow the user to log into Costpoint in OIDC
SSO mode.

5. For Active Directory ID or Certificate, enter the ID to reference the user account name within company IdP.

User ID* JOHN-D User Name *

Imformation WirkTlow Printing Defaulls Authentication Web Services Liser Interface

Authentication Settings
Authentication Method * oIDC Slﬂgllf' Slgl'l-l:l.l'l -
Password Generate Tempoarary Passwon

Verify Fassword

Active Directory or Certincale 1D john. d@mycompany._com Manage User Groups
= in Active Directory
Federated |dentity Provider I

Allow Accass [0 Infegralion Console Allow Access (o Extensibility Consgle

Update OIDC Provider settings in Costpoint Cloud

Costpoint Configuration Utility allows to configure Costpoint Single Sign-On authentication via OIDC Identity
Provider. Deltek highly recommends that Costpoint Administrators use this tool to make changes related to such

configurations.

However, there may be use cases when Costpoint Administrators have limited access to the Costpoint/
Weblogic server environments and therefore, may not always run Costpoint Configuration Utility. Typically, this
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is the case when Costpoint is deployed in the Cloud.
As an alternative to Costpoint Configuration Utility, Costpoint Administrator can use the Manage System
Integration Accounts (SYMINTGR) application that provides some limited capabilities to update OIDC Identity

Provider settings.

To use Manage System Integration Accounts to update OIDC Identity Provider settings:

1. Click Administration » Security » System Security » Manage System Integration Accounts.

2. Open OIDC Identity Provider subtask

System Integration Accounts

General Information  Twilio Integration

Click on each tab or subtask 1o update accounts information for different integrations. Each tab will be visible only if integration data already exists in Costpoint Configuration Utility
NOTE:Some of the changes will only take effect after running Rebuild Global Settings

Project Manufacturing Integration (SFT) Pro] (ME) n  GovWin 1Q Integration
‘System Integration Accounts > OIDC dentity Providers

SAML Identity Providers QIDC Identity Providers

Bank Integration

v 0IDC Provider 0IDC Application ID *

0IDC Config EndPoint * 0IDC User 1D Claim Name *
OIDCAZURE | 6200834d-e507-4502-85eD-0649c72de5b4

hitps:/flogin. dc85-4128-2896-01d. 0/ well-kno| email

3. Update the following OIDC Provider integration settings:

= OIDC Application ID: This is the Costpoint application (client) ID configured on the IdP side.

= OIDC Config EndPoint: This is the URL that points to the IdP OIDC metadata. The value must conform to
URL syntax and start with either http or https protocol.

OIDC User ID Claim Name: This is the IdP authentication token claim name that carries the user account
name. The default value is email.

Manage User Groups in Active Directory/ldentity Provider

Costpoint Administrator can also configure a user to synchronize Active Directory/ldentity Provider groups with
Costpoint groups. In this case, any changes in a user's group membership done in AD/IdP will be reflected in their
group membership in Costpoint. The synchronization occurs each time users log into Costpoint. Costpoint

supports this feature for those authentication methods that use AD/IdP as a centralized place for managing user
accounts.

= Active Directory

= Kerberos Single Sign-on

= SAML Single Sign-on

= Kerberos Single Sign-on or SAML Single Sign-on
= OIDC Single Sign-on

Costpoint Security 71



Deltek

= Kerberos Single Sign-on or OIDC Single Sign-on
= Kerberos Single Sign-on or Active Directory

= Kerberos Single Sign-on or Database

= Windows Domain and Active Directory

= Windows Domain and Database

For Active Directory authentication method, the user's assigned AD groups (group names) are retrieved from the
AD server and synchronized at login.

For all Kerberos Single Sign-on authentication methods (such as Kerberos Single Sign-on, Kerberos Single Sign-
on or Active Directory, Kerberos Single Sign-on or Database, Windows Domain and Active Directory, Windows
Domain and Database), the AD groups are also retrieved right at login but the retrieval process is slightly
different. Kerberos ticket, which is used to authenticate a user in a Single Sign-on mode, doesn't have user
assigned group names. Instead, the ticket contains group SIDs. Therefore, the Costpoint administrator has to
create a mapping between Active Directory group names and group SIDs. This is achieved by first exporting the
Active Directory group names and SIDs information into a csv file, and then uploading the csv file into Costpoint.
Note that for all Kerberos Single Sign-on authentication methods, Costpoint is not required to have direct
access to the company AD server. A typical use case of that would be when Costpoint is deployed in the Cloud.

For SAML and OIDC authentication methods, the IdP groups are retrieved right at login as well under condition
that SAML or OIDC authentication tokens contain “Group” claim that lists current groups a user is assigned to.

The IdP Administrator must explicitly add the Group claim to be passed to Costpoint via a SAML/OIDC token.
Costpoint recognizes either of the following names for the Group claim:

= "Group"
= "http://schemas.xmlsoap.org/ws/2005/05/identity/claims/name"

To manage User Groups in Active Directory/ldentity Provider:
1. Click Administration » Security » System Security » Manage Users.
2. Select a user.
3. Click the Authentication tab.

4. Select the Manage User Groups in Active Directory check box.
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% [0 Browse Applications > Planning > Admini ion > System Security > Manage Users

= Identification New || Copy | ¥ || Delete || H:H:\ 1ui1New‘:||:H:‘ Tale || auey | ¥ [ @ ][] %

UserID* User Name * '

Information =~ Workflow Prnting Defaults = Authentication  User Interface

Authentication Settings 2FA Settings
Authentication Method * [Active Directory v O FIDO Single ) None
Sign-on

~ .
Password Generate Temporary Password LMoclednpleao]

@® Email
Verify Password O Foo Effective Date | gg/20/2021
Active Directory or Certificate ID ¥ Manage User Groups PIN

""" in Active Directory
[0 Allow Access to Integration Console [ Allow Access to Extensibility Console () Allow Application Access via Integration Services

Company Access Assigned User Groups Module Rights  Application Rights Ul Profiles  FIDO/Biometric Devices

5. Repeat above steps for any users who should have Manage User Groups in Active Directory on.

6. Click Administration » Security » System Security » Manage User Groups.

7. If your users use Active Directory or SAML authentication methods only and not a Kerberos Single Sign-on
method, skip step 8 and proceed to step 9.

8. If your users use a Kerberos Single Sign-on authentication method, you have to create a mapping between
the Active Directory group names and group SIDs.

a. Execute the following Windows Power Shell (PS) script on your AD domain controller server:

get-adgroup -filter * | sort name | select name, sid | export-csv -path c:\gr

oupsids.csv —-notypeinformation
This creates a csv file with the following simple structure:

“l’lame", “Sid”
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File Action View Help =
@$|f,|c§’|:|\xm¢é>|ﬂ Gk_)vuvComputervLoa\D\sk{C:}v

Active Directory Users and Computers [dc.esdtest | Name = IType File Edit View Tools Help

Tect name, X : 3
21 Name *
Tect name, ids.

. export.txt

| Getuserdn. txt
Getuserdn2. txt

| ktpass_keytab

=1 =k lieana o+

Ml aroupsids.csv - Hotepad S[=] kS |7

File FEdit Format View Help
"name", "sid" afl
ccount Operaturs”,"5—1—5—32—548"

AcctMgr”, '5-1-5-21-122642565-3798337455-3339469499-1639"
"AcctPayable”,"5-1-5-21-122642565-3798337455-3330469499-1637"
"AcctPayableMgr”,"5-1-5-21-122642565-3798337455-3339469499-1638"
"administrators","s-1-5-32-544"

"Allowed RODC Password Replication Group","5-1-5-21-122642565-3798337455-3339469499-571"
"AP_WOUCHERS","5-1-5-21-122642565-3798337455-3339469499-1573"

"Backup Operators”,"S-1-5-32-551"

ert Publishers"”,"5-1-5-21-122642565-3798337455-3339469499-517"

Certificate Service DCOM Access”,"5-1-5-32-574"

"Compliance Management","5-1-5-21-122642565-3798337455-3339469489-1587"

"cr%fptogr'aph'ic operators”,"5-1-5-32-569"

Delegated Setup”,"S5-1-5-21-122642565-23798337455-3330469499-1117"

"Delegated Setupl”,"S5-1-5-21-122642565-3798337455-3339469499-1445"

"Denied RODC Password Replication Group","s-1-5-21-122642565-3798337455-3339469489-572"
iscovery Management”,"S5-1-5-21-122642565-3798337455-3339469499-1115"

Discovery Managementl™,"S-1-5-21-122642565-3798337455-23339469489-1443"

"Distributed COM Users","s-1-5-32-562"
"Dnsadmins”,"5-1-5-21-122642565-3798337455-3339469499-1101"

"Dnsupdateproxy”, 5-1-5-21-122642565-3798337455-3339469499-1102"

"Domain Admins”,"S-1-5-21-122642565-3798337455-3339469499-512"

"Domain Computers","5-1-5-21-122642565-3798337455-3339469499-515"

"Domain Controllers”,"s-1-5-21-122642565-3798337455-3339469499-516"

omain Guests","S5-1-5-21-122642565-3798337455-3339469499-514"

Domain Users™,"5-1-5-21-122642565-3798337455-3339469499-513"

"Enterprise Admins","S-1-5-21-122642565-37968337455-3339469499-519"

"Fnternrise Read-onlv nomain controllers” . "5-1-5-21-1276475A5-31798337455-3330469409-408"

b. Upload the csv file into Costpoint using the File Upload Manager function or manually copy the file into a
file location that is available to Costpoint.

c. Open the Manage Users Groups » Active Directory Groups subtask.

‘ALL Permit full access all modules

‘ALL1 Full access on all AC/PJ modules

| EVERYONE Every One Damain Users

| FFF FFF

|FBL FULL BILLING Accthgr ¥

Assign Users to Grou Module Rights Application Rights Active Directory Groups Ul Profiles
& Load Active Directory Groups [#] (3] [x]
H i Groups
File Location | Lnadl
) Skip Override Errar

File Mame

Jaroup

T‘ Clear

Ifvau are planning to enable Managing Groups in Active Directary feature for your organization, use this screen to create a mapping between AD group names and AD group SIDs

1) Export AD group names and group S10s into & csvfile (name, sid). You may create this file by executing Windows Power Shell (PS) script on vour AD domain controller server:

|get—adgr0up filter*| sort name | select name, sid | export-csv -path claroupsids cev -notypeinformation
29 Upload csvfile into Costpoint using standard File Upload Manager function or manually copy the file into a file location that is available to Costpoint

3) Specify File Location (optional) and File Name parameters to point to previously generated and uploadedicopied csv file and then execute "Load" action to create a mapping
between AD group names and AD group SI0s. Mote, thatvou can always clear AD groups mapping data by executing "Clear” action.

Active Directory Groups | New | | Copy | w | [ Delete | | Query | w |

= Active Directory ID* Active !Jirec?urg Sin

L (sAMAccountHame) (objectSid)
AP_VOUCHERS 5-1-5-21-122642565-37 98337 455- 333946948911 4
Account Operators S5-1-5-32-548 :
Accihior S5-1-5-21-122642565-3798337455-3339469499-11
AcctPayable 5-1-6-21-122642665-3708337465-33394R9488-11
AcctPayablemgr 5-1-5-21-122642565-3788337455-33304608408-110 7

d. Specify the File Location (optional) and the File Name parameters to point to previously generated and
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uploaded/copied csv file.
e. Click the Load button to create a mapping between the AD group names and the AD group SIDs.

Note: You can always clear the AD groups mapping data by clicking the Clear button.

9. Update the mapping between Costpoint user group and Active Directory group by entering the Active
Directory Group ID for the Active Directory ID (sAMAccountName) value.

Use either Lookup in case you processed a csv file with the group names and SIDs information (see step 8)
or enter the value manually. This value must be identical to the sAMAccountName attribute in group setup
in Active Directory.

Single Sign-On (Windows Kerberos/AD) Setup

Setting up Kerberos Single Sign-On is a four-step process:

= Step One: Create a Kerberos Service Principal and keytab file
= Step Two: Configure the Costpoint WebLogic Server
= Step Three: Update User Setup in Costpoint to Use Single Sign-On

Step One: Create a Kerberos Service Principal and keytab File

The configuration discussed in this section is the generic Microsoft Windows Kerberos setup using Windows
Active Directory and its Kerberos tools.

Note: Deltek recommends that you consult the Microsoft documentation on Kerberos services if you have
additional questions on these steps.

This step needs to be performed on the Active directory server of the domain in which the end users are
registered. In case the end users span across multiple Active Directory reals, separate Kerberos principals are
created for Costpoint Server in each of those participating Windows Domains resulting in one multiple keytab
files one per domain irrespective of the location of Costpoint servers.

Create a New User Account in Active Directory

To create a new user account in Active Directory:
1. Start the Active Directory Users and Computers program on the Active Directory server.

2. Click New User.

Costpoint Security 75



Deltek

3. Name the new user account in lower case (for example, sso_weblogic).

4. Under Account Options, select the This account supports Kerberos AES 128 bit encryption option.
Warning: Enabling AES encryption can corrupt the user's password. Reset the password after this step.

Deltek recommends that you use all lowercase letters in User account. Subsequent steps in this process
may result in errors if the case doesn't match.

5. Under Account Options, clear the Do not require Kerberos preauthentication check box.
Use ktpass to Create the SPN and keytab

Use the ktpass utility to configure the service principal name for the Costpoint application servers and then
generate the keytab file that contains the shared secret key of the service. The keytab file will later be used on
the application server for further configuration.

Attention: For more information about ktpass.exe, refer to TechNet:

https://technet.microsoft.com/en-us/library/cc753771(v=ws.11).aspx

1. Open a command window and run the following command

ktpass -princ HTTP/appserver.domainx.com@DOMAINY.COM** -mapuser sso_weblogi
C@DOMAINY.COM -pass password -crypto ALL -ptype KRB5 NT PRINCIPAL -out C:\ss
o weblogic keytab

Where princ is the SPN value and mapuser is the active directory account created in previous steps.

= appserver.domainx.com: This is the fully qualified host name of the Costpoint service in lower case. In
most cases, it is the hostname of the IIS server which is used as a proxy or load balancer to a WebLogic
cluster. Kerberos negotiation will happen by mapping the URL to the SPN account created in this step,
so it is important to create the SPN based on the URL used by end users. Unless it is absolutely
necessary to access the application server(s) directly, there is no need to create additional SPNs to the
host names of the application server or cluster nodes. This value must be based on a DNS A record in
order for a Kerberos ticket to be properly constructed.

= DOMAINY.COM: This is the domain to which the active directory server belongs. This value needs to be
written in uppercase letters.

= sso_weblogic@DOMAINY.COM: This is the user account created in the previous steps. The user ID
should match the case of the account created in the previous steps, and the domain should be written in
uppercase letters.

= password: This is the password for the account created in the previous steps.
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= sso_weblogic_keytab: This is the filename of the generated keytab file. It needs to be copied to the
WebLogic server for further configuration.

2. Use the following command to verify the SPNs associated with user account:
setspn -L sso _weblogic

The following output displays:
Registered ServicePrincipalNames for CN=sso_weblogic,CN=Users,DC=domainy,DC=com
HTTP/appserver.domainx.com@DOMAINY.COM

Warning: This step is critical. If the same service is linked to a different account in the Active Directory
server, the client does not send a Kerberos ticket to the server.

Step Two: Configure the Costpoint WebLogic Server

The WebLogic server needs to be configured to enable Kerberos Negotiation. The keytab file created in the
previous steps needs to be copied to a location that is accessible to the Weblogic servers. The configuration
discussed in this section is performed on the WebLogic Admin server using the Costpoint Configuration utility.

Launch the Configuration Utility, and navigate to Weblogic tab » Security tab to the enable SSO.
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General Systems Weblogic rDedicated Servers rLogging rReporting s CMS|
Main Security

r User Lockout Options

Lockout Enabled Lockout Threshold (5 Lockout Duration {min) (30 Lockout Reset Duration {(min) |5

r Authentication Providers
Select Authentication Provider |ACTNEDIRECTOR\'{AISystems)|v|| Add || Clone | | Remove |
Type |Active Directory (AD) |V| | |
AD Domain ads.deltek.com Host Address/p |ditkdc1 Pon@ []use ssL
SP Entity ID{URL) | SP Federation Metadata XML |

IdP Federation Metadata XML

ad/Default All Parameters

SP Initiated Sign-in {(use Costpoint login page)

(# Disabled
) WS-FED WS-FED Endpoint URL
) SAML Sign-in URL

Sign-out URL

Windows AD/Kerberos Single Sign On (S50)

Enable S50 KeyTab Folder |C:J’deltek,l'costpointl'sm’key'tabs

Authentication Troubleshooting
{ ["] Log Authentication Debugging Details [ | Log Kerberos Login Details

= Enable SSO: Select this check box for WebLogic to support Kerberos authentication.

= KeyTab Folder: This is the folder that contains the keytab files. The WebLogic server reads the keytab files
under this folder at runtime to negotiate the identity of the end user. In case of a cluster configuration, all
nodes should have access to the keytab files. For this reason, Deltek recommends that you create a separate
folder and place all the keytab files in single location under the Costpoint installation directory.

= Log Authentication Debug Details: Select this check box to debug the Kerberos Authentication process.
Enabling/Disabling this feature requires restarting the WebLogic server(s).

Attention: For detailed information about the Costpoint Configuration utility, see the Deltek Costpoint 8.2
Configuration Utility Guide.

The WebLogic servers need to be restarted when enabling SSO for the first time. For a cluster configuration, all
nodes and the admin server have to be restarted. Further changes to the keytab folder (such as adding a new
keytab, editing, or removing a file) will not require restarting the servers. Such changes can be applied at runtime
by running the Rebuild Global Settings application.

Step Three: Update User Setup in Costpoint to Use Kerberos Single Sign-On

To update the user setup in Costpoint using Manage Users application to use Kerberos Single Sign-On:
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1. Log into Costpoint as the system administrator (CPSUPERUSER).

2. Click Administration » Security » System Security » Manage Users.

3. Select a user who should be assigned the Kerberos Single Sign-On authentication method.
4. Click the Authentication tab.

5. In the Authentication Method field, select Kerberos Single Sign-On.

6. Inthe Active Directory or Certificate ID field, enter the Active Directory user ID.

7. Save your changes.

SCENO - BnE

# W |[0| Browse Applications > Planning > Administration > Sysiem Security > Manage Users

> Identification New | copy | ¥ || Detete || ||:||:| 1uf1New‘:”:”:| Tavie || cuery | v | @ [0 X |

User ID* User Name * l

Information | Workflow | Printing Defaulis = Authentication User Interface

Authentication Settings 2FA Settings
Authentication Method * [Kerberos Single Sign-on v (O FIDO Single None
Sign-on
Password Generate Temporary Password Moblesppreaioy
Email

Verify Password ]

Y Fipp  Effective Date
Active Directory or Certificate ID z M Manage User Groups

e user123 9 in Active Directory L
Allow Access to Integration Console Allow Access to Extensibility Console Allow Application Access via Integration Services

Company Access Assigned User Groups Module Rights  Application Rights Ul Profiles FIDO/Biometric Devices

8. Repeat these steps for other users who should be assigned the Kerberos Single Sign-On authentication
method.

Single Sign-On Troubleshooting

Troubleshooting Single Sign-On related problems cannot be performed during production hours while end users
are actively accessing the applications. It needs to be scheduled during downtime without any user activity.

To debug SSO-related problem, use Configuration Utility to do the following:
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1. On the Logging tab, change the Logging Level for Enterprise Logger to DEBUG.

fGeneraI |/Sy'5tem5 rWebIogic rDedicated Servers rLogging rRep-orting s | CMS |

r Logging Level For Enterprise Logger
% DEBUG (Level designates fine-grained informational events that are most useful to debug an application)

i INFO {Level designates informational messages that highlight the progress of the application at coarse-grained level)
_) WARN (Level designates potentially harmful situations)
_) ERROR (Level designates error events that might still allow the application to continue running)

i) FATAL (Level designates very severe error events that will presumably lead the application to abort)

i) OFF {Level is intended to turn off logging)

Log Folder |CZ.l'dEHEKI'COStDCIinUBUﬂGgSJ' | EI

File Size 500KB Number Of Log Files |10

Logging Web Service Calls

[] Log Debug Information For Import WS Calls Number Of Log Entries To Keep

Web Service Log File Name

Online Help

2. On the Weblogic » Security tab, select the Log Authentication Debug Details and Log Kerberos Login
Details checkbox.
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[ General | Systems | Weblogic | Dedicated Servers | Logging | Reporting | IS | CMS |

(“Wain | security
rUser Lockout Options
Lockout Enabled Lockout Threshold |5 Lockout Duration (min} |30 Lockout Reset Duration {min) |5

rAuthentication Providers

Select Authentication Provider |M:TNEDIRE{:TORY{MISystems:- |v| | Add ‘ | Clone ‘ | Remaove ‘

Type |Active Directory (AD) |¥| | |

AD Domain |ads deltek.com | Host Addressip |ditkdct | port 389 | [Juse ssL Test
5P Entity ID{URL) ‘ SP Federation Metadata XML

IdP Federation Metadata XML

Load/Default All Parameters ‘ | Load Certificates Only |

5P Initiated Sign-in (use Costpoint login page)
{® Disabled

) WSFED WS-FED Endpoint URL

2 SAML Sign-in URL
Sign-out URL

rWindows AD/Kerberos Single Sign On ($80)

Enable 50 KeyTab Folder |C:IdelteIdcostpointfsmkeytabs

r Authentication Troubleshooting
Log Authentication Debugging Details Log Kerberos Login Details

3. Login to Costpoint as CPSUPERUSER, and execute Rebuild Global Settings » Reload Settings.
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= Admin > System Administration = System Administration Utilities = Rebuild Global Settings 1 e O

- Identification new || Copy | ¥ || Delete |:”:‘ 1081 Nawr |:H:||:‘ Tavie || query | v || m|[— [ x

Parameter ID * Description *
Select Process
@ All Settings () Individual Setting(s)

Individual Settings

Accounts Payable GL Structure Application Org Security
Accounts Receivable HR - Affirmative Action Overtime

Fixed Assets Autocreate HR - Banefits Fayroll

Billing - EDI HR - Personnel Production Control
Billing Inventory Project

Cobra Interface Product Definition Purchase Order
Compensation Labor Receiving
Consolidations Multi-User Control Vendor Quotes
Currency Materials Estimating Furchase Requisition
Engineering Change Notices Master Production Scheduling Routings

Employee Self Service Material Reguirements Planning System

Fixed Assels Multicurrency Vendor

Fiscal Years Sales Order Entry Voucher

GL Configuration Subcontractor Management Opportunities/Contracis

System Settings
License Product License Log Files

Single Sign-On for Private or Public Cloud

If you are deploying Costpoint in a Private or Public cloud, you can configure SSO between Costpoint in the
cloud and local to end-user Active Directory. In other words, a user who is logged in into domain “ABC” (local
LAN which a user belongs to his company) can seamlessly log in to Costpoint deployed in a private or public
cloud outside of domain “ABC.” Costpoint deployment in the cloud will have no visibility/connectivity to Active
Directory in domain “ABC".

If all access to the hosted Costpoint deployment comes from a single local Active Directory forest, the steps for
SSO setup will be the same as described in the “Single Sign-On Setup: Java 8 and Above section. That is, the
same setup/steps work regardless of whether Costpoint is installed within the same local domain as used by
end-users or Costpoint is deployed outside of user domain in the private or public cloud.

Typically, though, a cloud deployment of Costpoint will also use a multi-tenancy model with multiple systems
being deployed within a single Costpoint cluster. Each system can represent a company/division in a private
cloud or truly independent companies in case of a public cloud. Each division or company in the above scenario
may have its own local Active directory domain/realm without any trust between them. In this case, to configure
SSO for multiple tenants, you need to create a SPN and keytab in each of those Active Directories and copy all
those keytabs to a single location accessible to the Costpoint servers.

For example, if Costpoint is deployed at http://costpoint.hostdomain.com, and two companies (ABC.COM and
XYZ.COM) access the service, this would require creating two keytabs. Company ABC should create a SPN for
HTTP/costpoint.hostdomain.com@ABC.COM, and company XYZ should create a SPN for HTTP/
costpoint.hostdomain.com@XYZ.COM. The resulting two keytabs should be copied to a location on the
Costpoint servers. At runtime, for the incoming request, WebLogic will pick the appropriate keytab based on
matching the SPN value and perform the negotiation.
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Single Sign-On on Mobile Device

Users on iOS and Android mobile devices (for example, iPhone, iPad, Pixel, or Galaxy) can log in to Costpoint in
SSO mode.

Enable Kerberos SSO on iOS Devices

An iOS device has to be logged into the corporate LAN and be able to connect to your corporate AD. In other
words, the device should be using either the corporate Wi-Fi (logged in into corporate LAN) or VPN. Typical
usage would be to configure VPN, which is considered to be a "best practice" for accessing corporate resources
from mobile devices, regardless of SSO usage. The configuration of the VPN is outside the scope of this
document. Instructions should come from your corporate IT department.

To complete SSO enroliment, you need to deploy the SSO profile on your iOS device. This is typically done by IT
pushing it to user devices through a corporate MDM server. It can also be done by each user sending a text file
with ".mobileconfig" extension to themselves as an attachment and opening it on iOS device.

Note:

1. You put your own GUIDs (in yellow) into the file by generating new ones (for example, through this link:
https://guidgenerator.com/online-guid-generator.aspx).

2. Replace "Realm" (my.company.com) with the user’s corporate AD server.

3. Replace the URL pattern with sites where you want SSO to be used.

Additional information about various parameters used in the profile configuration can be accessed on Apple
website:

https://developer.apple.com/library/ios/featuredarticles/iPhoneConfigurationProfileRef/Introduction/
Introduction.html

The following is sample contents of such text file with a SSO profile:
<?xml version="1.0" encoding="UTF-8"?>

<!DOCTYPE plist PUBLIC "-//Apple//DTD PLIST 1.0//EN" "http://www.apple.com/DTDs/P
ropertyList-1.0.dtd">

<plist version="1.0">
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<dict>

<key>PayloadVersion</key>

<integer>1</integer>

<key>PayloadUUID</key>
<string>9adfb330-9783-472a-b2ea-£f1365569%9ecd3</string>
<key>PayloadType</key>

<string>Configuration</string>
<key>PayloadIdentifier</key>
<string>com.deltek.ssoconfig</string>
<key>PayloadContent</key>

<array>

<dict>

<key>PayloadType</key>

<string>com.apple.sso</string>
<key>PayloadVersion</key>

<integer>1</integer>

<key>PayloadIdentifier</key>
<string>com.deltek.sso.test.kerberos</string>
<key>PayloadUUID</key>
<string>66c2568c-91d5-4946-bbf8-464323326a7b</string>

<key>PayloadDisplayName</key>
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<string>SSO profile for my enterprise</string>
<key>Name</key>

<string>AccountName</string>
<key>Kerberos</key>

<dict>

<key>Realm</key>
<string>my.company.com</string>
<key>URLPrefixMatches</key>

<array>
<string>http://*.my.company.com:7009/</string>
</array>

</dict>

</dict>

</array>

</dict>

</plist>

After connecting to the VPN, the profile is installed and your user account in Costpoint (or TE10 or BP7) is
configured for SSO. You can open the Costpoint application via an icon on the iOS device, and click the Login
button without entering your credentials (you only need the system name).

The device may ask you for your AD password the first time you log in. After that, your Kerberos ticket will be
cached and you will not need to do anything on the login screen; it will automatically log you in. When the
Kerberos ticket expires, you will be prompted for your password again. IT can deploy a certificate as part of the
SSO profile on the iOS device that will allow the iOS to auto-renew the Kerberos ticket without asking the user
to re-enter the password.
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Enable Kerberos SSO on Android Devices

To enable Kerberos SSO on Android devices, use third-party Kerberos authenticator tools. For more information,

refer to the following links:

= https://bayton.org/docs/enterprise-mobility/mobileiron/setup-kerberos-authentication-on-mobileiron-core-

for-android-enterprise/

» https://hypergate.com

Client Certificate Setup

Client Certificate authentication or Mutual TLS (mTLS) is an extension of Transport Layer Security (TLS) where
both the client and server authenticate each other using digital certificates. Unlike regular TLS, where only the
server presents a certificate to prove its identity, mTLS requires both parties to exchange and validate
certificates before establishing a secure connection.

Typically, you have the following configuration with mTLS:
Browser (Client) » [1IS/1IS Cluster (Web Server) » WebLogic Server/Weblogic Cluster (Application Server)

Follow the steps below to enable mTLS authentication.

WebLogic Server

1. Log into the WebLogic Server console and navigate to Environment » Server.

If you are using a WebLogic Server Cluster, make the change for each server node.

2. Navigate to General and select the Client Cert Proxy Enabled checkbox.
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Name: DEServer
Machine: (Mone)
Cluster: (Stand-Alone)

#F] Listen Address: localhost

Listen Port Enabled

Listen Pork: 7009

An alphanumeric name for this server instance,
Infa...

The \WebLogic Server host computer (machine) ar
this server is meant ko run,  More Info.,.

The cluster, or group of WeblLogic Server instance
which this server belongs.,  More Info...

The IP address or DNS name this server uses toli
incoming conmeckions,  More Infa..,

Specifies whether this server can be reached thro
the default plain-text {non-35L) listen port,  Maon
Info...

The default TCP part that this server uses ko liste

regular {non-35L) incoming connackions,  Mare Ir

Indicates whether the server can be reached thre

S5L Listen Port Enabled
O tsten Fort Enable the default 35L listen port,  More Info...

Mare Info...

Specifies whether the HebpClusterSerylet proxies

@ Client Cerk Proxy Enabled client certificate in a special header.  More Infa..

3. Navigate to SSL » Advanced and select Client Certs Requested But Not Enforced from the Two Way Client
Cert Behavior drop-down field.

Uhse Server Certs

Two Way Client Cert Behavior: Client Cerls Requested But Not Enforcad «

] Cort Authenticator:

IS Server

1. Open IIS Manager, navigate to your website or application, and click SSL Settings in Features View.

- 8 @

Eepa W ey

2. Select the Require SSL checkbox and click Accept for Client certificates.
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i  ssi Settings
Thi pag bets i Ty the T petiregs Tor ihe comient of @ websbe o sppboaisn
B Pecues 550
Cligni cartilicaba
WRaie

O Accep
Fajuaie

3. Click Configuration Editor and navigate to system.webServer » authentication »
iisClientCertificateMappingAuthentication, and select enabled = True.

‘i‘n Configuration Editor

Section: syemawebierver/secunity/suthenticationisChentCetificateMappingduthentics = Frem:  Applcationkiot.config < locaticr

v Deg I systernranzactions
[ Tyitermah

defa
£nal _l ﬁb:::::kﬁﬁ g
fogd "3 suthertication ClearText
ma £ monymeutiuthentscation Tue
e ,,I' bamcAuthinticatsn (Count=0)
one] £ chentCendiseblappingiathentstion Tue
ene| F digesthuthentication {Count=0)
‘r" e hentiCertifac steblappingliuthentication
F windowiBytherticaticn
fosceess
J apphcatsonDependencies
} authonzation
J dyramicipSecurity
I Sty

~  Deepest Path: MACHINEAWEBRODOT/AFPHOST/Default Web Site/CPFWeba2

defautiLogonDomain

enabled Trust
logonhethod ClearText
many ToOneCertificateMappingsEnabled Truse:
manyTaOneMappings (Count=0)
oneToldneletificateldnppingsEnabled Truse:
oneTodneMappings (Count=0)

4. Enable SSL Binding » Client Cert Negotiation by running Windows PowerShell and executing the “netsh
http update sslcert” script.

= Execute netsh http show sslcert and copy the Certificate Hash and Application ID parameter values. You
will need these parameters for the netsh http update in the next step.
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b19fdd
ab -4

ate Only : Disabled

o

Extende

= Execute netsh http update ssicert ipport=0.0.0.0:443
certhash="020a78b058b19fdd06b774b609260524 4cafce4f"
apid="{4dce181—e14b—4a21—bO22—59fc669b0914}" clientcertnegotiation=enable.
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5. Obtain a valid client certificate in PFX format and install it in the Personal Certificates Store of a client
browser.

This could be done manually on the client machine or via IT/Group Policy push to the client machine. The
certificate must be trusted by IIS and WebLogic server, meaning the certificate must be signed by a Trusted
Certificate Authority.

Now, test mTLS configuration by logging in into Costpoint without providing a User ID and password on the
Costpoint Login page.

Passkey (FIDO)

FIDO is a standard for verifying user’s digital credentials on the web. It stands for Fast IDentity Online, and it
works on any web browser and on all your devices, including smartphones, desktop or laptop computers, tablets,
and smartwatches. FIDO makes logging in to your online accounts much easier while keeping your information
safe from hackers and trackers.

FIDO is built on Passkeys. A Passkey is a digital credential that allows users to sign in to a website or app without
entering a password or username. Passkeys are a more secure and convenient alternative to passwords. In
Costpoint, Passkeys are used for authentication and digital document signing.

Attention: For more information about FIDO and Passkeys, go to https://fidoalliance.org/passkeys/.
Authentication

Any Passkey device—such as a simple or biometric USB stick, smartphone, laptop computer with Windows Hello
service, smartwatch, and so on—can be used to log in to Costpoint. Passkeys provide a unique experience for a
user to be able to authenticate via biometric verification (for example, a fingerprint scan, face or voice
recognition, pin). Passkeys either eliminate passwords providing a passwordless login, or it works as a strong
second factor for password-based authentication.

Passkey Authentication Method
To authenticate with Passkey, a user must have the authentication method set to Passkey (FIDO) or have the

Passkey checkbox enabled with other authentication methods. This is done by a System Administrator during
user setup in Manage Users.
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Information = Workflow | Printing Defaults =~ Authentication Web Services  User Interface

Authentication Settings

Authentication Method * Passkey (FIDO) Passkey (FIDO)
Password Generate Temporary Passwaord
Verify Password

Active Directory or Certificate ID IVKINA Manage User Groups
in Active Directory

Federated ldentity Provider I

Information | Workflow  Printing Defaults =~ Authentication Web Services = User Interface

.uthentication Settings

Authentication Method * [SAML Single Sign-on v # passkey (FIDO)

Password Generate Temporary Password

Verify Password

Active Directory or Certificate 1D IVKINA [ Manage User Groups
in Active Directory

Federated |dentity Provider I

Attention: Refer to Manage Users application online help for more details on configuring Passkey authentication
for user accounts.

Passkey Registration

The next step is to register the Passkey on the user's account. Any Passkey compliant device can be used, for
example:

= An external USB security key
= A user's personal mobile phone
= Atablet PC

= A laptop with Windows Hello biometric authentication enabled.

The registration step is important as it provides a secure link between the user account and the Passkey. If the
Passkey is not registered on the account, a user won't be able to log into the application.

Creating a Passkey Via User Preferences

If a user is set up for multiple authentication methods and can log in to Costpoint, the user can create a new
Passkey in User Preferences.

To create a Passkey via User Preferences:

1. Log into Costpoint.
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2. Open User Preferences.

Default Information Default Report Delivery Options. Phone
Default Application ] () system Printer Download Phone
Application Name i [None-
e | (J Print to File () Email B Mohichy None M
Reporting Company SuperTech, Inc.MAX123456789 ] i Locale
Default Cq * [ Local Printer [J Archive
efault Company Company 1 | Locale ID en_US ] English (United States) )
Password Information Delegate Approvals Noumcation
Old Password PIN user b ] (J Notify When Batch Job Is Completed
New Password Start Time (| :;fﬁg;?m [Device Notification, Email(System Default) v
Verification End Time (i}
Creale Passkey
ul
Enable AutoComplete
Enable Hey Deltekl Voice Interaction Enable Hey Deftek!
Auto Positioning * [Derauit v
Change Default Period Ul Profiles _ Notification Override _Passkeys

Create Passkey

L]

Description Created Last Used Enabled
| YubiKey 5 Series with NFC | 1211212024 04:53:16 PM 1211212024 05:09:20 PM \ |

3. Click Create Passkey and follow browser instructions.

Create a passkey

Create a passkey to start signing in with just your fingerprint, face, or screen

- @ lock. You can create a passkey on this device or use another device, like a
..9‘4 phone or hardwara security key.
B

Show less

Why should | use passkeys?
With passkeys, you don't need to remember complex pagswords.

What are passkeys?

Passkeys are encrypted digital keys you create using your fingerprint, face, screen lock or external
security key. Based on FIDO standard, passkeys are built info all leading desktop devices (PC or Mac),
mobile devices (Apple or Android), operating systems and browsers.

Where are passkeys saved?
Passkeys are saved in your password manager, o you can sign in on other devices.
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From that point, the Passkey registration is controlled by the user's web browser and operating system. The
user may see other system dialog boxes specific to their web browser and operating system that will help
them finish the registration process. For example, a user may be asked to select how to create and save a

Passkey.

a9

Choose where to save your passkey for
ashv1463.ads.deltek.com

@2 Google Password Manager
[] windows Hello or external security key
0 sm-Gasau

:::: Use a different phone, tablet, or security key

Cancel

4. After the registration is completed, you should see a new record saved in Passkeys subtask.

v Description Created Last Used Enabled
Google Password Manager 12/12/2024 05:22:27 PM 12{12/2024 05:22:27 PM | |
YubiKey 5 Series with NFC 1212/2024 04:53:16 PM 121212024 05:09:20 PM

Creating a Passkey Via Email Invite

If a user is set up for Passkey authentication only and cannot log into Costpoint using another authentication
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method, a System Administrator can send a Passkey registration invite email to the user. The email will contain a
link to create new Passkey.
To create a Passkey via email invite:

1. Log into Costpoint as System Administrator.

2. Open Manage Users and query single or multiple user accounts set up for Passkey (FIDO) authentication.

v Manage Users New | Copy | ¥ || Delete
User ID* IVKINA User Name ™ User IVKINA (Database/FIDO) I

Information | Workflow = Printing Defaults ~ Authentication Web Services | User Interface
Authentication Settings

Authentication Method * Passkey (FIDO) Passkey (FIDO)

Password Generate Temporary Password

Verify Password

Active Directory or Certificate 1D alekseyivkin2 Manage User Groups
in Active Directory
Federated Identity Provider l
Allow Access to Integration Console [J] Allow Access to Extensibility Console

3. Verify that a user has a valid email address entered.

Information Workflow | Printing Defaults | Authentication = Web Services | |

Jser Information

Employee 1D |

Phone

Extension Mobile [-None- v
Carrier

Locale ID en_US l English (United States) I

Email user123@domain.com| = |

[ = N RS — —

4. Execute the Generate Passkey self-registration links action.

The system will send an email to each affected user. Each email will contain a unique link for that user to
create a new Passkey.
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Generate Temporary Password

I Generate 2FA Activation Code (Mobile Application) _
Generate Passkey self-registration links N

% Remove Passkey self-registration links LEEC LEmE

Validate JWT Certificate for Web Services

I Add JWT Certificate for Web Services User Inferface

Remove JWT Certificate for Web Services
Status

@ Show/Hide Screen Controls

< Share Record Deactivation Date

Date Password Chanaed

5. A user receives a Passkey registration email from Costpoint and clicks the link to create their new Passkey.

You have selected to add new passkey for authentication purposes. If you have an active session, please, log out of the system and then click the link below to proceed with adding new passkey:
https://ashv1997.deltek.com/CPWeb/?srt=c3lzdGVtPUNUQjgyUUNPMJE7c3J0PTc 1NzkwY2NIZDgzNmIINGU TM2IyN2FmNjlJOGZiZjJ kNjAYMGM2YzU3NTIXOTBhZDIXN2EwZTImZmNkMmI3NTk

Thank you

6. The web browser opens the Create a passkey dialog box.

Create a passkey

Your one-time passcode is on its way. Once you receive it, please enter it below.

One-time passcode |

Create a passkey o start signing in with just your fingerprint, face, or screen
lock. You can create a passkey on this device or use another device, like a
phone or hardware security key.

Learn more

Cancel

file

7. The user waits for another email with a one-time security passcode sent for verification purposes.

8. Enter the one-time security passcode Create a passkey dialog box and click Create.

From that point, the Passkey is controlled by user's web browser and operating system. The user may see
other system dialog boxes specific their browser and operating system that will help them finish the
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registration process.

-y

Choose where to save your passkey for
ashv1463.ads.deltek.com

@ Google Password Manager

SM-G998U

[ windows Hello or external security key

Use a different phone, tablet. or security key

Cancel

9. The user should see the “Your passkey has been added successfully” message and an invitation to log into
Costpoint.

T U P N P N TR

- SYSTEM

o

Create a passkey x
LOG IN WITH SSO
Success!
| ® Your passkey has been added successfully, do you want i
® v 1o login using your new passkey? “
ENTER PASSWORD| Learn more
filo

1 DONT KNOW

Login with Passkey

A user can now log into Costpoint with just a simple USB key touch or biometric verification on their phone or
laptop.
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To log in to Costpoint with a Passkey:

1. Open the Costpoint login page, enter your USERNAME and SYSTEM, and click Log In.

2. You may be asked to touch your security key or provide biometric verification on your phone or laptop

depending on what type of Passkey device you are using to log in.

Install ¥,

Enter system name then select a login method.

SYSTEM

CTB82QC021

Please wait

Windows Security X
Making sure it's you
Please sign in to ashv1997.deltek.com.

This request comes from Chreme, published by Google LLC,

Please enter your security key PIN.

Q |mm |

OK Cancel

3. After Passkey verification is completed, you will be successfully logged into Costpoint.

Username-less Autentication with Passkey (Kiosk Mode)

FIDO standards allow users to experience not just a password-less login but also a login when users do not
provide a username on the login page (that is, password-less and username-less authentication). In order to use
this feature in Costpoint, the following condition must be met:

= Users must enter a special “kiosk mode” URL to log into Costpoint.

Kiosk mode authentication assumes having a single, shared device (for example, a laptop, a tablet pc, or any
other mobile device that can run a web browser and is connected to the network). Typically, various users who
have their own Passkey devices check into that single, shared by everyone kiosk device to log into Costpoint.
The Kiosk Mode URL expects having a special URL parameter kiosk=1 (for example,
https://machineA.subdomain.mycompany.com/CPWeb?kiosk=1).

A user clicks the Login button on the Costpoint login page without typing a username and password. The system
prompts for a user’'s Passkey credential that could be provided via USB stick or biometrics on the mobile device
(for example, face or voice recognition, fingerprint, pin, and so on). Once the Passkey credential is presented and

verified, a user is allowed to log into Costpoint.

Costpoint Security

97



Deltek

ashv1463.ads.deltek.com/cpweb/cploginform.htm?kiosk=1

eltek (3% [3 misc

Use a saved passkey for ashv1463.ads.deltek.com

On this device

Install 3 cTRg2qc021IVKINA
a? Google Password Manager

IVKINA

USERNAME Google Password Manager

On other devices
PASSWORD
Enter a valid password [J  windows Hello or external security key

Remember me Re E::] Use a phone, tablet, or security key

Please wait

Cancel
~+ ADDITIONAL CRITERIA

Digital Signing

Costpoint provides a flexible, self-configurable digital document solution where users can define their own
digital document types and choose data that goes into such documents by providing mapping between the
document type fields and any existing application (screen) fields. After configuring a digital document, users can
digitally sign the document as well as verify the signed data integrity and the validity of an existing signature
right on a Costpoint screen using a Passkey.

Attention: For more details on digital document setup, refer to the Costpoint Online Help for Manage Digital
Document Types and Manage Digital Document Links applications.
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Browse Applications > Admin > System Administration > Digital Documents > Manage Digital Document Types

New || Copy | ¥ || Delete 1 of 1 Existing Table || Query ‘V‘ B O

Document Type  Disclaimer Acknowledgement

Identification

* *
Document Type ID INVOICES Document Type Name Digital Document for Invoices

Document Management

Enforce Signature Attestation Document Type Source System
via User Certificate

Active

Description  Digital Document for the purpose of digital signatures on Invoices.

Legal Text By signing the transaction, you acknowledge the forgoing and consent to be legally bound by the terms of the relevant transaction with us
Your electronic signature is the legal equivalent of your manual signature and providing your mark, through use of a keypad, mouse, or other
device to click on, confirm, approve, or otherwise make a selection, confirms your acceptance regarding this specific transaction within the
Portal. All other obligations remain subject to the terms and conditions of our respective agreement

Digital Document Fields Trusted Root Certi

Digital Document Fields New || Copy | ¥ || Delete || Form || Query | W | » | 0O
& Document Data Field ID * Title * Primary Key
HDR_COMPANY |Header Company | |
HDR_DISC_AMT Header Total Discount Amt in Tran Currency :
HDOR_DUE_DT Header Invoice Due Date O
HDR_FY Header Fiscal Year 4

S~ UEENEOREA

# W [0 Browse Applications > Admin > System Administration > Digital Documents > Manage Digital Document Links

Manage Digital Document Links New || Copy | W || Delete || Form || Query Vl

Application Result Set
Application * Name Result Set * Name

SMMAINVC Approve Subcontractor Invoices SMMAINVC_HDR Approve Subcontractor Invoices INVOICES Digital Document for Invoid
SPMINVC Manage Invoices SPMINVC_HDR Manage Invoices INVOICES Digital Document for Invoig
4 w 4

Document Type *

Digital Document Object Links New || Copy | ¥ || Delete || Form || Query Yl »||O Xl

Auto Load
= Object ID * RS Object ID* Result Set ID*
HDR_COMPANY COMPANY_ID SMMAINVC_HDR A
HDR_DISC_AMT TRN_DISC_AMT SMMAINVC_HDR
HDR_DUE_DT DUE_DT SMMAINVC_HDR E

Attention: For more details on how to register your own Passkey for digital document signing, refer to the
Costpoint Online Help for the User Preferences application.
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Authentication Audit Logging

Successful or unsuccessful login attempts can be logged by the system for audit trace purposes. The audit
logging is activated by default for the ITAR Cloud environment. For all other environments (DCO or on-premises
deployments), the audit logging can be turned on by adding the logging level property logSigninsLevel and
setting value of this property to info in the enterprise.properties file.

For example:

= logSigninsLevel=info: Logging is activated.

= logSigninsLevel=off: Logging is deactivated.

In addition, system administrators can override logging settings by editing CPLog4j.properties to enable audit
logging only for a specific system.

For example:
com.deltek.enterprise.Cluster.system.security.signins. CTB81DEV19=info

If authentication audit logging is activated, the system will create a new log file called
CP_Signins_ServerName.log and will start recording all successful and unsuccessful login attempts. Logout
requests will also be recorded.

The following data will be recorded in the audit log file:

= Login/Log-out Date/Time

= Login URL

= Server Session ID

= System name

= UserlID

= Active Directory/Certificate User ID

= Authentication Method

= Authentication Source (Interactive/Web services/API/Mobile)
= Authentication Status (Success or Failure)
= Authentication Failure Reason

= Client Origin IP address

(Sep 03 2021 10:35:20:[[ACTIVE] ExecuteThread: '1' for queue: 'weblogic. kernel.Default (self-tuning)']l: INFO
eltek.enterprise.DEServer.system.security.signins.CTB81DEO19 ) AuthUtils.java - <|>2021-09-03
10:35:20.186<|>https://us205636.ads.deltek.com:443/
LoginServlet.cps<|>rH2sFadedU6sGQLHUmMqJgSUxRITuJ6fysLO0O90NnkpdFt8eVfaPFz!1182674367!1630679705454 <|>CTB81
Ul<|>Succeeded<|><|>192.168.35.44 <|>
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(Sep 03 2021 11:09:10:[[ACTIVE] ExecuteThread: "1' for queue: 'weblogic.kernel.Default (self-tuning)'l: INFO
eltek.enterprise.DEServer.system.security.signins. CTB81DEO19 ) AuthUtils.java - <|>2021-09-03

11:09:10.417 <|>https://us205636.ads.deltek.com: 443/
LoginServlet.cps<|>rH2sFadedU6sGQLHumMgJgSUxRITuJ6fysLO090NnkpdFt8eVfaPFz!1182674367!1630679705454 <|>CTB81
Ul<|>Log-out<|><|>192.168.35.44<|>

User Access to Modules, Applications, Reports, Etc.

Authorization controls access to resources by answering the following question: “Does a user have rights to
access a protected resource?”

In Costpoint, we identify two types of resources that require protection:

= Application business objects

= J2EE server components/services

A security policy must be implemented for each component in the previous lists. A security policy answers the
question: “Who has access to a resource?”

Resource Components Security Policies Defined By:

Type

Application Modules, applications, result Costpoint security applications such as the following:

business sets, actions, and reports Manage Users, Module Rights, Application Rights, Report

objects Rights, Report Archive Rights, Action Rights, and Result Set
Rights

J2EE server | Web applications, EJBs, JDBC Server administration tools (for example, the WebLogic
components/ | connection pools, JMS servers, | Server console)

services Java connectors, and mail
sessions

When Costpoint is installed, only one user account called CPSUPERUSER is created. This is s predefined
administrative user in Costpoint that has full rights to all modules and applications. We expect clients to login to
product under this account and setup additional user groups and users with appropriate privileges in Manage
Users and Manage User Groups applications. Keep in mind that those are regular Costpoint applications, and you
will need to provide rights for those applications to your Costpoint administrative users, who will be able to
change other users'’ privileges in Costpoint, create new Costpoint users and groups, and/ or remove unneeded
user accounts.

Also, for new installations and for upgrades from previous versions of Costpoint for which the Apply Default
User Groups and Permissions option was selected, the installation will add an out-of-the-box, predefined set of
user groups and permissions. The idea is to help clients by giving them a template of what user groups they
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might want to have in the organization and what rights these user groups should typically have. For example, the
"AP clerk" user group will be created, which will have all the permissions that one would expect AP clerks should
have.

In total, the installation creates 47 user groups that all start with a STD_ prefix (for example, STD_AP_MGR" -
"Accounts Payable Manager," "STD_CM_CLRK" -"Cash Management Clerk," and so on).

Assign Rights to Application Business Objects

You can control a user’s access to application business objects using Costpoint screens and tables for entering
and storing security information.

Note: The Costpoint Online Help provides detailed instructions for assigning rights to users. Look under

Administration » Security.

Deltek

Costpoint Online Help

- - - Using the Help Search
Home > Administration » Security > System Security > Manage User Groups

Table of Contents o 4 r < B @

Manage User Groups o
Manage User Groups

Display

Copens - Use this screen to set up user groups for Costpoint and to establish module/application/result set security rights for user

Table Information groups within the Costpoint screens
Manage Users - ‘.

Y This screen contains a table window for user group 1D and name data together with three subtasks
Manage System Integration @ . . . -
A_c:ul_?ms £ C Note: Companies frequently restrict access to these screens to Costpoint administrators.
Manage User Suppression i You must establish at least one user group for each company before you can create any user |D in the Manage Users screen
Organizational Security ©

f you plan to optionally assign a user group to a user, you must set up the user group first. You may find, however, that the
Segregation of Duties v most efficient way to set up security rights for users is to first establish rights for user groups. Then, if necessary, you can
odule Rights and other drill-down subtasks from the Manage Users screen to override group rights for a specific
e module, application, result set, or action/repert rights by result set levels, as desired

Archived Report Security v v

Security Reports/Inguiries v
You can assign users to user groups on this screen or using the Manage Users screen

Search Results You must establish user information using the Manage Users screen before you assign users to a user group on this screen

For Budgeting & Planning users, use this screen o create separate menu structures for single users or groups of users
These menu structures can be used to apply additional applicaticn level security by denying or granting rights to each

Follow these guidelines:

Note: In Costpoint 8, Organization security works the same way as it did in previous client/server versions of
Costpoint, using the same screens and database tables.

= A user can be assigned to one or more user groups or to no user groups. In Costpoint 8, security rights
defined at the user ID level do not override user group security rights.

= A user or user group can be given module-level security rights that control whether the user or group has Full,
Read-Only, or Deny rights to a module in the Costpoint menu. If application security is not specified, module-
level security also determines what, if any, access users have to applications within a module.

= A user or user group can be given application-level security rights that control whether the user or group has
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Full, Read-Only, or Deny rights to an application in the Costpoint menu. If a user has Read-Only rights for a
maintenance application, he or she can only view result sets called from that application, regardless of what
their result set rights may be. If a user’s rights or any of their user group rights are set to Deny, the user will not
be able to see that application in the Costpoint menu or access it directly.

= An application may be used in multiple modules. If application-level security is not specified for an application
for a user and his or her user groups, the access rights of all the modules that contain that application are
used to determine if that application can be accessed. If one or more of those module rights is set to Deny,
the user does not have access to the application.

= Result set security is used to determine the specific activities a user can perform within a given result set. No,
Read, Update, Insert, or Delete rights can be given for a maintenance result set. If a result set is used in more
than one application, the result set security applies to all applications that call that result set. Result set
security will not override application security rights (or module rights if the application security rights are not
defined).

= Action security specifies whether or not the user can execute actions for the result set. Rights for actions are
either granted or denied. In general, unless Action rights are explicitly denied, the user may run actions
associated with the result set.
Note: If the result set by design is not Read-Only (in other words, one or more of Insert, Update, and Delete
are available for that result set in the Design Tool), and the user has Read-Only rights for the result set in the
W_RS_RIGHTS table, that user will not be able to execute any actions for that result set, unless they have
been explicitly granted rights to those actions. Conversely, if the result set is set to Read-Only in the Design
Tool, the default behavior is that the user can run actions for that result let unless action rights are explicitly
denied.

= Report security specifies whether or not the user can run reports for the result set. Rights for reports are
either granted or denied. By default, the user can run any report associated with the result set unless rights
are explicitly denied.

= Report archive security specifies whether or not the user can view archived reports. Rights are set at different
levels, based on a group of reports, a specific report, or a particular instance of a report. Rights can be set
within one company or for all companies. Access to archived reports can be either granted or denied. You can
also specify different levels of access, such as view reports, modify archive policy, and delete archived
reports. In addition, organization security can be either ignored or taken into account when viewing archived
reports. In the latter case, users with different organization security profiles can access the same archived
reports.

= Security rights do not need to be explicitly specified in the database at each of the levels in order to fully
view/access applications and result sets. If no application security is set up for a user and his or her user
groups, module security can be used. If result set security is not defined for a user and his or her groups,
application security determines what the user can do in that screen. If action and report rights are not
specified, Costpoint allows the user to execute the actions or reports.

= Initially, Lookup result sets (result sets called from another result set using the Lookup button) are excluded
from result set security because the Lookups do not allow users to modify data.

User and User Group Assignments
Because users can be assigned to multiple user groups and can have security rights of their own, the logic for

determining what a user can access or modify is complex. To determine if a user has rights to access a module,
application, or result set, data must be read from the user’s own rights as well as the rights of all of the user
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groups to which the user belongs.
Module Security
The following rules are used to determine a user's module security rights:

= If there are no rows for a given module within the W_MODULE_RIGHTS table for a user or the user’s assigned
user groups, the user cannot view/access that module.

= If in one or more W_MODULE_RIGHTS rows for that user or his assigned user groups, the user is denied
access to that module (ACCESS_FL = 9), the user cannot view/access that module.

= If one or more W_MODULE_RIGHTS rows exist for that module and none have the Deny setting (ACCESS_FL
= 9) the user can view/access the module.

Application Security
The following rules are used to determine a user’s application security rights:

= If there are no rows for that application within the W_APP_RIGHTS tables for the user or the user's assigned
user groups, the application must determine security by checking the module rights for ALL modules that
contain that application.

= |f there are no rows for modules that contain the application, the user cannot access the application.

= If there are one or more module rows where access is denied (W_MODULE_RIGHTS. ACCESS_FL = 9) for the
user or the groups the user belongs to, then the user cannot access the application.

= If there are one or more module rows selected for the user and the user’s assigned user groups where access
is denied (W_MODULE_RIGHTS. ACCESS_FL = 9).

= If one or more module rows selected for the user and the user’s assigned user groups have Full access
(W_MODULE_RIGHTS. ACCESS_FL = 5), the user can view and change data in the application.

= If one or more module rows exist, but all of the rows’ access codes are set to Read-Only
(W_MODULE_RIGHTS. ACCESS_FL = 1), the user can view the data in the application but cannot change it.

= |f one or more W_APP_RIGHTS rows exist for the application and the user and the user’s assigned user groups,
use the following logic to determine the application rights:

= |If, in one or more W_APP_RIGHTS rows for the user and the user’s assigned user groups, the user is denied
access to the application (ACCESS_FL = 9), the user cannot view/access that application.

= If, in one or more W_APP_RIGHTS rows for the user or the user’s assigned user groups, the user is given Full
rights to the application (ACCESS_FL= 5), for process applications, the user will be allowed to run
processes that update the database.

= If one or more W_APP_RIGHTS rows exist and they all have an access code of Read-Only (ACCESS_FL =1),
the user can access and view the application, but not change data (even if the result set security would
normally allow it). For process applications, the user can generate reports, but cannot perform processes
that update the Costpoint database.
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Result Set Security
The following rules are used to determine a user’s result set security rights:

= If a user has Full access to an application, result set security is used to determine which result sets the user
can view, add, change, or delete. If the user has Read-Only access to an application, result set security is used
only to determine which result sets the user can view.

= |f there are no rows for the result set within the W_RS_RIGHTS tables for the user or the user’s assigned user
groups, the application/module security determines the user’s rights to result sets within a given application.

= |If the user has Full rights to an application (or module if no application rights are defined), the user can select,
insert, update, and delete rows within all result sets for that application.

= If, in one or more W_RS_RIGHTS rows for the user or the user’s assigned user groups, the user is denied
access to a result set (DENY_FL = Y), the user cannot view or update data in that result set.

= The user can view rows in the result set if one or more selected rows in the W_RS_RIGHTS table has the
SELECT_FL =Y. The user can insert, update, and delete rows in that result set if one or more of the selected
rows' INSERT_FL, UPDATE_FL, and DELETE_FL are set to Y, respectively (if they also have Full rights to that
application).

Action Security
The following rules are used to determine a user’s result set security rights:

= If a user has full access to a result set, result security is used to determine which actions the user can execute.

= If the result set is Read-Only by design (INSERT_FL, DELETE_FL, and UPDATE_FL are all N in S_RS_LIST), then,
by default, the user can execute any action, regardless of data in the W_RS_RIGHTS table.

= If the result set is not Read-Only by design (one or more of INSERT_FL, DELETE_FL, UPDATE_FL are set to Y in
S_RS_LIST) and the user has Read-Only access in W_RS_RIGHTS, the user will not be allowed to execute any
actions on that result set unless rights are explicitly granted to him or her in W_ACTION_RIGHTS.

= In all other cases in which the user has rights to the result set, if the EXEC_FL is N in W_ACTION_RIGHTS for
the action, the user cannot execute the action; if the EXEC_FL is Y in W_ACTION_RIGHTS or there are no
rows in W_ACTION_RIGHTS for that result set, the user may execute the action.

Report Security

If the user has any access at all to the result set, he or she may run any report associated with that result set
unless there is a row in W_REPORT_RIGHTS with EXEC_FL = ‘N’ for that report.

Hierarchy Diagrams

The diagrams below show the hierarchy of security settings for individual users and user groups.
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Hierarchy of Security Settings for Users

Maintain Users (SYMUSR) [W_USER_UGRP_LIST, filter on TYPE = U]
User Company Access [W_USER_COMPANY]
Assign Groups to User [W_USER_GRP_USERS]
Web Module Rights [W_MODULE_RIGHTS]
Web Application Rights by Module [W_APP_RIGHTS]
Result Set Rights by Application [W_RS_RIGHTS]
Action Rights by Result Set [W_ACTION_RIGHTS]

Report Rights by Result Set [W_RPT_RIGHTS]

Hierarchy of Security Settings for Users

Maintain User Groups (SYMGRP) [W_USER_UGRP_LIST, filter on TYPE = GJ
Assign Users to Group [W_USER_GRP_USERS]
Web Module Rights [W_MODULE_RIGHTS]
Web Application Rights by Module [W_APP_RIGHTS]
Result Set Rights by Application [W_RS_RIGHTS]
Action Rights by Result Set [W_ACTION_RIGHTS]

Report Rights by Result Set [W_RPT_RIGHTS]

Note: There are a few restrictions in the Application Security override of result set security:

If a user has no access to an application, he or she cannot view any result sets from within that application, no
matter what result set security access he or she has.

= If a user has Read-Only access to an application, he or she cannot modify data in any result set from within
that application, even if the user has Full rights to the result set. However, the user may be able to view those
result sets from other applications.

Implementing Security for J2EE Server Components and Services

The Costpoint application runs on a J2EE server (for example, a WebLogic Server) and uses the following J2EE
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components and services:

= Web application
= EJB

= Java connector
= JDBC service

= JMS service

= Mail service

Each of these components and services must be protected; there are security polices implemented for each
component. Implementation of these polices is vendor-specific.

WebLogic Server Implementation

Security policies for the WebLogic server are defined at the user level. Costpoint ships with some built-in users
that support these security policies:

= reportDataUser: This user accesses the report bean during report generation.

= reportBeanUser: This user is used to run the report bean through the run-as property in the bean's
Deployment Descriptor.

= masterBeanCreator: This user is used to create the master bean through the login bean.

= asyncProcessUser: This user is used for running processes and reports asynchronously or through the process
server.

= RDBMSRealmAuthenticator: This user is used to access JDBC pools during the login process.

Security policies for these components and services are defined through the WebLogic console. For more
details, log into the WebLogic console, select the targeted component or service, and go to the Security/Policies
tab. For example, this is the security policy for a JDBC connection pool:

Settings for CW6DEYDO_DS

Configuration  Targets Monitoring  Control | Security | Motes

Roles | Policies | Credential Mappings

Save

Use this page to manage the security policy of your JDBC data source.
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Policy Used By Default
Group : ApplicationUserGroup
Cr

User : RDBMSRealmauthenticator or reportBeantser or masterBeanCreator
Cr

Role @ Admin

Warning: To achieve maximum security, Costpoint ships with WebLogic security policies pre-configured for

built-in Costpoint users and user groups. Do not modify security policies to decrease the rights given to built-in
USers or user groups.
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